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VULNERABILITIES

VMware Plugs Critical Garbon
Black App Control Flaw

VMware issues a critical fix for a vulnerability that allows hacker to gain full
access to the underlying server operating system.

By Ryan Naraine
February 21, 2023

TRENDING

1 Al Helps Crack NIST-Recommended Post-
Quantum Encryption Algorithm

2 Apple Updates Advisories as Security Firm
Discloses New Class of Vulnerabilities

_ o _ 3 Fortinet Patches Critical Code Execution
Virtualization technology giant Vulnerabilities in FortiNAC, FortiWeb
VMware on Tuesday pushed out

https://www.securityweek.com/vmware-plugs-critical-carbon-black-app-control-flaw/?web_view=true 1/8


https://register.securityweek.com/attack-surface-management?utm_source=securityweek&utm_medium=ticker&utm_campaign=web
https://ads.securityweek.com/redirect.spark?MID=179018&plid=1998718&setID=593294&channelID=0&CID=694912&banID=520772316&PID=0&textadID=0&tc=1&adSize=970x250&mt=1677054963850283&sw=1920&sh=1080&spr=1&referrer=https%3A%2F%2Fwww.securityweek.com%2Fvmware-plugs-critical-carbon-black-app-control-flaw%2F%3Fweb_view%3Dtrue&hc=f9686d3132612807fa9b69d2c5e745ece67c5aea&location=
https://www.securityweek.com/contributors/ryan-naraine/
https://www.securityweek.com/category/vulnerabilities/
https://www.securityweek.com/vmware-plugs-critical-carbon-black-app-control-flaw/#respond
https://www.securityweek.com/ai-helps-crack-a-nist-recommended-post-quantum-encryption-algorithm/
https://www.securityweek.com/apple-updates-advisories-as-security-firm-discloses-new-class-of-vulnerabilities/
https://www.securityweek.com/fortinet-patches-critical-code-execution-vulnerabilities-in-fortinac-fortiweb/
https://www.securityweek.com/solarwinds-announces-upcoming-patches-for-high-severity-vulnerabilities/
https://www.securityweek.com/
https://www.facebook.com/SecurityWeekCom-366251913615/
https://twitter.com/securityweek
https://www.linkedin.com/company/securityweek/
https://www.securityweek.com/category/malware-cyber-threats/
https://www.securityweek.com/category/risk-management/
https://www.securityweek.com/category/ciso-strategy/
https://www.securityweek.com/category/ics-ot/
https://www.securityweek.com/category/cybersecurity-funding-news/

2023/2/22 17:32
a major security fix to cover a
critical vulnerability in its
enterprise-facing Carbon Black
App Control product.

A critical-severity advisory from
VMware tracks the vulnerability
as CVE-2023-20858 and warns
that hackers can launch injection
exploits to gain full access to the
underlying server operating
system.

“A malicious actor with privileged

access to the App Control

administration console may be

able to use specially crafted input
allowing access to the underlying

server operating system,’

\/Mware warned.

The vulnerability, which carries a
CVSS severity score of 9.1 out of
10, affects App Control versions
8.7.x,8.8.xand 8.9.x running on
Microsoft's Windows operating
system.

The company said the issue was

privately reported by Jari Jaaskelg,

a security researcher active on
the HackerOne bug bounty
platform.

VMware Carbon Black App

Control is a security product used
by enterprise defenders to ensure

that only trusted and approved
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software is allowed to execute on

critical systems and endpoints.

VMware also issued an
important-severity advisory to

warn of a privilege escalation and
information disclosure flaw in its
vRealize Orchestrator product.

“A malicious actor, with non-
administrative access to vRealize
Orchestrator, may be able to use
specially crafted input to bypass
XML parsing restrictions leading
to access to sensitive information
or possible escalation of
privileges,” the company said.

Related: Gaping Authentication

Bypass Holes in VMware

Workspace One

Related: VMware Says No

Evidence of Zero-Day Exploits in

ESXi Ransomware Attacks

Related: VMware Patches VM
Escape Flaw Exploited at

Geekpwn Event

WRITTEN BY
Ryan
Naraine
Ryan Naraine
is Editor-at-
Large at
SecurityWeek

and host of the

Business Email Address...

Webinar: Building Sustainable 0T
Cybersecurity Programs

@ Thursday, February 23, 2023

Join this webinar to gain clear advice on the
people, process and technology

considerations that must be made at every
stage of an OT security program’s lifecycle.

Webinar: Entering the Cloud Native
Security Era

(@ Thursday, March 02, 2023

This presentation will provide an overview
of the security risks associated with Saas,
best practices for mitigating these risks and
protecting data, and discuss the importance
of regularly reviewing and updating SaaS
security practices to ensure ongoing
protection of data.

EXPERT INSIGHTS

Enterprise Blind Spots and Obsolete Tools —
Security Teams Must Evolve

‘ The conventional tools we rely on
to defend corporate networks are
, creating gaps in network visibility
and in our capabilities to secure them.
(Matt Wilson)
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