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Healthcare Technology Provider Omnicell Discloses
Ransomware Attack

By Ionut Arghire on May 11, 2022

Healthcare technology company Omnicell revealed in
a filing with the United States Securities and Exchange Commission (SEC) that it recently fell
victim to a ransomware attack.

Omnicell is an American multinational company that manufactures systems for automated
medication management at healthcare facilities, as well as patient engagement software for
pharmacies.

In its latest Form 10-Q filing with the SEC, the company noted that some of its internal systems
were impacted by a ransomware attack on May 4, 2022.

“There is an impact on certain of the Company’s products and services, as well as certain of its
internal systems,” Omnicell said.

The company says it immediately took steps to contain the incident and that it also implemented
plans to “restore and support continued operations.”

While it has already informed law enforcement and contacted cybersecurity experts to investigate
the incident, Omnicell hasn’t yet determined the extent of the attack.

Share

https://twitter.com/intent/tweet?original_referer=https%3A%2F%2Fwww.securityweek.com%2F&ref_src=twsrc%5Etfw%7Ctwcamp%5Ebuttonembed%7Ctwterm%5Eshare%7Ctwgr%5E&text=Healthcare%20Technology%20Provider%20Omnicell%20Discloses%20Ransomware%20Attack%20%7C%20SecurityWeek.Com&url=https%3A%2F%2Fwww.securityweek.com%2Fhealthcare-technology-provider-omnicell-discloses-ransomware-attack&via=SecurityWeek
https://feeds.feedburner.com/securityweek
https://www.securityweek.com/privacy-compliance/audits
https://www.securityweek.com/privacy-compliance/compliance
https://www.securityweek.com/privacy-compliance/privacy
https://www.securityweek.com/privacy-compliance/whitepapers
https://www.securityweek.com/security-infrastructure
https://www.securityweek.com/security-infrastructure/cloud-security
https://www.securityweek.com/security-infrastructure/identity-access
https://www.securityweek.com/security-infrastructure/data-protection
https://www.securityweek.com/security-infrastructure/network-security
https://www.securityweek.com/security-infrastructure/application-security
https://www.securityweek.com/management-strategy
https://www.securityweek.com/management-strategy/risk-management
https://www.securityweek.com/management-strategy/security-architecture
https://www.securityweek.com/management-strategy/disaster-recovery
https://www.securityweek.com/management-strategy/training-certification
https://www.securityweek.com/management-strategy/incident-response
https://www.securityweek.com/icsot
https://www.securityweek.com/iot-security
https://www.securityweek.com/
https://www.securityweek.com/management-strategy/incident-response
https://www.securityweek.com/authors/ionut-arghire
https://www.sec.gov/ix?doc=/Archives/edgar/data/926326/000092632622000014/omcl-20220331.htm


2022/5/12 15:38 Healthcare Technology Provider Omnicell Discloses Ransomware Attack | SecurityWeek.Com

https://www.securityweek.com/healthcare-technology-provider-omnicell-discloses-ransomware-attack?&web_view=true 3/5

Tweet 推荐 16

2022 CISO Forum: September 13-14 - A Virtual Event

2022 Singapore/APAC ICS Cyber Security Conference]

Virtual Event Series - Security Summit Online Events by SecurityWeek

2022 ICS Cyber Security Conference | USA [Hybrid: Oct. 24-27]

“The Company is in the early stages of its investigation and assessment of the security event and
cannot determine, at this time, the extent of the impact from such an event on our business,
results of operations or financial condition or whether such impact will have a material adverse
effect,” Omnicell said.

Omnicell did not provide further information on the ransomware used in the attack and didn’t say
whether the attackers stole any corporate or personal information.

In its 2021 Internet Crime Report earlier this year, the FBI Internet Crime Complaint Center (IC3)
noted that the public health sector was the most targeted by ransomware last year.

In 2021, IC3 received 148 complaints of ransomware attacks from healthcare firms, twice the
number received from organizations in the information technology sector, which was the third most
targeted sector.

As Omnicell points out, however, organizations are prone to various other types of cyberattacks and
internal threats as well.

“Our IT systems and third-party cloud services are potentially vulnerable to cyber-attacks,
including ransomware, or other data security incidents, by employees or others, which may expose
sensitive data to unauthorized persons,” Omnicell noted.
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