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Audio Codec Made by Apple Introduced Serious
Vulnerabilities in Millions of Android Phones

By Eduard Kovacs on April 22, 2022

- An open source audio codec developed by Apple is
affected by serious vulnerabilities that have been pushed to millions of Android devices by
some of the world’s largest mobile chipset manufacturers.

The Apple Lossless Audio Codec (ALAC) was introduced by Apple in 2004 and, in 2011, the tech
giant decided to make ALAC open source. The open source ALAC code has been picked up by many
other vendors for non-Apple devices.

Apple has continued to improve the proprietary version of the codec, but the open source code has
never been updated in the past 11 years and it seems that the third-party vendors using that code
have not made efforts to ensure it’s secure.

Researchers at cybersecurity firm Check Point discovered that the open source ALAC code is
affected by serious vulnerabilities, and at least two major mobile chipset makers — Qualcomm and
MediaTek — have used it for their audio decoders.

Qualcomm and MediaTek have significant market shares and Check Point believes that millions of
smartphones worldwide were made vulnerable to attacks due to the use of the ALAC codec.

https://www.securityweek.com/audio-codec-made-apple-introduced-serious-vulnerabilities-millions-android-phones 2/5


https://feeds.feedburner.com/securityweek
https://www.securityweek.com/privacy-compliance/audits
https://www.securityweek.com/privacy-compliance/compliance
https://www.securityweek.com/privacy-compliance/privacy
https://www.securityweek.com/privacy-compliance/whitepapers
https://www.securityweek.com/security-infrastructure
https://www.securityweek.com/security-infrastructure/cloud-security
https://www.securityweek.com/security-infrastructure/identity-access
https://www.securityweek.com/security-infrastructure/data-protection
https://www.securityweek.com/security-infrastructure/network-security
https://www.securityweek.com/security-infrastructure/application-security
https://www.securityweek.com/management-strategy
https://www.securityweek.com/management-strategy/risk-management
https://www.securityweek.com/management-strategy/security-architecture
https://www.securityweek.com/management-strategy/disaster-recovery
https://www.securityweek.com/management-strategy/training-certification
https://www.securityweek.com/management-strategy/incident-response
https://www.securityweek.com/icsot
https://www.securityweek.com/iot-security
https://www.securityweek.com/
https://www.securityweek.com/mobile-wireless/mobile-security
https://www.securityweek.com/authors/eduard-kovacs
https://twitter.com/intent/tweet?original_referer=https%3A%2F%2Fwww.securityweek.com%2F&ref_src=twsrc%5Etfw%7Ctwcamp%5Ebuttonembed%7Ctwterm%5Eshare%7Ctwgr%5E&text=Audio%20Codec%20Made%20by%20Apple%20Introduced%20Serious%20Vulnerabilities%20in%20Millions%20of%20Android%20Phones%20%7C%20SecurityWeek.Com&url=https%3A%2F%2Fwww.securityweek.com%2Faudio-codec-made-apple-introduced-serious-vulnerabilities-millions-android-phones&via=SecurityWeek

2022/4/24 F410:52 Audio Codec Made by Apple Introduced Serious Vulnerabilities in Millions of Android Phones | Security\Week.Com

The security firm estimates that the flaws found by its researchers — the vulnerabilities have been
dubbed ALHACK — put roughly two-thirds of Android users’ privacy at risk.

The vulnerabilities can be triggered using specially crafted audio files and they can lead to remote
code execution.

“The impact of an RCE vulnerability can range from malware execution to an attacker gaining
control over a user’s multimedia data, including streaming from a compromised machine’s
camera,” Check Point explained in a blog post published on Thursday. “In addition, an unprivileged
Android app could use these vulnerabilities to escalate its privileges and gain access to media data
and user conversations.”

The MediaTek vulnerabilities, patched in December 2021, are identified as CVE-2021-0675 and CVE-
2021-0674 and they have been assigned “high” and “medium” severity ratings. Qualcomm also
released patches in December 2021. The Qualcomm flaw is tracked as CVE-2021-30351 and it has
been assigned a “critical” severity rating.

Check Point plans on disclosing technical details next month at the CanSecWest conference.
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Eduard Kovacs (@EduardKovacs) is a contributing editor at SecurityWeek. He worked as a
high school IT teacher for two years before starting a career in journalism as Softpedia’ s
security news reporter. Eduard holds a bachelor’ s degree in industrial informatics and a
master’ s degree in computer techniques applied in electrical engineering.
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