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Charities and non-governmental organizations (NGOs) providing critical
support in Ukraine are targeted in malware attacks aiming to disrupt
their operations and relief efforts seeking to assist those affected by
Russia's war.
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Amazon has detected these attacks while working with the employees of
NGOs, charities, and aid organizations, including UNICEF, UNHCR,
World Food Program, Red Cross, Polska Akcja Humanitarna, and Save
the Children.

"While we are seeing an increase in activity of malicious state actors, we
are also seeing a higher operational tempo by other malicious actors.,"
Amazon said
(https://www.aboutamazon.com/news/community/amazons-
assistance-in-ukraine).

"We have seen several situations where malware has been specifically
targeted at charities, NGOs, and other aid organizations in order to
spread confusion and cause disruption.

"In these particularly egregious cases, malware has been targeted at
disrupting medical supplies, food, and clothing relief."

Phishing attacks against European refugee
helpers

Proofpoint researchers spotted a similar activity, observing spear-
phishing attacks targeting European government personnel
(https://www.bleepingcomputer.com/news/security/phishing-attacks-
target-countries-aiding-ukrainian-refugees/) involved in logistics
support for Ukrainian refugees.

Emails sent in the attacks delivered malicious macro attachments that
would download a Lua-based malware dubbed SunSeed, used to deliver
additional payloads onto compromised devices.

READ
MORE

(https://www.bleepingcomputer.com/news/security/ny-oag-warns-t-
mobile-data-breach-victims-of-identity-theft-risks/?
traffic_source=Connatix)
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The campaign, tracked as Asylum Ambuscade, targeted only NATO
entities using the compromised email account of a Ukrainian armed
service member.

Based on the infection chain, it aligns and is likely related to July 2021
phishing attacks linked to the Ghostwriter
(https://www.bleepingcomputer.com/tag/ghostwriter/) Belarusian
threat group (also known as TA445 or UNC1151).

Facebook (https://www.bleepingcomputer.com/news/security/meta-
ukrainian-officials-military-targeted-by-ghostwriter-
hackers/) and the Computer Emergency Response Team of Ukraine
(CERT-UA)
(https://www.bleepingcomputer.com/news/security/ukraine-links-
belarusian-hackers-to-phishing-targeting-its-military/) also warned
of Ghostwriter phishing campaigns against Ukrainian officials and
military personnel.

Before Russia's invasion, the Ukrainian Security Service (SSU) said the
country was being hit by a "massive wave of hybrid warfare
(https://www.bleepingcomputer.com/news/security/ukraine-says-it-s-
targeted-by-massive-wave-of-hybrid-warfare-/)." 

This deluge of attacks included DDoS attacks
(https://www.bleepingcomputer.com/news/security/ukrainian-military-
agencies-state-owned-banks-hit-by-ddos-attacks/) against Ukrainian
government agencies and state banks, phishing
(https://www.bleepingcomputer.com/news/security/ukraine-links-
belarusian-hackers-to-phishing-targeting-its-military/) targeting the
Ukrainian military, as well as multiple series of destructive malware
attacks [1 (https://www.bleepingcomputer.com/news/security/new-
data-wiping-malware-used-in-destructive-attacks-on-ukraine/), 2
(https://www.bleepingcomputer.com/news/security/ransomware-used-
as-decoy-in-data-wiping-attacks-on-ukraine/)].

https://www.bleepingcomputer.com/tag/ghostwriter/
https://www.bleepingcomputer.com/news/security/meta-ukrainian-officials-military-targeted-by-ghostwriter-hackers/
https://www.bleepingcomputer.com/news/security/ukraine-links-belarusian-hackers-to-phishing-targeting-its-military/
https://www.bleepingcomputer.com/news/security/ukraine-says-it-s-targeted-by-massive-wave-of-hybrid-warfare-/
https://www.bleepingcomputer.com/news/security/ukrainian-military-agencies-state-owned-banks-hit-by-ddos-attacks/
https://www.bleepingcomputer.com/news/security/ukraine-links-belarusian-hackers-to-phishing-targeting-its-military/
https://www.bleepingcomputer.com/news/security/new-data-wiping-malware-used-in-destructive-attacks-on-ukraine/
https://www.bleepingcomputer.com/news/security/ransomware-used-as-decoy-in-data-wiping-attacks-on-ukraine/
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cauytn0AjYsn9Gu2Dpt8P6pGr-ALCxKXeaIbDm56kCor9oITDARABINrXxTlgiYOAgPQToAGDxprBA8gBA-ACAKgDAcgDCKoE8QJP0D9eKl3Vbbnunja7H7K3VweV-OC03BBfzYO6UKbExBOIiiwM2zn7e-XWv0Ll4gm2HbLgmMn-EkzyE9e6ThBaAZpqBkcuEH6CEbGlU3XVab7bs-BwwToNMSWVlo4L6Gnm15Oo1iMuzMtb-azRKELktT21GuwibzFnhp-QP4ZEav1di3TcGLmf2LIaNzuG_Ekx3oN_FWjkdUv_RadfBcZOSYX15hqUBSkCDWHWeH-H9oVaBBG9pc3d13UAMug7PAopzyH5PRxuhKV0re9MPB7RwWIkF1iyupltIjSUSyoZCuKyeRYBbrs3EA4sFoyjXr8kHhybHMlroPdPUvpA-Ny-yPLfuWdkrk3WGkHpobch_fg_J9aqx1EyFqaGMYqMNLPggofrE1SMTY-ef_h9Ir6pCEV0eaTUMjIQcWV9Rew-4-7GOmzU7YRw_S8RQyeAxIoSC6JEDd2DL4p7Z0PZuvsDi8Lt5ajlZ3cha5nylTcjePXABKSl_f2qAuAEAZAGAaAGA4AH5bnlPogHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB6SjsQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJ48GFLDVa2KuACgOKCtsBaHR0cHM6Ly9tb25pdG9yLmNsaWNrY2Vhc2UuY29tL3RyYWNrZXIvdHJhY2tlci5hc3B4P2lkPXZXa21DTWxKbXFKWmt5JmFkcG9zPSZsb2NwaGlzaWNhbD0yMDYzNiZsb2NpbnRlcmVzdD0mYWRncnA9ODAyNTc5NjI2NjAma3c9Jm53PWQmdXJsPXtscHVybH0mY3BuPTY3NTMxODY2NjQmZGV2aWNlPWMmY2NwdHVybD1wb2xsZmlzaC5jb20mcGw9d3d3LmJsZWVwaW5nY29tcHV0ZXIuY29tmAsByAsB4AsBuAwB2BMN0BUBmBYB-BYBgBcB&ae=1&num=1&cid=CAMSeQClSFh3RUrIYM6wqZ9PHtyzsgV8YM1MsxthWyUUrkEMR25kzmXM8mK2YzGc92R1ep4xOvnF6N0igG4m6QCcVoQpNxDSDegcjqrzsB1TDdUbQ2Ux9JndyhDaur0Uzat8j4FAw4R2Dsc2qxFriC0T3l9WkGsPRNTr3nM&sig=AOD64_09A-BkqyybedtM0RkaD7wBPkQ0JA&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://www.pollfish.com%3Futm_source%3Dgoogle%26utm_medium%3Ddisplay%26utm_campaign1%3Dgdn_t-Stand_loc-Primary_bs-maxConv_sc-Pro_dev-Desk%26utm_adgroup1%3Dsc-pro_au-cint-business-services_co-all%26utm_term%3D%26utm_sitelink%3D%7Bsitelink%7D%26utm_device%3Dc%26utm_creative%3D388636839732%26gclid%3DCjwKCAiAsYyRBhACEiwAkJFKovUxx04yN6K4lnahJrrotWRZtAfMAB_bMkPrYURS1lJjHIJ99Wg1-BoCcFQQAvD_BwE

