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Scammers are now targeting unsuspecting users via phishing webpages,
forum posts, and email links enticing users to "help Ukraine" by donating
cryptocurrency.

The development follows Ukraine's successful effort of raising over $37
million in crypto donations from all around the world amid the country's
ongoing invasion by Russian troops.
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'Help Ukraine' crypto donation scams on the rise

This week BleepingComputer has come across a series of cryptocurrency
scams enticing users to "help Ukraine" by donating to counterfeit Bitcoin
and Ethereum addresses that are not affiliated with the

Ukrainian government.
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Hundreds of eBike phishing sites abuse Google

Ads to push scams

To facilitate this phishing campaign, attackers are using a variety of means—
from phishing emails that appear to originate from npr.org or the United
Nations Office for the Coordination of Humanitarian (OCHA) domains, to
posting forum posts claiming to be behind the "Help Ukraine" movement.

One such phishing email, among others reviewed by BleepingComputer, is
shown below:

Ukraine Humaniterian Donation
From Ukraine / Ykpaina Govt® on 2022-02-28 15:19

% Details = Plain text

A donation campaign has been launched to support Ukrain and also help refugees fleeing the conflict in Ukraine
The campaign, organized by the humanitarian organization Act for Peace, is hoping to raise $9,000,000 to support refugees in the region.

Stand with the people of Ukraine. Now accepting cryptocurrency donations. Bitcoin, Ethereum, USDT and NFT
BTC- bc1qqglytupu8pup07eksh3gd77edkd3ge7ku6809y

ETH- 0x5535480a9D0F39b545F9¢14b0a70a8755237b01f

Best Regards

Ukraine
#BeautifulUkraine

"Help Ukraine" phishing email pretending to come from npr.org (BleepingComputer)

Additionally, BleepingComputer came across a forum post shared on one of
the forum threads that we have since taken down.

"The attack on Ukraine brings a lot of trouble and death in our families!
Fundraising to provide targeted assistance to those in need, regardless of
their gender, age, citizenship," reads the forum post.

https://www.bleepingcomputer.com/news/security/help-ukraine-crypto-scams-emerge-as-ukraine-raises-over-37-million/

217


https://www.bleepingcomputer.com/news/security/hundreds-of-ebike-phishing-sites-abuse-google-ads-to-push-scams/?traffic_source=Connatix
https://www.bleepingcomputer.com/news/security/hundreds-of-ebike-phishing-sites-abuse-google-ads-to-push-scams/?traffic_source=Connatix

2022/3/2 17:23 'Help Ukraine' crypto scams emerge as Ukraine raises over $37 million

"Many people need food and clothes, someone is sleeping on the street!!
Remember, every penny and every minute can save a life!"

ukraineHELP

The attack on Ukraine brings a lot of trouble and death in our families!
Fundraising to provide targeted assistance to those in need, regardless of their gender, age, citizenship.
Many people need food and clothes, someone is sleeping on the street!!

Remember, every penny and every minute can save a life!

":E”’birs Maximum repost - please - everyone, do not remain indifferent !!!
posts L
[orrine | bitcoin

bc1qrdzmm92Ifggfyywzvyak3mfcreeskscvk4hdgt
0 warning points

Local time: 03:09 AM

Counterfeit 'Help Ukraine' forum post (BleepingComputer)

Ransomware intel provider MalwareHunterTeam also came across
(https://twitter.com/malwrhunterteam/status/1498232484055719939?) .or
g domains set up by scam artists looking to con prospective donors, as did
others:

Help ukraine

What happened to Ukraine?
Ukraine was viciously invaded by Russian troops on 24/2/2022 for
the president's personal philosophy and gains. They have

mercilessly targeted our people and our infrastructure without any
regards to human life. We as a country request you for your support
and prayers so that we can survive this war,

Want to donate?

Each donations helps tremendously for our war efforts to keep our people safe and ready to defend ourselves from the Russian aggressors.

Help with Bitcoin

If youwant to halp Ukraine,

Help with USDT
(ERC-20)

Latest donations

All latest donations will e shown on randem order for the privacy and safety of the donators. Thank you for helping us through these dark
timest

Donation with amount of 101$ to the address n f scofam]. This transaction hash is sa.

Counterfeit ukraine-donate[.Jorg domain set up by scammers (BleepingComputer)
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G Jake | JCyberSec_
@JCyberSec_

| am seeing a number of fraudulent 'Donate to Ukraine'
websites ™= §

Do not fall for these 1

Fake sites detected§)
@/savelifeinukraine.app-en.com
€5 /donateukraine.sbs

€ /shealterukraine.org

More fraudulent donation websites reported by @JCyberSec_ (Twitter
(https://twitter.com/JCyberSec_/status/1498239774116753409))

Cybersecurity researcher Jake (http://twitter.com/JCyberSec_) also shared
with BleepingComputer a dubious donation site

"UkraineGlobalAid.com" that could fool some on a first glance but contains
broken links all over:

What makes these scams particularly dangerous is their appeal to emotion
that unwary recipients may not be able to resist, especially at a moment of
need for Ukraine.
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The fact that the government of Ukraine is actively seeking crypto donations
in Bitcoin, Ethereum, and other forms of crypto from all over the world may
inadvertently lend credibility to such scams.

Ukraine raises over $37 million in crypto
donations

In what can be described as the first-ever large-scale crypto crowdfunding
effort from a national government, Ukraine has thus far raised over $37
million
(http://bitcoin%20%28btc%29%2C%20ether%20%28eth%29%2C%20tethe
r%20%28usdt%29%20and%200ther%20altcoins/) in Bitcoin (BTC), Ether
(ETH), Tether (USDT), and other altcoins. Additional donations worth $13
million are expected to arrive as the country battles an ongoing crisis.

Last week, after Russia's unprovoked attack on Ukraine, the Ukrainian
government made a crowdfunding appeal to the world seeking
cryptocurrency donations.

In a tweet posted by the official Twitter account of Ukraine, government
officials shared the authentic Bitcoin and Ethereum addresses where funds
could be sent to:

Ukraine / Ykpaina & 4
@Ukraine

Stand with the people of Ukraine. Now
accepting cryptocurrency donations. Bitcoin,
Ethereum and USDT.

BTC -
357a3S09CbsNfBBgFYACGvxxS6tMaDoa1P

ETH and USDT (ERC-20) -
0x165CD37b4C644C2921454429E7F9358d18
A45e14

11:29 PM - Feb 26, 2022 ©)

Read the full conversation on Twitter

Q 2061k O Reply T, Share

This may have raised eyebrows among netizens suspecting
(https://twitter.com/TomStri68606037/status/1497595399841804288) if
Ukraine's official Twitter account had been hacked—and for good reason.

In 2020, attackers had hijacked verified Twitter accounts
(https://www.bleepingcomputer.com/news/security/apple-kanye-gates-
bezos-more-hacked-in-twitter-account-crypto-scam/) of prominent public
figures and companies including Elon Musk, Bill Gates, Kanye West, and
Apple, to promote "double your cryptocurrency” scams:

https://www.bleepingcomputer.com/news/security/help-ukraine-crypto-scams-emerge-as-ukraine-raises-over-37-million/ 5117


http://bitcoin%20%28btc%29%2C%20ether%20%28eth%29%2C%20tether%20%28usdt%29%20and%20other%20altcoins/
https://twitter.com/TomStri68606037/status/1497595399841804288
https://www.bleepingcomputer.com/news/security/apple-kanye-gates-bezos-more-hacked-in-twitter-account-crypto-scam/
https://twitter.com/Ukraine?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1497594592438497282%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fhelp-ukraine-crypto-scams-emerge-as-ukraine-raises-over-37-million%2F
https://twitter.com/Ukraine?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1497594592438497282%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fhelp-ukraine-crypto-scams-emerge-as-ukraine-raises-over-37-million%2F
https://twitter.com/Ukraine/status/1497594592438497282?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1497594592438497282%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fhelp-ukraine-crypto-scams-emerge-as-ukraine-raises-over-37-million%2F
https://twitter.com/Ukraine/status/1497594592438497282?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1497594592438497282%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fhelp-ukraine-crypto-scams-emerge-as-ukraine-raises-over-37-million%2F
https://help.twitter.com/en/twitter-for-websites-ads-info-and-privacy
https://twitter.com/Ukraine?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1497594592438497282%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fhelp-ukraine-crypto-scams-emerge-as-ukraine-raises-over-37-million%2F
https://twitter.com/Ukraine/status/1497594592438497282?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1497594592438497282%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fhelp-ukraine-crypto-scams-emerge-as-ukraine-raises-over-37-million%2F
https://twitter.com/intent/like?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1497594592438497282%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fhelp-ukraine-crypto-scams-emerge-as-ukraine-raises-over-37-million%2F&tweet_id=1497594592438497282
https://twitter.com/intent/tweet?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1497594592438497282%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fhelp-ukraine-crypto-scams-emerge-as-ukraine-raises-over-37-million%2F&in_reply_to=1497594592438497282
https://twitter.com/Ukraine/status/1497594592438497282?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1497594592438497282%7Ctwgr%5E%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fwww.bleepingcomputer.com%2Fnews%2Fsecurity%2Fhelp-ukraine-crypto-scams-emerge-as-ukraine-raises-over-37-million%2F

2022/3/2 17:23 'Help Ukraine' crypto scams emerge as Ukraine raises over $37 million

m Musk @ v Bitcoin v 2 Apple® L

M k @Bitcoin ) @Apple

I'm feeling generous because of Covid-19. We have partnered with CryptoForHealth and are giving back W are giving back to our community. We support Bitcoin
5000 BTC to the community. and we believe you should too!

Il double any BTC payment sent to my BTC address for the

next hour. Good luck, and stay safe out there! See more here : cryptoforhealth.com All Bitcoin sent to our address below will be sent back to you
4:01PM - Jul 15,2020 ® doubled!

belq qtzq2n0yr:

17Ph 16 3020 ® | O 134 O 183 people are Tweeting about this bet Oyrf

Q 83K § seethe latest COVID-19 information on Twitter e Bill Gates @ 1" 4 Only going on for the next 30 minutes.
&y @ilGates 4558 PM - Jul 15, 2020 @

Uber & ¥ e 4
@ lver Everyone is asking me to give back, and now is the time

© 309 © 160 people are Tweeting about this
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Hijacked Twitter accounts of public figures promoting crypto scams in
2020 (BleepingComputer)

In 2021, Bitcoin.org was hacked with attackers having successfully stolen
$17,000 from unwary users
(https://www.bleepingcomputer.com/news/security/bitcoinorg-hackers-
steal-17-000-in-double-your-cash-scam/) in a similar scam.

It's tempting to dismiss these scams thinking no one falls for them,
but, similar crypto scams have been hugely successful and generated
hundreds of thousands of dollars in the past.

For example, in 2018 crypto scammers had made $180K
(https://www.bleepingcomputer.com/news/security/fake-elon-musk-
twitter-bitcoin-scam-earned-180k-in-one-day/) in a single day. In

2021, Twitter suffered a massive attack with threat actors walking away with
$580K (https://www.bleepingcomputer.com/news/security/verified-
twitter-accounts-hacked-in-580k-elon-musk-crypto-scam/) in a week. And,
in February last year, we saw another incidence of crypto scammers making
at least $145,000
(https://www.bleepingcomputer.com/news/security/twitter-scammers-
earned-over-145k-this-week-in-bitcoin-ethereum-doge/).

However, subsequent tweets [1
(https://twitter.com/TomicahTD/status/1497601610775769094), 2
(http://twitter.com/FedorovMykhailo/status/1497549813205848068)]
from Ukrainian First Vice Prime Minister, Mykhailo Fedorov, have
confirmed the government's ask was legitimate.

For those looking to donate to Ukraine, make sure to only use the official
wallet addresses published by the Ukrainian government
(http://twitter.com/Ukraine/status/1497594592438497282?
ref_sre=twsrc%5Etfw) and refrain from engaging with any suspicious
donation emails or social media posts.

Updates (times in ET):
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