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NSA Informs Cisco of Vulnerability Exposing Nexus
Switches to DoS Attacks

By Ionut Arghire on February 24, 2022

Cisco this week announced the availability of patches
for four vulnerabilities in its FXOS and NX-OS network operating systems, including one denial
of service bug that was reported by the NSA.

The most severe of the security holes – based on its CVSS score of 8.8 – is CVE-2022-20650, a
command injection issue that can be exploited remotely, without authentication to execute
arbitrary commands as root.

The bug exists because user supplied data isn’t sufficiently validated, thus allowing an attacker to
send a crafted HTTP POST request to the NX-API feature on the affected device, to execute
commands on the operating system. The NX-API feature, Cisco notes, is disabled by default.

Nexus 3000, 5500, 5600, 6000, and 9000 series switches are affected by this vulnerability if they
run an unpatched NX-OS software release and have the NX-API feature enabled.

All of the three remaining vulnerabilities could be exploited to cause denial of service (DoS)
conditions.

The flaw reported by the NSA affects the Fabric Services over IP (CFSoIP) feature of NX-OS. Tracked
as CVE-2022-20624, this high-severity bug exists because incoming CFSoIP packets aren’t
sufficiently validated, thus allowing an attacker to send crafted packets to exploit it.

Tweet 推荐 0Share

https://feeds.feedburner.com/securityweek
https://www.securityweek.com/privacy-compliance/audits
https://www.securityweek.com/privacy-compliance/compliance
https://www.securityweek.com/privacy-compliance/privacy
https://www.securityweek.com/privacy-compliance/whitepapers
https://www.securityweek.com/security-infrastructure
https://www.securityweek.com/security-infrastructure/cloud-security
https://www.securityweek.com/security-infrastructure/identity-access
https://www.securityweek.com/security-infrastructure/data-protection
https://www.securityweek.com/security-infrastructure/network-security
https://www.securityweek.com/security-infrastructure/application-security
https://www.securityweek.com/management-strategy
https://www.securityweek.com/management-strategy/risk-management
https://www.securityweek.com/management-strategy/security-architecture
https://www.securityweek.com/management-strategy/disaster-recovery
https://www.securityweek.com/management-strategy/training-certification
https://www.securityweek.com/management-strategy/incident-response
https://www.securityweek.com/icsot
https://www.securityweek.com/iot-security
https://www.securityweek.com/
https://www.securityweek.com/security-infrastructure/network-security
https://www.securityweek.com/authors/ionut-arghire
https://twitter.com/intent/tweet?original_referer=https%3A%2F%2Fwww.securityweek.com%2F&ref_src=twsrc%5Etfw%7Ctwcamp%5Ebuttonembed%7Ctwterm%5Eshare%7Ctwgr%5E&text=NSA%20Informs%20Cisco%20of%20Vulnerability%20Exposing%20Nexus%20Switches%20to%20DoS%20Attacks%20%7C%20SecurityWeek.Com&url=https%3A%2F%2Fwww.securityweek.com%2Fnsa-informs-cisco-vulnerability-exposing-nexus-switches-dos-attacks&via=SecurityWeek


2022/2/25 上午1:02 NSA Informs Cisco of Vulnerability Exposing Nexus Switches to DoS Attacks | SecurityWeek.Com

https://www.securityweek.com/nsa-informs-cisco-vulnerability-exposing-nexus-switches-dos-attacks 3/6

Virtual Event Series - Security Summit Online Events by SecurityWeek

2022 ICS Cyber Security Conference | USA [Hybrid: Oct. 24-27]

2022 CISO Forum: September 13-14 - A Virtual Event

2022 Singapore/APAC ICS Cyber Security Conference]

The issue impacts Nexus 3000 and 9000 series switches and UCS 6400 series fabric interconnects, if
CFSoIP is enabled (the feature is disabled by default). The NSA hasn’t shared additional details
about the flaw.

Tracked as CVE-2022-20623, another DoS issue was identified in the rate limiter for Bidirectional
Forwarding Detection (BFD) traffic of NX-OS and can be exploited remotely, without authentication
to cause BFD traffic to be dropped. Only Nexus 9000 series switches in standalone NX-OS mode are
impacted.

The flaw exists because of a logic error in the BFD rate limiter functionality and could be exploited
by sending a crafted stream of traffic through the vulnerable device, resulting in dropped IPv4 and
IPv6 traffic and leading to a DoS condition.

[READ: Cisco Patches Critical Vulnerabilities in Small Business RV Routers]

Cisco also announced the release of an additional fix for CVE-2021-1586, a DoS vulnerability it
initially addressed in August 2021, in the Multi-Pod or Multi-Site network configurations for Nexus
9000 series switches in Application Centric Infrastructure (ACI) mode.

The issue exists due to the improper sanitization of TCP traffic sent to a specific port, allowing an
attacker to send crafted data.

Cisco encourages customers to apply the latest fixes for their devices, which were released as part
of the February 2022 Semiannual FXOS and NX-OS security updates. The company says it is not
aware of any of these bugs being exploited in attacks.
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