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Users of Monzo, one of the UK's most popular digital-only banking
platforms, are being targeted by phishing messages supported by a
growing network of malicious websites.



https://www.bleepingcomputer.com/
https://www.bleepingcomputer.com/news/
https://www.bleepingcomputer.com/news/security/
https://www.bleepingcomputer.com/author/bill-toulas/
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cv-f_Dr0TYu75NtetngWegqaYDqW3jcFonaqtycAOs8TcwJUcEAEg2tfFOWDJ3uiGyKOQGaAB5pKnxwPIAQLgAgCoAwHIAwiqBNgCT9DrKZNeQ5q8f5czMW0YJGXfVtyw_ihqgcJfefT2OpAS0jkfpOH5h9RUoV79IJCOWuCR7PPjASBJgQy15o3VTaQvnvdXY7F-bBpwOot3X8pJBRa-2Da23ELixpmQcVWFy8L7KFx4B_iLHxM5qbi-wge2puq_kKmF8oSZbrPGqVqyVbCONv7Zbr51ZcGPVYlJpqQUJB5mlkivaGNunEyzieF3cqLephPXy2gHcvM0vY1Mdov9jrIcV30fn9p9QR-9sw4GXaxOOrjNtCZ_o1JZaAoHa67fzE8SXLwENtjxMgm3Jl06fl44SPe4GhRCTDQ4rYm26-4HKha2FLsgJQC4EpCB2GVNMQAGpfXg9HY216SGJC-m9_2WXEr0vNWgKm4JJETk9dDwWGWhpiyNqxOcFe17xk17u5ubqOgWUVYZesozi5XNsWou_Gbwg2iRaDklVc1YfPQqXe7ABN2W39PSA-AEAZAGAaAGAoAHgu3YOIgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDfIIG2FkeC1zdWJzeW4tMTc0MjI0OTYwMzI4OTA4M7EJYOgkdEsGlG2ACgOYCwHICwG4DAHYEwzQFQGYFgH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh3pM2OAAo44zQ8XfgUJQ5PCJSMRNF5E29XWYTRi1ekNUuymkf6TFKzHNE73odIT9FVfNof1Kj94ucU0ScaTAzZrYPDktZl2V2kbbUGnkGNAKo6Rlyg_Y7Ca0MUW-Beu3H566FWXR23TXhyydBQAZ8PA_m92zA&sig=AOD64_0xuGtBUNBEOIMQYhyhAVr6U15TIw&client=ca-pub-3605257360853185&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://capitaloneshopping.com/join-capital-one-shopping%3Futm_source%3DMeerkat%26utm_campaign%3D125266545501%26utm_term%3D552776623894%26gclid%3DCj0KCQiAjc2QBhDgARIsAMc3SqRKVQEQR7sJ-hixJoAR6GJ0Q-wkin-RstnDmDeS_jw0Bb5dZcy4eGkaAlUsEALw_wcB


2022/2/22 上午12:26 New phishing campaign targets Monzo online-banking customers

https://www.bleepingcomputer.com/news/security/new-phishing-campaign-targets-monzo-online-banking-customers/ 2/17

Monzo is a 100% online banking platform with over four million
customers and among the first to challenge the traditional financial
managing system.

The mobile-only platform offers a feature-rich app, debit Mastercards,
and a comprehensive yet not completely flawless
(https://www.bleepingcomputer.com/news/security/monzo-asks-
clients-to-reset-pins-after-exposure-to-employees/) fraud-detection
system.

According to a report by security researcher William Thomas, there's an
ongoing phishing campaign targeting users of Monzo and attempting to
steal their accounts.

The banking platform also posted on Twitter to warn its customers about
the signs of fraud and what not to do when receiving a message that
appears suspicious.

Monzo
@monzo

 FRAUD ALERT: PHISHING SCAMS 


Is that text from your bank, actually from 
your bank? 


We'd never send you a link to verify your 
account via text, or ask you to log in to a 
website to confirm any account details. 


Here are the red flags of a phishing scam...
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MORE

(https://www.bleepingcomputer.com/news/security/opensea-users-
lose-2-million-worth-of-nfts-in-phishing-attack/?
traffic_source=Connatix)
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The phishing process

In a new report (http://blog.bushidotoken.net/2022/02/mobile-
banking-phishing-campaign.html), Thomas explains that the phishing
process begins with the arrival of an SMS text showing Monzo as the
sender's name, asking the recipient to tap the provided link to reactivate
their session or verify their account.

The smishing messages that point to the phishing sites (blog.bushidotoken.net)

The users are taken to a phishing site that displays a fake email login
form and then requests information about their Monzo account,
including full name, phone number, and the Monzo PIN.

If these details are provided, the threat actors now have everything
needed to begin taking over victims' Monzo accounts.

When installing the Monzo app on a new device, like the threat actor's
smartphone, the service sends a device verification link for the first login
to the user's email address.

As the threat actors now have access to victims' email accounts, they can
click on this "golden link" and verify their device, giving full access to the
Monzo account.

The severity of gaining access to this link is illustrated in the emails sent
by Monzo, who warn that the link should never be shared with other
people.
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Link sent by Monzo for the first login on a new device (blog.bushidotoken.net)

If the email account is protected by 2FA, Thomas believes the adversaries
can likely overcome it with additional social engineering steps or by
employing OTP stealing bots.

Setting up phishing sites

Thomas says the threat actors are using the Cazanova Morphine kit to
create the Monzo phishing landing page, with some examples domains
listed below:

monzo-notice[.]com

monzo-online-support[.]com

monzo-check[.]com

monzo-card-support[.]com

monzo-replacement[.]com

alert-monzo[.]com


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Examples of Monzo phishing pages

Source: blog.bushidotoken.net

In addition to the above, the researcher also noticed four domains on the
same ASN, which targeted users of Revolut, a popular online payments
service.

revolut-cancel-support[.]com

revolut-cancellation[.]com

revolut-cancel-online[.]com

login-revolut-resolve[.]com

"Research into the domain itself via URLscan.io uncovered 33 other
identical sites, dating back to 11 November 2021," details Thomas in his
blog post.

"All 34 domains were hosted on the same three CIDRs in Russian IP
space with NForce Entertainment (AS43350). Interestingly, the Monzo-
themed domains also used two Guangdong-based Registrars (Eranet and
NiceNic)."


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Number of phishing domains (blog.bushidotoken.net)

Mixing Chinese registrars and Russian IP addresses makes attribution
hard and complicate take-down actions, extending the uptime of the
phishing sites.

Don't tap any links

When Monzo wants to inform users about anything, it uses built-in app
notifications or the account portal on the official website.

Monzo doesn't use SMS to send notifications, and the platform would
never urge users to follow any links from outside the app.

If you've tapped on these links and provided any login details to the
actors, reset your account passwords immediately and activate MFA on
both your email and Monzo accounts.


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