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The Medusa Android banking Trojan is seeing increased infection rates
v argets more geographic regions to steal online credentials and
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2022/2/8 T411:47 Medusa malware ramps up Android SMS phishing attacks

Today, researchers at ThreatFabric have published a new report detailing
the latest tricks employed by the Medusa malware and how it continues
to evolve with new features.

Medusa on the rise

Medusa (aka TangleBot) is not a novel banking trojan, but it has seen
increased distribution, with campaigns now targeting North America and
Europe using the same distribution service as the notorious FluBot
malware.

Puma hit by data breach after Kronos
—
ransomware attack BB

B — ] . ‘

BleepingComputer previously reported that the Medusa and FluBot
trojans had previously used
(https://www.bleepingcomputer.com/news/security/android-spyware-
spreading-as-antivirus-software-in-japan/) 'duckdns.org," a free dynamic
DNS abused as a delivery mechanism, so this is not the first sign of
overlap between the two.
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2022/2/8 ’H11:47 Medusa malware ramps up Android SMS phishing attacks

"The samples seen in side-by-side campaigns with Cabassous are
identified by the actors themselves with the tags FLUVOICE, FLUFLASH
and FLUDHL (possibly as a reference to the corresponding
Cabassous/Flubot campaigns)," ThreatFabric explains in their report
(https://www.threatfabric.com/blogs/partners-in-crime-medusa-
cabassous.html#medusa-turkish-delight-with-dangerous-filling).

The researchers believe that the Medusa threat actors began using this
distribution service after seeing how widely spread and successful
FluBot's campaigns had become.

Medusa's main strength lies in its abuse of the Android 'Accessibility’
scripting engine, which enables actors to perform various actions as if
they were the user.

These actions are:

= home_key — Performs HOME global action
= ges — Executes a specified gesture on the screen of the device
= fid_click — Clicks on the Ul element with the specified ID
= sleep - Sleeps (waits) for the specified number of microseconds
= recent_key — Shows overview of the recent apps
= scrshot_key — Performs TAKE_SCREENSHOT global action
= notification_key — Opens the active notifications
= lock_key — Locks the screen
= back_key — Performs BACK global action
= text_click — Clicks on the Ul element that has specified text displayed
= fill_text — Not implemented yet
Allin all, it’s a highly capable banking trojan with keylogging features,

live audio and video streaming, remote command execution options, and
more.
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2022/2/8 T411:47 Medusa malware ramps up Android SMS phishing attacks

<« Sent
droid:id=input_IBAN_account_number_Ul Outgoing Transaction
e Fintory GmbH 572030€
Details
Bank transfer
Trojan Accessibility setText =) G2 &= D’
‘type": “money_mule” Dé%sagozoocmzoszassas
'id" : “com.your.bank:id/input_IBAN_account_number_Ul" r
wow DUISDE33XX
E '

Manual input field changing
Source: ThreatFabric

ThreatFabric was able to gain access to the malware's backend
administration panel and found that its operators can edit any field on
any banking app running on the device. This feature allows the malware
to target almost any banking platform with fake phishing login forms to
steal credentials.

Ankatras

mobil-og-nettbank (SpareBank Norway)
no.dnb.vipps (DNB.NO Vipps)

3528 FLUDHL

L o . Medusa TA goes beyond overlay config
N - And can edit/control input field of any

banking app running on the victims device,
these apps from Norway are an
example

Source: ThreatFabric

The malware is commonly distributed spoofed DHL or Purolator apps,
but the researchers also saw packages masquerading as Android Update,
Elash Player, Amazon Locker, and Video Player.

8§ Microsoft Azure 55/ Azure TERSITEIRAST
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https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjssZAujJQZuFmq8dauJcBkB9YfxUPmQQuTxWMp7FdXZolzCDDS5UbR5B8JBaCcg8VYwDqcviJUG4_ImYadduoDf9CJBEyk35e3bNgyKMRDNjoUZGHdSp1HS5PooJ-AGDXMkUxSfal8ikn8m7JvBy_ElFZSNkzub8Wz-xwD0n23HQeXroA7_CA7j2hh9ugWXEpzzdmXrKD9Bf0nvjiy005HqynfuzmBb_hoO51Ublm4GZACsVSOMI4Cv2eDBhorop83S-NmnsJ5vAMSxfUSRJM32lP5vn4heY4lZVUb61dCzNqoR4ii_D8UlZZxW5XIYGQ_Dk2ynVcEK38d7W889e-rDHN8LHDRkd1cZQ5_MsfEErQciHk0M9wBxwYaVR2IeEkFOWKXMmHZsOjgkkN3GcVmmf1DV6xZNngxJ9KyyCRuzYYePdnicX9L8ggRA4MVO986uXUOx1y0xTDiHOf_rQca4QPnDXDgYCFdQfQ2S-Cto3HvHODtIT-lBEdgfuePGFZB5hPgBATboGHNWZfTjXXZipdONkSw3meFQNVT_EpV_QtcImCgevZNYhjEbQcuR6xLABQsps_tmJLJ-9CQQTuQNgQQV1s5S9lpdgQOAbwAlctHrYhjXFpQu5k4QBp6iqBXVNgfphZ8EqCk_yQ88nxioVmu8UugwUNEl1AnFqLnSoO7DVSGyawfoXsAa3sb_ZMG5sWN30V6HJ4JPdbf4VpSUexoiMTq3rSLa49Xm8Jto2WqAm1GIZX6U4vGaOTeas9li4-SXU08H5Ng0sw9QeEQQj-ppq8kbfAEiJe4OKMtrO-2tkRKcx22RQLCSrj0_nipVe7dcBIuz_zYNhsAOATmYK-l2R9wyARLUVBjnDJ5QC2jC4PXNb0b1uQ6bHTW0v5qud4plENwy3h1U1334obb1l9edTrjm7nTnsW3_MceE7XUsq-_nLnDvb0WyI_bDa_G4qMOri5f2YeBW3ksxdUp6uQsRHzZJjBTFcLnEoAqvcM6QBGHWZcc6NWwH91FzQnlemq7VXy4xsB7vTs4EH6ZmgTGyinQH76AlG0ddwCdGUYxsZftbN3RADVydJ1ryBeiZl2lsbVIxgTrU4wVNeIzaqsK1Aui7qxfB6FwF66bYnvmFfr4j7kJ-nbZqvuJdBA7A8uEa00Db4i9WkQvCJeH_hR6vF8Lsf9U2coL8Ja2-8n0vPLMVE84HHQjym5w&sai=AMfl-YTU3RVGt_8P8d1gEvRupmTMKIPMXCtbPA63Leeig0AKLOSKvAtWoWgYRREK_wC3oD0klJ2LTRjwxYAqypiGK62Tzcn7XoRZkSOhzIexs1wjtTclqCLw_IpDBhD8kt6ISVZfGaggDEuEQ4_2lEmDKkB6VLrxaR7Jbrmyf3bSOXFw7TjEnKQx_dToT6Mt26TbnuXoAenOhgJbrk8cN1pubON19WrVDlvDeBsHXpNUBXg85IlTrFQI8N303S_8wOk65PeWU0eq3XOVR0B-6WerE-PwCnUh_bp3CVPCUiFaB5oyjmdsr2pTx55tZAz6mvyIhrtI82b2kVzTi15b90rROMpNhT405up5_BeHYgEf_wHsww&sig=Cg0ArKJSzLJSxuyH0Q_x&cry=1&fbs_aeid=[gw_fbsaeid]&urlfix=1&adurl=https://azure.microsoft.com/zh-cn/free/hybrid-cloud/search%3FOCID%3DAID2200162_OLA_27020578_324689651_163931042%26dclid%3D%25edclid!

2022/2/8 T411:47 Medusa malware ramps up Android SMS phishing attacks

DHL (com.igiyi.i18n)
omL. Cabassous ~ Cabassous.D  Banker
648c50a9283ed4b1bff5e7e763b635895a7bd364a6c905ee3d7795d78bd184b9

DHL (com.igiyi.i18n)
ome. Cabassous ~ Cabassous.D  Banker
61167290c8c381090669b854cf94af1907ba26 fe873a3a93ccadfBbeabbbeS6d

DHL (com.igiyi.i18n)
ome. Cabassous ~ Cabassous.D  Banker
224161F17511564 17201

DHL (com.igiyi.i18n)
e Medusa Modiicap Banker  Sockessesessssssss.top
86fe98c af essesessssssss.top

DHL (com.igiyi.i18n)
. Medusa Medusa.B Banker essesessssssss.top
o gl bof sock.essesessssssss.top

DHL (com.idiyi.i18n) sock.essesessssssss.toy
e Medusa Medusa.B Banker 5 -1op
5e7409164367f d2assat 1118908 essesessssssss.top

DHL (com.igiyi.i18n)
] Medusa Medusa.B Banker .« STaccccsssamsiop
344413e37bbf3d7e87c89c5a8bSece72a32a84318d6aeed8a326d527a1ef3568 sock.essesessssssss.top

Fake DHL APKs containing Medusa or Flubot (Cabassous)
Source: ThreatFabric

These APKs are manually installed by the victims themselves, who
receive an SMS message with a URL leading to a site pushing the
malicious Android app.

To prevent being infected by these malware infections, always treat
strange URLs sent from your contact list as untrustworthy as they may
have been sent by malware on the senders' device.

As always, do not, under any circumstance, download APKs from
unknown websites, as they invariably lead to malware infections.

Related Articles:

Roaming Mantis Android malware campaign sets sights on Europe
(https://www.bleepingcomputer.com/news/security/roaming-mantis-
android-malware-campaign-sets-sights-on-europe/)

FluBot malware now targets Europe posing as Flash Player app
(https://www.bleepingcomputer.com/news/security/flubot-malware-
now-targets-europe-posing-as-flash-player-app/)

Chaes banking trojan hijacks Chrome with malicious extensions
(https://www.bleepingcomputer.com/news/security/chaes-banking-
trojan-hijacks-chrome-with-malicious-extensions/)

New FluBot and TeaBot campaigns target Android devices worldwide
(https://www.bleepingcomputer.com/news/security/new-flubot-and-
teabot-campaigns-target-android-devices-worldwide/)

Android banking trojan spreads via fake Google Play Store page
(https://www.bleepingcomputer.com/news/security/android-banking-
trojan-spreads-via-fake-google-play-store-page/)
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