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A security researcher has publicly disclosed an exploit for a Windows
local privilege elevation vulnerability that allows anyone to gain admin
privileges in Windows 10.

https://www.googleadservices.com/pagead/aclk?sa=L&ai=CU3s1t2T2YeHqGIzm9gX-zq7wAuiPzudnr7GrxPIOloLNhYgWEAEgx4P8AWCJg4CA9BOgAf_bisgDyAEB4AIAqAMBqgTWAk_QJb_vSLzHooeCsizKs6qbRS-vrnoDedNBx6RZkJUfzxCR0lIyd5r3FM-WpJBKVzPFhdBsOiSA_DHHP80iRyFc6HVMcMTPeaZ5A1G_eDG4mwQSXcg-cCa5tHJKcn1vj6MfzSYcO9NmNAnWLMy1N-dsVgKv-o7d07KzmHwEHsf3mtn_9mHUOR4MTXgoCphTfttFyM9wVs2HCtL18hZs_ZKZq0vz9YO8F0FjHXT8K8x2FksJzMuW9MDYvi5d2FFFNNiDhnTrzZARglsMWvcxep6VME5j-5qU4WHDysdWdzmMQzGrbyf5miMK0seb5lyJ7E9wFThjXHj_FFZDsKYBPCAe3QGsHSYMmO8gLrmbTg7fy24i_Qda0hqmjw4QMA15JzBAQZc16yONMh_l5kDTgi30eJzJJoIv_FgoIfqGAKjGlrgiMbEgCFxT09D2iMD3rQHQ2qMzM8AEz-uXrvID4AQBkAYBgAeHhrzyAogHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDbEJeZc4w0OrpcSACgGYCwHICwG4DAHYEwzQFQGAFwE&ae=1&num=1&cid=CAMSeQClSFh3Ot_oBFVi04bK0bFyk2S5U5zExo_-6-cY2okeQdDbNZCFpRojygqUoOk4PWtxIJ6AVjQHU7GaUIw-X4IaZq2Obuembw5cAz4FvZ0RueQgtLB9xHlp-mCNovD4jGNNwIef9JfMmvYJ8a4hr8nxXG8DDw8RonE&sig=AOD64_0hkSUxgeeohSDv8W77GiMxMhKVwA&client=ca-pub-0920899300397823&nb=19&adurl=https://www.grammarly.com/%3Futm_source%3Dpmax%26utm_medium%3Dcpc%26utm_phase%3Dbroad%26utm_campaign%3Dpmaxtest%26gclid%3DCj0KCQiAi9mPBhCJARIsAHchl1x-gKeM0gHe2ZAaI39ozC2dIIUGohrFo05feVhj1k_GLZOv89AsAqwaAikcEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=CU3s1t2T2YeHqGIzm9gX-zq7wAuiPzudnr7GrxPIOloLNhYgWEAEgx4P8AWCJg4CA9BOgAf_bisgDyAEB4AIAqAMBqgTWAk_QJb_vSLzHooeCsizKs6qbRS-vrnoDedNBx6RZkJUfzxCR0lIyd5r3FM-WpJBKVzPFhdBsOiSA_DHHP80iRyFc6HVMcMTPeaZ5A1G_eDG4mwQSXcg-cCa5tHJKcn1vj6MfzSYcO9NmNAnWLMy1N-dsVgKv-o7d07KzmHwEHsf3mtn_9mHUOR4MTXgoCphTfttFyM9wVs2HCtL18hZs_ZKZq0vz9YO8F0FjHXT8K8x2FksJzMuW9MDYvi5d2FFFNNiDhnTrzZARglsMWvcxep6VME5j-5qU4WHDysdWdzmMQzGrbyf5miMK0seb5lyJ7E9wFThjXHj_FFZDsKYBPCAe3QGsHSYMmO8gLrmbTg7fy24i_Qda0hqmjw4QMA15JzBAQZc16yONMh_l5kDTgi30eJzJJoIv_FgoIfqGAKjGlrgiMbEgCFxT09D2iMD3rQHQ2qMzM8AEz-uXrvID4AQBkAYBgAeHhrzyAogHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDbEJeZc4w0OrpcSACgGYCwHICwG4DAHYEwzQFQGAFwE&ae=1&num=1&cid=CAMSeQClSFh3Ot_oBFVi04bK0bFyk2S5U5zExo_-6-cY2okeQdDbNZCFpRojygqUoOk4PWtxIJ6AVjQHU7GaUIw-X4IaZq2Obuembw5cAz4FvZ0RueQgtLB9xHlp-mCNovD4jGNNwIef9JfMmvYJ8a4hr8nxXG8DDw8RonE&sig=AOD64_0hkSUxgeeohSDv8W77GiMxMhKVwA&client=ca-pub-0920899300397823&nb=0&adurl=https://www.grammarly.com/%3Futm_source%3Dpmax%26utm_medium%3Dcpc%26utm_phase%3Dbroad%26utm_campaign%3Dpmaxtest%26gclid%3DCj0KCQiAi9mPBhCJARIsAHchl1x-gKeM0gHe2ZAaI39ozC2dIIUGohrFo05feVhj1k_GLZOv89AsAqwaAikcEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=CU3s1t2T2YeHqGIzm9gX-zq7wAuiPzudnr7GrxPIOloLNhYgWEAEgx4P8AWCJg4CA9BOgAf_bisgDyAEB4AIAqAMBqgTWAk_QJb_vSLzHooeCsizKs6qbRS-vrnoDedNBx6RZkJUfzxCR0lIyd5r3FM-WpJBKVzPFhdBsOiSA_DHHP80iRyFc6HVMcMTPeaZ5A1G_eDG4mwQSXcg-cCa5tHJKcn1vj6MfzSYcO9NmNAnWLMy1N-dsVgKv-o7d07KzmHwEHsf3mtn_9mHUOR4MTXgoCphTfttFyM9wVs2HCtL18hZs_ZKZq0vz9YO8F0FjHXT8K8x2FksJzMuW9MDYvi5d2FFFNNiDhnTrzZARglsMWvcxep6VME5j-5qU4WHDysdWdzmMQzGrbyf5miMK0seb5lyJ7E9wFThjXHj_FFZDsKYBPCAe3QGsHSYMmO8gLrmbTg7fy24i_Qda0hqmjw4QMA15JzBAQZc16yONMh_l5kDTgi30eJzJJoIv_FgoIfqGAKjGlrgiMbEgCFxT09D2iMD3rQHQ2qMzM8AEz-uXrvID4AQBkAYBgAeHhrzyAogHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDbEJeZc4w0OrpcSACgGYCwHICwG4DAHYEwzQFQGAFwE&ae=1&num=1&cid=CAMSeQClSFh3Ot_oBFVi04bK0bFyk2S5U5zExo_-6-cY2okeQdDbNZCFpRojygqUoOk4PWtxIJ6AVjQHU7GaUIw-X4IaZq2Obuembw5cAz4FvZ0RueQgtLB9xHlp-mCNovD4jGNNwIef9JfMmvYJ8a4hr8nxXG8DDw8RonE&sig=AOD64_0hkSUxgeeohSDv8W77GiMxMhKVwA&client=ca-pub-0920899300397823&nb=7&adurl=https://www.grammarly.com/%3Futm_source%3Dpmax%26utm_medium%3Dcpc%26utm_phase%3Dbroad%26utm_campaign%3Dpmaxtest%26gclid%3DCj0KCQiAi9mPBhCJARIsAHchl1x-gKeM0gHe2ZAaI39ozC2dIIUGohrFo05feVhj1k_GLZOv89AsAqwaAikcEALw_wcB
https://www.googleadservices.com/pagead/aclk?sa=L&ai=CU3s1t2T2YeHqGIzm9gX-zq7wAuiPzudnr7GrxPIOloLNhYgWEAEgx4P8AWCJg4CA9BOgAf_bisgDyAEB4AIAqAMBqgTWAk_QJb_vSLzHooeCsizKs6qbRS-vrnoDedNBx6RZkJUfzxCR0lIyd5r3FM-WpJBKVzPFhdBsOiSA_DHHP80iRyFc6HVMcMTPeaZ5A1G_eDG4mwQSXcg-cCa5tHJKcn1vj6MfzSYcO9NmNAnWLMy1N-dsVgKv-o7d07KzmHwEHsf3mtn_9mHUOR4MTXgoCphTfttFyM9wVs2HCtL18hZs_ZKZq0vz9YO8F0FjHXT8K8x2FksJzMuW9MDYvi5d2FFFNNiDhnTrzZARglsMWvcxep6VME5j-5qU4WHDysdWdzmMQzGrbyf5miMK0seb5lyJ7E9wFThjXHj_FFZDsKYBPCAe3QGsHSYMmO8gLrmbTg7fy24i_Qda0hqmjw4QMA15JzBAQZc16yONMh_l5kDTgi30eJzJJoIv_FgoIfqGAKjGlrgiMbEgCFxT09D2iMD3rQHQ2qMzM8AEz-uXrvID4AQBkAYBgAeHhrzyAogHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYDbEJeZc4w0OrpcSACgGYCwHICwG4DAHYEwzQFQGAFwE&ae=1&num=1&cid=CAMSeQClSFh3Ot_oBFVi04bK0bFyk2S5U5zExo_-6-cY2okeQdDbNZCFpRojygqUoOk4PWtxIJ6AVjQHU7GaUIw-X4IaZq2Obuembw5cAz4FvZ0RueQgtLB9xHlp-mCNovD4jGNNwIef9JfMmvYJ8a4hr8nxXG8DDw8RonE&sig=AOD64_0hkSUxgeeohSDv8W77GiMxMhKVwA&client=ca-pub-0920899300397823&nb=8&adurl=https://www.grammarly.com/%3Futm_source%3Dpmax%26utm_medium%3Dcpc%26utm_phase%3Dbroad%26utm_campaign%3Dpmaxtest%26gclid%3DCj0KCQiAi9mPBhCJARIsAHchl1x-gKeM0gHe2ZAaI39ozC2dIIUGohrFo05feVhj1k_GLZOv89AsAqwaAikcEALw_wcB
https://www.bleepingcomputer.com/
https://www.bleepingcomputer.com/news/
https://www.bleepingcomputer.com/news/microsoft/
https://www.bleepingcomputer.com/author/lawrence-abrams/


2022/1/30 下午6:13 Windows vulnerability with new public exploits lets you become admin

https://www.bleepingcomputer.com/news/microsoft/windows-vulnerability-with-new-public-exploits-lets-you-become-admin/ 2/14

Using this vulnerability, threat actors with limited access to a
compromised device can easily elevate their privileges to help spread
laterally within the network, create new administrative users, or perform
privileged commands.
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The vulnerability affects all supported support versions of Windows 10
before the January 2022 Patch Tuesday updates.

Researcher releases bypass to patched
vulnerability

As part of the January 2022 Patch Tuesday, Microsoft fixed a 'Win32k
Elevation of Privilege Vulnerability' vulnerability tracked as CVE-2022-
21882 (https://msrc.microsoft.com/update-guide/vulnerability/CVE-
2022-21882), which is a bypass for the previously patched and actively
exploited CVE-2021-1732 bug
(https://www.bleepingcomputer.com/news/security/recently-fixed-
windows-zero-day-actively-exploited-since-mid-2020/).

Microsoft attributes the discovery of this vulnerability to RyeLv
(https://twitter.com/b2ahex), who shared a technical analysis
(http://googleprojectzero.github.io/0days-in-the-wild//0day-
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RCAs/2022/CVE-2022-21882.html) of the vulnerability after Microsoft
released the patch.

This week, multiple exploits were publicly released for CVE-2022-21882
that allow anyone to gain SYSTEM privileges on vulnerable Windows 10
devices.

After the exploit's release, Will Dormann, a vulnerability analyst for
CERT/CC and Twitter's resident exploit tester, confirmed that the
exploits works
(https://twitter.com/wdormann/status/1487205136174878721) and
provides elevated privileges.

BleepingComputer also tested the vulnerability and had no problem
compiling the exploit and using it to open Notepad with SYSTEM
privileges on Windows 10, as shown below. BleepingComputer could not
get the exploit to work on Windows 11.

Notepad launched with SYSTEM privileges by exploit

Source: BleepingComputer

While we only opened Notepad using this exploit, threat actors can also
use it to add new users with Administrator privileges or execute other
privileged commands.

While we would not normally report on a patched vulnerability, many
administrators chose to skip January 2022 updates due to the significant
number of critical bugs introduced by the January 2022 updates
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@b2ahex

Regarding the just-fixed CVE-2022-21882: 

win32k privilege escalation vulnerability,

CVE-2021-1732 patch bypass,easy to exploit,which 
was used by apt attacks
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(https://www.bleepingcomputer.com/news/microsoft/new-windows-
server-updates-cause-dc-boot-loops-break-hyper-v/), including reboots,
L2TP VPN problems, inaccessible ReFS volumes, and Hyper-V issues the
installation of these updates.

This means that their devices remain unprotected and vulnerable to an
exploit that has historically been used in cyberattacks by APT hacking
groups.

With the release of these exploits and as Microsoft released OOB updates
(https://www.bleepingcomputer.com/news/microsoft/microsoft-
releases-emergency-fixes-for-windows-server-vpn-bugs/) that resolve
the issues introduced in the January 2022 updates, it is now strongly
advised that admins install the updates rather than wait until the
February 8th Patch Tuesday.

Bug found two years earlier

This same vulnerability was discovered two years ago
(https://twitter.com/_arkon/status/1486449470741135362) by Israeli
security researcher and Piiano CEO Gil Dabah
(https://twitter.com/_arkon), who decided not to disclose the bug due to
the reduced bug bounty rewards
(http://twitter.com/_arkon/status/1487005745023537157?
ref_src=twsrc%5Etfw) by Microsoft.

Dabah is not alone in his frustrations over Microsoft's diminishing bug
bounty rewards.

In November, security researcher Abdelhamid Nacer released a zero-day
privilege elevation exploit
(https://www.bleepingcomputer.com/news/microsoft/new-windows-
zero-day-with-public-exploit-lets-you-become-an-admin/) due to
Microsoft's decreasing payouts in their bug bounty program.

"Microsoft bounties has been trashed since April 2020, I really wouldn't
do that if MSFT didn't take the decision to downgrade those bounties,"
Naceri told BleepingComputer at the time.
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RyeLv noted in his technical writeup for the CVE-2022-21882
vulnerability that the best way to eliminate this bug class is to improve
Microsoft's Windows kernel bug bounties.

"Improve the kernel 0day bounty, let more security researchers
participate in the bounty program, and help the system to be more
perfect," advised RyeLv.
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