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The Canadian government department for foreign and consular
relations, Global Affairs Canada was hit by a cyberattack last week.

While critical services remain accessible, access to some online services
is currently not available, as government systems continue to recover
from the attack.
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Global Affairs Canada systems face network
disruption

Global Affairs Canada (GAC) systems faced a network disruption after
being hit with a cyberattack last week.

GAC is is the Canadian government department responsible for looking
after the country's diplomatic and consular relations, international trade,
and leading international development and humanitarian assistance
programs.

In a statement today, Treasury Board of Canada Secretariat
(TBS), Shared Services Canada, and Communications Security
Establishment together confirmed
(https://twitter.com/TBS_Canada/status/1485800857564336132) that
a cyber incident involving Global Affairs Canada took place, sometime
last week.

The attack was detected on January 19th, after which mitigation actions
were taken.

The Canadian government further states while critical services continue
to be available via Global Affairs' online systems, "some access to
internet and internet-based services" is not available as mitigation
measures have been put in place and systems undergo recovery.

There is no indication that any other government departments were
impacted by the attack, explains the government.

"There are systems and tools in place to monitor, detect, and investigate
potential threats, and to take active measures to address and neutralize
them when they occur," says TBS.
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Attack comes amid Ukraine-Russia tensions

Official sources have not yet revealed what was the cause of the attack or
who are the threat actors behind it, as the investigation continues.

The cyberattack against the Canadian government comes at a time when
Russia-Ukraine tensions continue to escalate.

Equally interesting is the fact that the attack happened around the same
time as the Canadian Centre for Cyber Security issued a warning
(https://cyber.gc.ca/en/guidance/cyber-threat-bulletin-cyber-centre-
urges-canadian-critical-infrastructure-operators-raise) to "critical
infrastructure operators" to be aware of and take mitigatory actions
against known Russia-backed cyber threats.

"This investigation is ongoing. We are unable to comment further on any
specific details for operational reasons," says TBS.

"Our cyber defence and incident response teams work 24/7 to identify
compromises and alert potential victims within the GC and Canadian
critical infrastructure. The incident response team offers advice and
support to contain the threat and mitigate any potential harm."

Earlier this month, multiple Ukrainian government websites were
defaced (https://www.bleepingcomputer.com/news/security/multiple-
ukrainian-government-websites-hacked-and-defaced/), including that of
the country's foreign affairs ministry.

Some suspected threat actors to be Russian although website defacement
acts aren't the typical attack method used by a Russian state-sponsored
hacking group like GRU
(https://www.bleepingcomputer.com/news/security/us-indicts-russian-
gru-sandworm-hackers-for-notpetya-worldwide-attacks/).

While the threat actors behind the incident are yet to be revealed, this
isn't the first time that attackers have successfully targeted Canadian
government systems.

In November 2021, the Canadian province of Newfoundland and
Labrador was hit by a cyberattack causing severe disruption to
healthcare providers and hospitals

Ultra Custom Wireless Open

https://cyber.gc.ca/en/guidance/cyber-threat-bulletin-cyber-centre-urges-canadian-critical-infrastructure-operators-raise
https://www.bleepingcomputer.com/news/security/multiple-ukrainian-government-websites-hacked-and-defaced/
https://www.bleepingcomputer.com/news/security/us-indicts-russian-gru-sandworm-hackers-for-notpetya-worldwide-attacks/
https://www.bleepingcomputer.com/news/security/canadian-province-health-care-system-disrupted-by-cyberattack/
https://www.googleadservices.com/pagead/aclk?sa=L&ai=CLbhKDcrvYbGeK6u1igaPqZ6gDo7Q4dVnw6qdxpsMqcrf-5EOEAEgx4P8AWCJg4CA9BOgAZjoyp4DyAEJ4AIAqAMByAMKqgTsAk_QUAIDMqh1O65OHdAHzQcKnhQbXtUnY2_4VILYSxacxVIRNQegFVVjUbqnsLsGQkpsWlmiT6Cfo2zSTYIH02JEGYVd9L2S1TBZ6rXZ_EsGvMM7iY-4HEPeV3AmVCmLeo6475GxLLhBlnDgvRSekx7pzL6Pmiy7ZYAbmc6ph5UHxryBbCPZwWp34jKd8Nb5FB4G7o20Vk1WgN6gsrHuRb8P0xQB3Qdr4KwZ-oSjTFGAlRUIqL6Gf67gnCmlB5CmgnhlKiz5GYDCuW7tB4o2iAHzuLc7WCw_Q44u3lFSSUmmk0eIqTwi1pw-L8HDbyb2NhRA4VJet6u7043W7TAb1tYQjOiFsOulYfKnWlLr58wbkrz_GlBu1tOJpe_MrR6y9ZP3NdxtDD8O71ecErXLKeJEKjW7w_E8uM_q8VXoudcMRVL-rGQOEWIFl_31vAwo8BKIZN5ef0fvZvo9XPzlDBk8SOdk0o_sQ1BSh5nABO6JgqGSA-AEAZAGAaAGLoAH0Je1YYgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHANIIBggAEAIYDbEJODBBYOw88PaACgGYCwHICwGADAG4DAHYEwzQFQGAFwE&ae=1&num=1&cid=CAMSeQClSFh3PNiXmEyl0WWvaciWWOerFVcnMIbe1-E7YDQZ82GdSTkFQnN_Y1j9OIxAQkI6CO5-wevGRaCrI1zrI90e8oMIeuWMqMFmR4gU0rF_vxJ7M6gW8R3otbHaCNJE8wt4deczK5VNPOPOuBMzH8LrO1r2-yewzIU&sig=AOD64_2ebIOTI-qAHW84cQ2iM427dXp42w&client=ca-pub-0920899300397823&nb=9&adurl=https://pwnage.com/%3Fgclid%3DCjwKCAiA3L6PBhBvEiwAINlJ9BlZwynObmo5SkINC8qDJC4Ps2JdGJ1vxkbIfwMx2CGn9oRZLwD4khoCWVUQAvD_BwE
https://www.googleadservices.com/pagead/aclk?sa=L&ai=CLbhKDcrvYbGeK6u1igaPqZ6gDo7Q4dVnw6qdxpsMqcrf-5EOEAEgx4P8AWCJg4CA9BOgAZjoyp4DyAEJ4AIAqAMByAMKqgTsAk_QUAIDMqh1O65OHdAHzQcKnhQbXtUnY2_4VILYSxacxVIRNQegFVVjUbqnsLsGQkpsWlmiT6Cfo2zSTYIH02JEGYVd9L2S1TBZ6rXZ_EsGvMM7iY-4HEPeV3AmVCmLeo6475GxLLhBlnDgvRSekx7pzL6Pmiy7ZYAbmc6ph5UHxryBbCPZwWp34jKd8Nb5FB4G7o20Vk1WgN6gsrHuRb8P0xQB3Qdr4KwZ-oSjTFGAlRUIqL6Gf67gnCmlB5CmgnhlKiz5GYDCuW7tB4o2iAHzuLc7WCw_Q44u3lFSSUmmk0eIqTwi1pw-L8HDbyb2NhRA4VJet6u7043W7TAb1tYQjOiFsOulYfKnWlLr58wbkrz_GlBu1tOJpe_MrR6y9ZP3NdxtDD8O71ecErXLKeJEKjW7w_E8uM_q8VXoudcMRVL-rGQOEWIFl_31vAwo8BKIZN5ef0fvZvo9XPzlDBk8SOdk0o_sQ1BSh5nABO6JgqGSA-AEAZAGAaAGLoAH0Je1YYgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHANIIBggAEAIYDbEJODBBYOw88PaACgGYCwHICwGADAG4DAHYEwzQFQGAFwE&ae=1&num=1&cid=CAMSeQClSFh3PNiXmEyl0WWvaciWWOerFVcnMIbe1-E7YDQZ82GdSTkFQnN_Y1j9OIxAQkI6CO5-wevGRaCrI1zrI90e8oMIeuWMqMFmR4gU0rF_vxJ7M6gW8R3otbHaCNJE8wt4deczK5VNPOPOuBMzH8LrO1r2-yewzIU&sig=AOD64_2ebIOTI-qAHW84cQ2iM427dXp42w&client=ca-pub-0920899300397823&nb=0&adurl=https://pwnage.com/%3Fgclid%3DCjwKCAiA3L6PBhBvEiwAINlJ9BlZwynObmo5SkINC8qDJC4Ps2JdGJ1vxkbIfwMx2CGn9oRZLwD4khoCWVUQAvD_BwE
https://www.googleadservices.com/pagead/aclk?sa=L&ai=CLbhKDcrvYbGeK6u1igaPqZ6gDo7Q4dVnw6qdxpsMqcrf-5EOEAEgx4P8AWCJg4CA9BOgAZjoyp4DyAEJ4AIAqAMByAMKqgTsAk_QUAIDMqh1O65OHdAHzQcKnhQbXtUnY2_4VILYSxacxVIRNQegFVVjUbqnsLsGQkpsWlmiT6Cfo2zSTYIH02JEGYVd9L2S1TBZ6rXZ_EsGvMM7iY-4HEPeV3AmVCmLeo6475GxLLhBlnDgvRSekx7pzL6Pmiy7ZYAbmc6ph5UHxryBbCPZwWp34jKd8Nb5FB4G7o20Vk1WgN6gsrHuRb8P0xQB3Qdr4KwZ-oSjTFGAlRUIqL6Gf67gnCmlB5CmgnhlKiz5GYDCuW7tB4o2iAHzuLc7WCw_Q44u3lFSSUmmk0eIqTwi1pw-L8HDbyb2NhRA4VJet6u7043W7TAb1tYQjOiFsOulYfKnWlLr58wbkrz_GlBu1tOJpe_MrR6y9ZP3NdxtDD8O71ecErXLKeJEKjW7w_E8uM_q8VXoudcMRVL-rGQOEWIFl_31vAwo8BKIZN5ef0fvZvo9XPzlDBk8SOdk0o_sQ1BSh5nABO6JgqGSA-AEAZAGAaAGLoAH0Je1YYgHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHANIIBggAEAIYDbEJODBBYOw88PaACgGYCwHICwGADAG4DAHYEwzQFQGAFwE&ae=1&num=1&cid=CAMSeQClSFh3PNiXmEyl0WWvaciWWOerFVcnMIbe1-E7YDQZ82GdSTkFQnN_Y1j9OIxAQkI6CO5-wevGRaCrI1zrI90e8oMIeuWMqMFmR4gU0rF_vxJ7M6gW8R3otbHaCNJE8wt4deczK5VNPOPOuBMzH8LrO1r2-yewzIU&sig=AOD64_2ebIOTI-qAHW84cQ2iM427dXp42w&client=ca-pub-0920899300397823&nb=8&adurl=https://pwnage.com/%3Fgclid%3DCjwKCAiA3L6PBhBvEiwAINlJ9BlZwynObmo5SkINC8qDJC4Ps2JdGJ1vxkbIfwMx2CGn9oRZLwD4khoCWVUQAvD_BwE


2022/1/25 下午6:18 Canada's foreign affairs ministry hacked, some services down

https://www.bleepingcomputer.com/news/security/canadas-foreign-affairs-ministry-hacked-some-services-down/ 4/12

(https://www.bleepingcomputer.com/news/security/canadian-
province-health-care-system-disrupted-by-cyberattack/).

In early 2021, Canada Post suffered a data breach
(https://www.bleepingcomputer.com/news/security/canada-post-hit-
by-data-breach-after-supplier-ransomware-attack/)due to ransomware
attack against one of its third-party providers

Prior to that, hackers were able to access 9,041 GCKey accounts
(https://www.bleepingcomputer.com/news/security/canada-suffers-
cyberattack-used-to-steal-covid-19-relief-payments/) via the "credential
stuffing" technique to steal tax relief payments from Canadians.

"We are constantly reviewing measures to protect Canadians and our
critical infrastructure from electronic threats, hacking, and cyber
espionage," concluded the TBS, while encouraging everyone to follow
cybersecurity best practices.
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