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Experimentation with ANSI escape characters on terminal emulators has
led to the discovery of multiple high-severity DoS (denial of service)
vulnerabilities on Windows terminals and Chrome-based web browsers.

Eviatar Gerzi, a security researcher at CyberArk, has tried out various
potential abuse pathways based on an old 2003 advisory
(https://marc.info/?l=bugtraq&m=104612710031920&q=p3) on code
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execution via window title modifications and discovered a way to induce
rapid window title changes on PuTTY.

This atypical attack caused the test machine to enter a state known as the

“White Screen of Death”, where everything freezes except for the mouse
cursor.

breaking thousands of apps

Upon testing a similar attack on a local application, the system entered
WSOD immediately due to overburdening the OS kernel with calls.

; Exported entry 1881. NtUserMessageCall

public ZwUserMessageCall
ZwUserMessageCall proc near
mov rle, rcx

byte ptr ds:7FFE@30@8h, 1
jnz short loc_180@01125

s =

syscall ; Low latency system call
retn

3 DOS 2+ internal - EXECUTE COMMAND
; DS:SI -> counted CR-terminated command string

IwUsertMessageCall endp

Calls overwhelming the system kernel
Source: CyberArk

The abused function is 'SetWindowText (https://docs.microsoft.com/en-
us/windows/wing2/api/winuser/nf-winuser-setwindowtexta),' which
allows changing the text of the specified window’s title bar.

The only way out of the WSOD state is to restart the computer, so this
simple trick can lead to a DoS state on a range of applications.
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] wintw_set_title(TermWin *tw, c
(window_name);

window_name = n(l + strlen( ), char);
strcpy(window_name, )5

if (conf_get_bool(conf, CONF_win_name_always) || !IsIconic(hwnd))
{(hwnd, );

SetWindowText function in PuTTY
Source: CyberArk

As the researcher points out (https://www.cyberark.com/resources/threat-
research-blog/dont-trust-this-title-abusing-terminal-emulators-with-ansi-
escape-characters), 'SetWindowText' isn’t the only possible leverage for
hung ups, as discovered in the case of MobaXterm.

In one of the cases, I tested the MobaXterm terminal, and I was
surprised that it didn’t use SetWindowText function to change the
window title but, rather, a function named GdipDrawString
(https://docs.microsoft.com/en-us/previous-
versions/ms535991(v=vs.85)).

The interesting thing in this case is that it didn’t affect the whole
computer like SetWindowText. It affected only the application, which
eventually crashed.

Gerzi confirmed the following Windows terminals are affected by DoS issue:

e PuTTY - CVE-2021-33500 (https://nvd.nist.gov/vuln/detail/CVE-2021-
33500) (freezes whole computer), fixed in version 0.75

e MobaXterm — CVE-2021-28847 (https://nvd.nist.gov/vuln/detail/CVE-
2021-28847) (freezes only app), fixed in version 21.0 preview 3

e MInTTY (and Cygwin) - CVE-2021-28848
(https://nvd.nist.gov/vuln/detail/CVE-2021-28848) (freezes whole
computer), fixed in version 3.4.6

e Git — uses MinTTY, fixed in version 2.30.1

e ZOC - CVE-2021-32198 (https://nvd.nist.gov/vuln/detail/CVE-2021-
32198) (freezes only app), no fix

e XSHELL - CVE-2021-42095 (https://nvd.nist.gov/vuln/detail/CVE-2021-
42095) (freezes whole computer), fixed in version 7.0.0.76

Trying it out on web browsers

Realizing that almost all GUI applications use the SetWindowText function,
the researcher tried out the attack against popular web browsers such as
Chrome.

He created an HTML file that would cause the title to change rapidly in an
infinite loop, forcing the browser to freeze.
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The same behavior was noticed in Edge, Torch, Maxthon, Opera, and
Vivaldi, all Chromium-based browsers. Though Firefox and Internet
Explorer are immune to it, they still take a performance hit.

P E RN i

[ C:\prooram Fies cxponmicrosomedoe Appication\msedge.exe - PO: 10812 TeseofDiy | Thisad | Mok =
1 3:25:28.702 PM 3 msedge.dil 08 0 - Profile 1 - Microsoft Edge’ )
2 3:25:29.792 PM 3 msedge.dil
3 32531.893PM 3 miedge.dil
4 3:25:33.326 PM 3 msedge.an 0:6 3 - Profile 1 - Microsoft Edge’ |
5 325:34.27T1 PM 3 msedge.ail 084 - Profile 1 - Microsaft Edge’ )
6 32535001 PM 3 msedge.dil 0:6 5 - Profile 1 - Microsaft Edge’ )
7 32535700PM 3 msedge.dil 0:8 6 - Profile 1 - Microsoft Edge” |
8 32536386PM 3 msedge dil e 1 - Microsoft Edge’ |
9 3:25:36963PM 3 msedge.dil 08 8 - Profile 1 - Microsoft Edge’ )
0 3:2537505PM 3 msedge.dil 0:69 - Profile 1 - Mi
" 12537957 PM 3 msedge.dil 0B 10 - Profile
12 3:25:38471 PM 3 msedge.dil 0B 11 - Profile 050
13 3:25:38.924 PM 3 msedge.dil 0:6 12 - Profile 1 - Microsoft Edge” |
“ 325:39.550PM 3 msedge.dil 5 121de, J0:8 13 - Profile 1 - Microsoft Edge” )

Monitoring function calls on Edge
Source: CyberArk

In all cases though, the underlying OS remains unaffected because modern
browsers are based on sandboxes.

However, when trying the browser attack inside a virtual machine, a
resource depletion issue occurred causing the virtualized system to display a
'Blue Screen of Death.'

Your PC ran into a problem and needs to restart. We're just

collecting some error info, and then we'll restart for you.

BSOD when testing DoS on a virtual machine
Source: CyberArk

Response from vendors

The researcher notes that the applications affected by this attack could be
anything using either SetWindowText or GdipDrawString, so the above
apps are only a sample of the affected software.

Some applications like Slack, for example, feature a rate limiter on the calls
of the functions, so they're resilient to this kind of DoS attacks.
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Slack’s limiter stopping the attack after just three calls
Source: CyberArk

Gerzi contacted the affected vendors and received the following responses:

Google: DoS issues are treated as abuse or stability issues rather
than security vulnerabilities. Note: Issue is not observed on Mac but
is observed on Linux. We have reviewed the issue again. We were not
able to reproduce the crash in the latest versions of WS 16.1.2 build-
17966106 and Chrome 92.0.4515.131. We view that the behavior you
observed might be depended on chrome version used as we didn'’t see
any BSOD issues on our end. Hence, we consider this as not a bug.

Vivaldi: This is a design limitation of Windows 10; it does not limit
application memory usage, and simply uses pagefile (virtual
memory) when it runs out of RAM. This is slower to respond because
it must be read from disk.

Microsoft: Our team was able to reproduce this issue, but it does
not meet our bar for servicing with an immediate security update.
While this results in a denial of service condition, this can only be
triggered locally and is the result of resource exhaustion. An attacker
would not be able to trigger any additional vulnerable conditions or
retrieve information that would be beneficial in other attacks on the
system. We will be closing this case, but we have opened a bug with
our development team, and they may consider addressing this in a
future release of Windows.

In response to the above, the researcher points out that it is possible to
trigger the attack remotely by creating a malicious file on a remote server
and opening it from a vulnerable terminal.
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