2021/11/4 4-5:08 UK Labour Party discloses data breach after ransomware attack

v

Home (https://www.bleepingcomputer.com/) > News (https:/www.bleepingcomputer.com/news/)
> Security (https://www.bleepingcomputer.com/news/security/)
> UK Labour Party discloses data breach after ransomware attack

UK Labour Party discloses data breach after
ransomware attack

By November 3, 2021 01:22 PM 0
Sergiu Gatlan

(https://www.bleepingcomputer.com/author/sergiu-

gatlan/)

< Ads by Google
Why this ad? >

https://www.bleepingcomputer.com/news/security/uk-labour-party-discloses-data-breach-after-ransomware-attack/ 111


https://www.bleepingcomputer.com/
https://www.bleepingcomputer.com/news/
https://www.bleepingcomputer.com/news/security/
https://www.bleepingcomputer.com/author/sergiu-gatlan/
https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cwe-yvKCDYYTzKIvorAG6x52YAqe5koZm_erWjrIOwaGPlQEQASDHg_wBYMkGoAHLuLLAAsgBAqkCJKyH0pvXTD6oAwHIA8kEqgTmAk_Q6BqbyTLj2AwimxS5qsXRaAt08bTL8TNtu-2U5ZewYJAhCow-3XLAQvwRMDPuRiJQfhH9lYHSHTHkcwBcbhoUCAc2lRLkN0YbZMzPWXb0HgSh_OIQV5x_1G5s_zKN41AEqk1u7-nyQjAd192kUZb_hoX3t84AiG8w6fWktHC8UyjG6R7n6kTILrksxCaLk9wdwcpf_QgCgQppEwdOvNrcd0G2IFIsxKArdtZMN22lB4dzwJHKB51TlGnZvDH2RmDOo1MDeE-xmRBsE65h0eqwO30dr0rBo-FlGr9uR8BFJoMQgiwRjJ4t1THSOZ2ZWHKlR2MefrAiMIhVTV5kDMPY5ILMGQJuDgTf8Qar5TSIFm-JWDrc2-e637Cs2IOToWEjijnI0T7LmnD9Smc0XUlASXgYJ2aS16Wbk6j2V39UYgIgvPibH0VOm9JsxyoVgfDxjGYTJnVInOF19qrTNSaLpnwATwrABPnB8__TA5AGAaAGAoAHncfNvwGIBwGQBwKoB_DZG6gH8tkbqAeOzhuoB5PYG6gH7paxAqgH_p6xAqgH1ckbqAemvhuoB_PRG6gHltgbqAeqm7ECqAffn7EC2AcB0ggGCAAQAhhasQk710h5BPFBk4AKAZgLAcgLAbgMAdgTCtAVAZgWAYAXAQ&ae=1&num=1&cid=CAMSeQClSFh3zAsF4s8RXKi9L27i_-aigYCn9_2ArfAchZ2jfeJns5spcbSqGK7b511L97tq5tg-L_Cn7_yVZhLta1jNa9rGZteHP3zDQ3xRbZ-O_Q34PbSg5Ct3NTV1XjjG4JENQu_HuJ9DL88mVtSLyQwfBo0Ra2HoTe8&sig=AOD64_0mtA6qgRv2HEVC3QRx-X8rNlAlMQ&client=ca-pub-0920899300397823&nb=17&adurl=https://www.zoho.com/desk/lp/industrys-favorite-helpdesk-software.html%3Fnetwork%3Dd%26device%3Dc%26keyword%3D%26campaignid%3D14665188903%26adgroup%3D125627588857%26matchtype%3D%26placement%3Dwww.bleepingcomputer.com%26adid%3D548816715320%26gclid%3DCjwKCAjwiY6MBhBqEiwARFSCPvLDcuItxkjbFRE3x0LWhKyncXZhMrhJ76hREmO_n3NK5tabHC_7oRoC-NgQAvD_BwE
https://adssettings.google.com/whythisad?reasons=-JUfQvvVbhDTSxc4LqahDpN5GIg51vWEgWQq7B0IS_W1UeMzS4FYUHXDy8nxMvDgQDMEHXqnbDqh1WqDRBJLsJphQp3Wl00xKeQg4rsLi_qIHP0pMkfPg9_mTm2s4TBcXccFnMhaHjztR4x_1Ig2fHXtID2-8xZCkVKTZBUfMAv8a2TZ-_IpkHtksQIc69yWsT2gZoa6u6nTJMdFdI_yFx-4RqQ5C-jJi7jLWdMMKJ6qYBXUR0d15w1cT0kXh00d3zELLgEnmeRwmsmwqjcx4knUg2XsMfqvYQ-gpYUm6UgICamIUBK6rDodUHEFPhVTeFUgHmqP-s,zLEsrUdTV9NsKcODCHJ_VQ&source=display

2021/11/4 4-5:08 UK Labour Party discloses data breach after ransomware attack

The U.K. Labour Party notified members that some of their information
was impacted in a data breach after a ransomware attack hit a supplier
managing the party's data.

The data breach was announced in a data breach notification published
on the party's website after informing relevant authorities about the
incident.

"On 29 October 2021, we were informed of the cyber incident by the
third party. The third party told us that the incident had resulted in a
significant quantity of Party data being rendered inaccessible on their
systems," the breach notice reads (https://labour.org.uk/about-your-
data/).
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"As soon as the Party was notified of these matters, we engaged third-
party experts and the incident was immediately reported to the relevant
authorities, including the National Crime Agency (NCA), National Cyber
Security Centre (NCSC) and the Information Commissioner's Office
(Ico)."

Breach caused by ransomware attack

Data involved in the incident includes information provided by
members, registered and affiliated supporters, and others who have
provided their info to the Party.

The incident is still being investigated, and the full scope and impact of
the data breach are yet unknown.
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While the U.K. party did not disclose the nature of the incident, sources
close to the investigation told Sky News
(https://news.sky.com/story/labour-party-supporters-details-affected-
by-cyber-security-breach-12458935https://news.sky.com/story/labour-
party-supporters-details-affected-by-cyber-security-breach-12458935)
that the attack involved ransomware being deployed on the third-party
supplier's systems containing Labour Party data.

The Party takes the security of all personal information for which
it is responsible very seriously. It is doing everything within its
power to investigate and address this incident in close liaison with
law enforcement, the Information Commissioner's Office, and the
affected third party. - Labour Party

Members' financial info, credentials exposed
in 2020 breach

The Labour Party disclosed another data breach
(https://labour.org.uk/privacy-policy/blackbaud-data-breach/)
following a similar incident last year, in July, after leading cloud software
provider Blackbaud and of the party's suppliers was hit by a ransomware
attack in May 2020 and disclosed on July 16
(https://www.blackbaud.com/newsroom/article/2020/07/16/learn-
more-about-the-ransomware-attack-we-recently-stopped).

As the party revealed at the time, the breach included members' names,
email addresses, phone numbers, and amounts donated.

While the party said immediately after the breach that no sensitive data
like bank account information, passwords, or usernames were exposed,
Blackbaud's forensic investigation revealed
(https://www.bleepingcomputer.com/news/security/blackbaud-
ransomware-gang-had-access-to-banking-info-and-passwords/) that the
threat actors had access to unencrypted banking info, credentials, and
SSNs.
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security numbers, usernames and/or passwords," Blackbaud said in an
8-K filing (https://www.documentcloud.org/documents/7220021-
BLACKBAUD-BC-8K.html) with the U.S. Securities and Exchange
Commission (SEC).

Other organizations impacted by the Blackbaud ransomware attack
(http://www.prnewswire.com/search/news/?
keyword=Blackbaud&page=1&pagesize=100www.prnewswire.com/searc
h/news/?keyword=Blackbaud&page=1&pagesize=100) include charities,
non-profits, foundations, and universities from the United States,
Canada, the United Kingdom, and the Netherlands.
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