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The Canadian province of Newfoundland and Labrador has suffered a
cyberattack that has led to severe disruption to healthcare providers and
hospitals.

The attack took place on October 30th, causing regional health systems to
shut down their networks and cancel thousands of medical appointments.
This outage affected health systems in Central Health, Eastern Health,
Western Health, and the Labrador-Grenfell Regional Health authorities.

https://insight.adsrvr.org/track/clk?imp=328a2c04-a32f-436d-b57e-6888352b875b&ag=5kxwz3y&sfe=13b87e35&sig=4kemWwj0uIp6bii2QDoT6y6K9VgqxreLe0vfrUWLDqc.&crid=1qhj9fph&cf=2641520&fq=0&t=1&td_s=www.bleepingcomputer.com&rcats=7sp&mcat=&mste=&mfld=4&mssi=None&mfsi=4mr7zkdrcm&sv=federatedmedia&uhow=50&agsa=&wp=0.622053&rgz=94536&dt=PC&osf=Windows&os=Windows10&br=Chrome&svpid=239429&rlangs=en&mlang=&did=&rcxt=Other&tmpc=15.14&vrtd=&osi=&osv=&daid=&dnr=0&vpb=&c=Cg1Vbml0ZWQgU3RhdGVzEgpDYWxpZm9ybmlhGgM4MDciB0ZyZW1vbnQ4AVABgAEBiAEBkAEA&dur=CiYKDWNoYXJnZS1hbGwtMTciFQjv__________8BEghpYXhkMDAxYQovCgdvZHhnZmxiEIDJAiINCJC5424SBnRhcmd1cyIRCK-m2nUSCmxyMTVuZXVhbGwKSAohY2hhcmdlLWFsbE1vYXRWaWV3YWJpbGl0eVRyYWNraW5nIiMIpf__________ARIObW9hdC1yZXBvcnRpbmcqBgigjQYYDBCAyQI.&durs=3QNLR1&crrelr=&npt=&mk=Google&mdl=Chrome%20-%20Windows&ipl=bleepingcomputer_728x90_970x90_970x250_320x50_ATF&pcm=1&ict=Unknown&said=fd175485-4520-416a-bc46-801ddb5f4885&auct=1&us_privacy=1---Missing&r=https://kp.kaiserpermanente.org/brand-prg?WT.mc_id=245136&utm_source=ttd&utm_medium=display&utm_campaign=KP_EL_NON_DSP_TTD_NCAL_NON_NON_ELCOR_NON_NON_PRG_PROS&utm_content=prospecting
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(http://twitter.com/LGHealthNL/status/1454550749388627968)

The IT outage also affected communications in the region, with people
reporting an inability to reach the health care centers or 911 via phone.

Yesterday, the Department of Health and Community Services announced
that they had started an investigation into the systems outage with the help
of the managed service provider, Bell Aliant.

Returning to pen and paper

As emails are not working and doctors cannot register new patients or
upload and access medical results on the database, many affected health
centers have turned to using pen and paper.

Affected healthcare centers have also been forced to cancel or reschedule
appointments for chemotherapy, x-ray scans, surgeries, and other specialist
services.

While the IT outages are not the same for all hospitals in the province,
almost all of them deal with some form of disruption
(https://www.gov.nl.ca/releases/2021/health/1031n01/).

The only thing that continues to operate normally are vaccinations,
emergency care, and the admission of cases that can't be rejected.

Likely a ransomware attack

While the Canadian government or healthcare systems have not disclosed
what type of cyberattack they have suffered, sources have told
BleepingComputer that it is ransomware.

http://twitter.com/LGHealthNL/status/1454550749388627968
https://www.gov.nl.ca/releases/2021/health/1031n01/
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Health Minister John Haggie and Eastern Health CEO David Diamond
spoke at a media conference earlier today, stating that the incident had a
'significant impact' and a 'damaged data center.' 

If this turns out to be a ransomware attack, there is a good chance that data
was stolen as well, including possible patient information.

As for when things will return to normal status, Haggie said it could be a
couple of days before all systems are up and running again.

BleepingComputer has contacted the province's press contact with further
questions but has not heard back at this time.

Canada in hackers’ crosshairs

Canada's public services have been a target for numerous ransomware
attacks in the past.

In October 2020, Montreal's STM public transport system was hit by
RansomExx
(https://www.bleepingcomputer.com/news/security/montreals-stm-public-
transport-system-hit-by-ransomware-attack/), and in December 2020,
Vancouver's Metro operator TransLink faced severe IT problems
following an Egregor attack
(https://www.bleepingcomputer.com/news/security/metro-vancouvers-
transit-system-hit-by-egregor-ransomware/).

A month later, TransLink concluded its investigation and confirmed that the
Russian hackers had stolen customer details.
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