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Critical Vulnerabilities Found in AUVESY Product Used by
Major Industrial Firms

By Eduard Kovacs on October 22, 2021

A total of 17 types of vulnerabilities, including many
rated critical and high severity, have been found by researchers in the Versiondog data
management product made by AUVESY.

The vulnerabilities were discovered by employees of industrial cybersecurity firm Claroty and
responsibly disclosed to Germany-based AUVESY, which specializes in data management for
automated production. The vendor has patched all of the flaws.

The affected product, Versiondog, provides automatic backup and version control capabilities, and
it can be integrated with a wide range of industrial systems. According to the vendor’s website, the
product has been used by major companies such as Nestle, Coca Cola, Kraft Foods, Merck, and
several automotive giants.

“Versiondog runs inside some of the largest industrial enterprises in the world to automatically
store software versions, document them, and securely back up data that can be compared to
current error-free versions in order to ensure plants run efficiently,” Claroty said in a blog post.
“Any disruption or manipulation of the information handled by the product could have devastating
consequences to the safety and integrity of an industrial process.”
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The vulnerabilities found in Versiondog include issues that can be exploited by remote attackers to

bypass authentication, elevate privileges, obtain hardcoded cryptographic keys, execute arbitrary
code, manipulate files and data, and cause denial of service.

The security holes have been found in the OS Server API, Scheduler, and Weblnstaller components
of Versiondog. Six of the vulnerabilities have been assigned a severity rating of critical and nine

have been rated high severity.
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According to Claroty, the vendor not only released patches for the vulnerabilities — fixes are
included in version 8.1 — but also addressed the root causes of these and other security issues.

The U.S. Cybersecurity and Infrastructure Security Agency (CISA) has also released an advisory to
inform organizations about these vulnerabilities.

Claroty has described this as a “success story” in terms of the vulnerability disclosure process, but

there have been many situations over the past years where potentially serious flaws were_disclosed

without patches being available, and vendors only took action after the disclosure attracted the
attention of the media.

Claroty reported in August that more than 600 vulnerabilities affecting industrial control system
(ICS) products were disclosed in the first half of 2021, more than 70% of which were assigned
critical or high severity ratings.
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Eduard Kovacs (@EduardKovacs) is a contributing editor at SecurityWeek. He worked as a
high school IT teacher for two years before starting a career in journalism as Softpedia’ s
security news reporter. Eduard holds a bachelor’ s degree in industrial informatics and a
master’ s degree in computer techniques applied in electrical engineering.
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