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Threat actors are targeting voice-over-Internet provider VoIP.ms with a
DDoS attack and extorting the company to stop the assault that's severely
disrupting the company's operation.

VoIP.ms is an Internet phone service company that provides affordable
voice-over-IP service to businesses around the world.

Phone services disrupted as site goes down A

https://www.bleepingcomputer.com/news/security/voipms-phone-services-disrupted-by-ddos-extortion-attack/ 112


https://www.bleepingcomputer.com/
https://www.bleepingcomputer.com/news/
https://www.bleepingcomputer.com/news/security/
https://www.bleepingcomputer.com/author/lawrence-abrams/
https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjstKgZ4WJgtG_KpeI5wbcjSH9QOjd30VfhMHS1ObTxzzZ4ejxNtvFx7mpv8E_bbqDoaphOF1hOdjdNZScJvRGp4Yz_7aV2BJC3V9I-_kDo2xhhqtmRruQ4T8VR3HG5bPpoy7KNF9w42ak4Fm16TgEfwp0mRUCv9NXA_Dy6Pm5oOwgC1CAbWVjl7V65WXMQY-8VH9GSJ9R2EU8VVjUVaUsnNVoaP1b139mi7q1GyQ2bsuWX74L0n2PT5O03AACvC2xwc-5bFcQX5Mr8APME44_2Y9fT9B6EdW8RLNVh59QHVbc2xL1jC_MfyRbhcNFg-RvYdEDmsTUdURywj7rjNb1L-SjUguG4SH69ENmwUtMvdKt6kBXQTo2v6TqF2znPBD4B1aE-NfoxKfzVo4ERwkL_6_uK-sJU8ds3l4P1bWsdqQXpr0ALmBJex16IFdeHiSFjI6XBcM4qvh07DIi7Ezjz0hmK_2qxa8g2BkvIVTHnCMTlyVh6q95vvgoqensEDS6j98wTrhEZttGF6B3plxZRHfEof4U4662UhDr1ZYunvHa-b04xeS0Gcj1oG03AFhm6JlG28m-QF4shR7XsqnG7KjaCkMSDZlrF4_sn3tRn8fBVm5XL1zD-1bnbLQR3R-1z_GZIZIJgKrtnZJFQNpmRrny9h_1XchF_XkqtJb8BWfSVEwsGvz7whrzFGYlp5MUvf1soKZsqRMcR84t9qCJl5rHqVMXy-XT-uDkps4ReOEYQTl19IMwECgg-4Jz9buu42b1lfwBKqKEeOT0JbUD_mkpCueClcZqQc8yVdgnYATaDHeKUGYacWLG0SWef7RCdvhaoL557aWDfnr3hKDZul268mzDswtqqqkzygHQS7o2FhkDcfHiVsZn0Gx7jqt9oJNfBEJcPr6YgS_3yNtUl__BSK_q7oGhPdIh46OnD0A8AQBWs77Y0b1WGiAiGBGFKdjkcIy7eCenPK5eU-eOy61ZiYQSCTUchHjtbR6s4qznLqKO-YXPdXjR-Uv8tF0QNRHQv0L9GVP5V2OlTyD4X5Wjl5oZv8uNCHceWT-duAm3DsVGx4RidTfFUd_lLPpR447AAcUMXk0xAiYwDn28559dYs_livrwTzPvdASaLKnbonR2URroFZSzQeHS9ktSnHQIxkaY8L53TgUgZeC7k8yeOoUY47SMiA_Iw&sai=AMfl-YT1qujkMBtQrkzT73pjNaRn-3EloojvBzrk6P7bMQ_BTZMdlIgl5iiUadQcAl8zp8B398jbd4OwECiw7RdxR4QckKDICc1LhJ58KPDg72d86ll35GvQZWM7fX4IssiNCWtlabI9P7qO4Dwdg47bhojlyP4fMAwdtCx-B_Ftwf_TFEn7nY6V98pUFDsukaURNHmF_UQDMeS7gBqnBUNkea7v0c2iq1ciFxKDXCSyPqU_2lqnEFz96bo33C4LEsup-FkD0kpBKmOfP7R20Fju_H8Lgp5OY5lIEHcHv3VkAJmVNtjuV7tFdiHQBGpDrO4e1_Vk2WFIZb4Ityce9JHUugw8r-tCOSFc96boMxqYfPiu_A&sig=Cg0ArKJSzACAp-IfCtVr&fbs_aeid=[gw_fbsaeid]&urlfix=1&adurl=https://azure.microsoft.com/zh-cn/free/search/%3FOCID%3DAID2200162_OLA_26033146_306996495_153280565%26dclid%3D%25edclid!

2021/9/21 F4-2:36 VolP.ms phone services disrupted by DDoS extortion attack

On September 16th, 2021, VoIP.ms became the victim of a distributed
denial-of-service attack targeting their infrastructure, including DNS name
servers.
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As customers configured their VoIP equipment to connect to the company's
domain name, the DDoS attack disrupted telephony services, preventing
them from receiving or making phone calls.

As DNS was no longer working, the company advised customers to modify
their HOSTS file to point the domain at their IP address to bypass DNS
resolution.

However, this just led the threat actors to perform DDoS attacks directly at
that IP address as well.

To mitigate the attacks, VoIP.ms moved their website and DNS servers to
Cloudflare, and while they reported some success, the company's site and
VoIP infrastructure still have issues due to the continued denial-of-service
attack.
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"A Distributed Denial of Service (DDoS) attack continues to be targeted at
our Websites and POP servers. Our team is deploying continuous efforts to
stop this however the service is being intermittently affected. We apologize
for all the inconveniences," says an announcement posted to the VoIP.ms
website.

At the time of this writing, the site is bouncing back and forth between being
accessible and displaying a 500 Internal Server Error, as shown below.
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Today, customers continue to experience issues with their telephone service,
including loss of service, dropped calls, poor performance, and the inability
to forward lines.

Threat actors demand ransom

On September 18th, a threat actor using the name 'REvil' claimed
responsibility for the attack and posted a link to a ransom note posted to
Pastebin.

This ransom note has since been removed from Pastebin, but
BleepingComputer was told it asked for one bitcoin, or approximately
$45,000, to stop the DDoS attacks.
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(https://www.bleepingcomputer.com/news/security/revil-ransomware-is-
back-in-full-attack-mode-and-leaking-data/) after their disappearance on

July 13th (https://www.bleepingcomputer.com/news/security/revil-
ransomware-gangs-web-sites-mysteriously-shut-down/).

REvil is not known for DDoS attacks or publicly demanding ransoms, in a
manner done in the VoIP.ms attack. This attack's method of extortion makes
us believe that the threat actors are simply impersonating the ransomware
operation to intimidate VoIP.ms further.

Soon after their original tweet, the threat actors raised their extortion
demand to 100 bitcoins, or approximately $4.3 million.
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The customers' responses to the attack against VoIP.ms have been mixed.
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Some feel that VoIP.ms should pay the ransom to restore services before
they themselves do not lose customers. At the same time, other VoIP.ms
customers are vowing to stick with them and telling the company not to give
in to the ransom demand.

BleepingComputer has contacted VoIP.ms with questions regarding the
attack but has not received a reply.
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