2021/9/9 Hackers leak passwords for 500,000 Fortinet VPN accounts

patagonia Food Made For

PROVISIONS' Backcountry

Home (https://www.bleepingcomputer.com/) > News (https:/www.bleepingcomputer.com/news/)
> Security (https:/www.bleepingcomputer.com/news/security/)
> Hackers leak passwords for 500,000 Fortinet VPN accounts

Hac
VPN

By September 8, 2021 03:03 PM 0
Lawrence Abrams

(https://www.bleepingcomputer.com/author/lawrence-

abrams/)

| [Foesm— |
EOODNODEECE
==:RATINET

A threat actor has leaked a list of almost 500,000 Fortinet VPN login
names and passwords that were allegedly scraped from exploitable
devices last summer.

While the threat actor states that the exploited Fortinet vulnerability hag @H ADDEN®2? FREE
since been patched, they claim that many VPN credentials are still valid. September 9-
Rivalry Happ

e

https://www.bleepingcomputer.com/news/security/hackers-leak-passwords-for-500-000-fortinet-vpn-accounts/ 1/15


https://www.bleepingcomputer.com/
https://www.bleepingcomputer.com/news/
https://www.bleepingcomputer.com/news/security/
https://www.bleepingcomputer.com/author/lawrence-abrams/
https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjstdvZhksK-OhkA9vz2v_rjRrE1McKpCdy00lx7QtVH-HIq4-IOYXanqckL52_W1ExAwfG-HFd8knsEDI3TIlhWhYyQ4GYdWlU5fiCDB3q4sYIYMrfUB3AMGXc_qZuZk6-g9LwRqCzYthD1O8K2RVBxryXuFsNRulVVUee4Syfcij-9sfWwWhnhixmTqU-oxmBEyBkE7_SqPBLjJ6YqM19jPKW1wDRCta78Aofc76b8WebE0plOS8xRPASmRj1-0P_9MJXTnSqGF7WuZVr3vgRnr2DZKbW92_WI424p6pfR0PEgBof8vfGjw4xu0oYtdRrSG_1VgdQnXUjvCkJDx9hg-kcjAgQhBT4q_TzxFby7_M4jw22wLEy1VLFI2-s-pibRf0gJ4zqc7SrWcPCAVNshG_isJOZcmXq-QkUHl0lo1TCNvH6s9pCnd0W3d8EFjgVd0rSUGHkJevFpCUwNtVV8RW2tT0Fx0p_Va03ZhnhdqGfbCmjGGYIm5dEekL526SS3rywG1KyVeG1oUuz7Qy3WOgPMxRo9_Ds5KA04atGun1_X9Kz0I04zF7ik7HsaqPyvoRfsYn4i1YWLao9Zq-lMYAm_xRua81VD09P95V0FcYuGxCeWeoXh-xsskikr-O1mPEpABEXkWf1RvCEzKTLGEZlYTJRhHL9gi8YKEwRsfdrIaEVvUhdXj_YRmg2Ue7d6rU8VNR_ubpeWMC4O_dwpVpHcqs0O23tlnjrYO70bXP_EHLUaLlejD-ra_qnyctAz_z7P8HAwgfYNvG11PeJu19yK0Thld3FWeCnvDpCsPhk-L9QiCHCJsuPh3KZVwadvQQjtQ9W527cXYumyJA22yVRp2d6IDNWtLaRz1YYAVtr8Xv9KjDGsgNfY8IDUKRLplKrrnc_NJq1Gv-u1B-ZggkxRYDLJCL0cvRImLEhqDfpggd7KxTSUBnZYftylqWcg7C0Pt46w2ND-fPYntpXsXzY9Ek7viKbYOdEod3zlePRp9cnvCWabeYau9VKsgpGn_5xkT6qfhO_jOXQag1pcxY75wngNiVgNgilOdPL2xztA0uEiPadhNNqex1b-IjqoRnUTXhGGbUlNHnpPkh4-O8cNvb5uEm1bRm-2fS6hyZM4Qm6szJZOOv_UeorCsND1BBQ&sai=AMfl-YSpxljlMAhxuaTICRdu6aB8Eo5KZmNAmmNeUma76_n_sW8EkVBe_IVSBERFAcgQW4TdqP1dVypOdtNTW6qZgvJKks4EMo2CPb4DbvOIHlJFTdybAciKNARsf_Fya5BH8ITqdVMNB5KkPgg4NUfVxmmNudW2sLgJkZbaJbOdlKYeELJhdctqP5XI18Ii6e0cqXW5_X0GHzymPoZV9ylxy48dEv7d9MCFXwucTAmfjZ_FGUUKlwz7f4bD4e-Q0pNJfJ8b10Jo-MzP-jvsU9iaYUPbxP9L9Zcrct7GuXRjYTdtXyznZXmtfp25CXG7NWEjfNhyAxPYEHXcQpaVLEBxbCg-Vmlp1AHIgfEK3_08U4NTiA&sig=Cg0ArKJSzCA8O6ngfD4W&cry=1&fbs_aeid=[gw_fbsaeid]&urlfix=1&adurl=https://www.patagoniaprovisions.com/collections/all%3Futm_source%3Dprg%26utm_medium%3Ddv360%26utm_campaign%3Ds_prg_g_prospecting_banner_provisions_multi_all_c-us_p_cli_dv3_en_mult__%26utm_content%3Ds_prg_g_prospecting_banner_provisions_multi_all_c-us_p_cli_dv3_en_mult_affinity_%26utm_placement%3Daffinity%26utm_term%3Dshop-now_backcountry_img_728x90_asset-opt_overlay_variation-b_sn
https://insight.adsrvr.org/track/clk?imp=396d4ad6-0aba-41ef-b22c-51633a18964c&ag=yy5urqz&sfe=13714734&sig=SrJK4NB98JXn0uNW-lzN1NiWQCdZo8dmg6SzZ3qG8Cg.&crid=e5hhv9ma&cf=2510579&fq=0&t=1&td_s=www.bleepingcomputer.com&rcats=7sp&mcat=&mste=&mfld=2&mssi=None&mfsi=vcnoe7b89p&sv=federatedmedia&uhow=97&agsa=&wp=1.698&rgz=94536&dt=PC&osf=Windows&os=Windows10&br=Chrome&svpid=268479&rlangs=zh&mlang=&did=&rcxt=Other&tmpc=&vrtd=&osi=&osv=&daid=&dnr=0&vpb=&c=Cg1Vbml0ZWQgU3RhdGVzEgpDYWxpZm9ybmlhGgM4MDciB0ZyZW1vbnQ4AVABgAEBiAEBkAEA&dur=CiYKDWNoYXJnZS1hbGwtMTciFQjv__________8BEghpYXhkMDAxYQouCgdnaDgxdHBqEKBNIg8I0KrcXRIIZGEzMXNodGgiDwjyqtxdEghkYTMxc2h0aBCgTQ..&durs=xJ8h_A&crrelr=&npt=&svscid=660221&mk=Google&mdl=Chrome%20-%20Windows&ipl=660221&fpa=849&pcm=3&ict=Unknown&said=2c4586ad-7fcf-4862-a5fd-611f980b7c0e&auct=1&us_privacy=1---&r=https://www.ea.com/games/madden-nfl/madden-nfl-22/free-trial?utm_campaign=mad22_hd_ww_gam_fixd_cm_m22ftpmediabuy&utm_source=cm&utm_medium=display&cid=69963&ts=1631115932010

2021/9/9 Hackers leak passwords for 500,000 Fortinet VPN accounts

patagonia " Food Made For
PROVISIONS BaCkCOUHtry

Fortinet credentials leaked on a hacking forum

The list of Fortinet credentials was leaked for free by a threat actor
known as 'Orange,' who is the administrator of the newly launched
RAMP hacking forum and a previous operator of the Babuk Ransomware
operation.

After disputes occurred between members of the Babuk gang, Orange
split off to start RAMP and is now believed to be a representative of the
new Groove ransomware operation.

Yesterday, the threat actor created a post on the RAMP forum with a link
to a file that allegedly contains thousands of Fortinet VPN accounts.
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Fortinet patched entry points
< Orange Administrat
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http:/| 15z5qe2oddilyiziwyyad.onion/forti/

ports 10443 and 443

Everything is checked for valid

Post on the RAMP hacking forum

At the same time, a post appeared on Groove ransomware's data leak site
also promoting the Fortinet VPN leak. Q
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Post about the Fortinet leak on the Groove data leak site

Both posts lead to a file hosted on a Tor storage server used by the
Groove gang to host stolen files leaked to pressure ransomware victims

to pay.

BleepingComputer's analysis of this file shows that it contains VPN
credentials for 498,908 users over 12,856 devices. A
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Burther analysis conducted by Advanced Intel
(https://www.advintel.io/post/groove-vs-babuk-groove-ransom-
manifesto-ramp-underground-platform-secret-inner-workings) shows
that the IP addresses are for devices worldwide, with 2,959 devices
located in the USA.
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Geographic distribution of leaked Fortinet servers

Kremez told BleepingComputer that the Fortinet CVE-2018-13379
vulnerability (https://www.bleepingcomputer.com/news/security/fbi-
and-cisa-warn-of-state-hackers-attacking-fortinet-fortios-servers/) was
exploited to gather these credentials.

A source in the cybersecurity industry told BleepingComputer that they
were able to legally verify that at least some of the leaked credentials
were valid.

It is unclear why the threat actor released the credentials rather than
using them for themselves, but it is believed to have been done to
promote the RAMP hacking forum and the Groove ransomware-as-a-
service operation.
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Groove is a relatively new ransomware operation that only has one
victim currently listed on their data leak site. However, by offering
freebies to the cybercriminal community, they may be hoping to recruit
other threat actors to their affiliate system.

What should Fortinet VPN server admins do?

While BleepingComputer cannot legally verify the list of credentials, if
you are an administrator of Fortinet VPN servers, you should assume
that many of the listed credentials are valid and take precautions.

These precautions include performing a forced reset of all user
passwords to be safe and to check your logs for possible intrusions.
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If you have Fortinet VPN, please go force reset all
your user's passwords. Also, it's probably not a bad
idea to check logs and potentially spin up an IR or
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If anything looks suspicious, you should immediately make sure that you
have the latest patches installed, perform a more thorough investigation,
and make sure that your user's passwords are reset.
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