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African port operations
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Container ships wait to load and offload goods in port during a 21-day nationwide lockdown aimed
at limiting the spread of coronavirus disease (COVID-19) in Cape Town, South Africa, April 17, 2020.

https://www.reuters.com/world/africa/exclusive-south-africas-transnet-hit-by-cyber-attack-sources-2021-07-22/ 111


https://www.reuters.com/world/africa
https://www.reutersagency.com/en/media-center/welcome-to-the-new-reuters-com/
https://www.reuters.com/
https://www.reuters.com/signin/?redirect=true

2021/7/24 Cyber attack disrupts major South African port operations | Reuters
REUTERS/Mike Hutchings/File Photo

JOHANNESBURG, July 22 (Reuters) - A cyber attack has disrupted container operations

at the South African port of Cape Town, an email seen by Reuters on Thursday said.

Durban, the busiest shipping terminal in sub-Saharan Africa, was also affected, three

sources with direct knowledge of the matter told Reuters.

Cape Town Harbour Carriers Association said in an email to members, seen by Reuters:
"Please note that the port operating systems have been cyber-attacked and there will

be no movement of cargo until the system is restored."

Transnet's official website was down on Thursday showing an error message.

Transnet, which operates major South African ports, including Durban and Cape Town,
and a huge railway network that transports minerals and other commodities for export,

confirmed its IT applications were experiencing disruptions and it was identifyin

cause.

It declined to comment on whether a cyber attack caused the disruption. The sources,
who asked not to be named because they are not authorised to speak to the press, said

an attack occurred early on Thursday.

The state-owned company already suffered major disruptions to its ports and national

freight rail line last week following days of unrest and violence in parts of the country.

In response to a question on whether the cyber attack on Transnet was linked to the
unrest, a government official said: "We are investigating, and when that is confirmed or

dispelled we are going to make that announcement.

"Currently we are treating it as an unrelated event."

The latest disruption has delayed containers and auto parts, but commodities were

mostly unaffected as they were in a different part of the port, one of the sources said.

It will also create backlogs that could take time to clear.
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Transnet said its container terminals were disrupted while its freight rail, pipeline,

engineering and property divisions reported normal activity.

Most of the copper and cobalt mined in the Democratic Republic of Congo and Zambia,
where miners such as Glencore (GLEN.L) and Barrick Gold (ABX.TO) operate, use

Durban to ship cargo out of Africa.

Reporting by Zandi Shabalala and Tanisha Heiberg; additional reporting by Helen Reid and
Alexander Winning, editing by Susan Fenton, Pratima Desai, Barbara Lewis and David Evans

Our Standards: The Thomson Reuters Trust Principles.

More from Reuters

Sign up for our newsletter

Subscribe for our daily curated newsletter to receive the latest exclusive Reuters coverage
delivered to your inbox.

https://www.reuters.com/world/africa/exclusive-south-africas-transnet-hit-by-cyber-attack-sources-2021-07-22/ 3/11


https://www.reuters.com/companies/GLEN.L
https://www.reuters.com/companies/ABX.TO
https://www.thomsonreuters.com/en/about-us/trust-principles.html

2021/7/24

Cyber attack disrupts major South African port operations | Reuters

Sponsored Content

Mistakes
You'll
Make
When
Hisinga by
Financial
Advisor

Africa

Get ready
America—

Is
Financial
Lockdown
Gaming?

Research

Tech

Expert
Says

New
Battery,
Gould
Be:storPlace
"Tesla
Killer"

Dianomi

Remote roles
for licensed
financial
professionals.
Apply now.

Sponsored by
Fidelity Investmen

https://www.reuters.com/world/africa/exclusive-south-africas-transnet-hit-by-cyber-attack-sources-2021-07-22/

4/11


https://www.reuters.com/world/africa
https://www.reuters.com/world/africa/ethiopian-parents-appeal-help-evacuate-students-stranded-by-tigray-war-2021-07-23/
https://www.dianomi.com/click.epl?pn=63466&offer=15052589&savid=158515&said=6616&adv=8931&cf=545.321.Reuters&unique_id=YPwZjdz47ZL9cLVzY4x8SAAAAAE&smartreferer=https%3A%2F%2Fwww.reuters.com%2Fworld%2Fafrica%2Fexclusive-south-africas-transnet-hit-by-cyber-attack-sources-2021-07-22%2F
https://www.dianomi.com/click.epl?pn=85246&offer=18778247&savid=221206&said=6616&adv=8931&cf=545.321.Reuters&unique_id=YPwZjdz47ZL9cLVzY4x8SAAAAAE&smartreferer=https%3A%2F%2Fwww.reuters.com%2Fworld%2Fafrica%2Fexclusive-south-africas-transnet-hit-by-cyber-attack-sources-2021-07-22%2F
https://www.dianomi.com/click.epl?pn=85676&offer=18873157&savid=222157&said=6616&adv=8931&cf=545.321.Reuters&unique_id=YPwZjdz47ZL9cLVzY4x8SAAAAAE&smartreferer=https%3A%2F%2Fwww.reuters.com%2Fworld%2Fafrica%2Fexclusive-south-africas-transnet-hit-by-cyber-attack-sources-2021-07-22%2F
https://www.dianomi.com/click.epl?pn=84994&offer=18728771&savid=220554&said=6616&adv=8931&cf=545.321.Reuters&unique_id=YPwZjdz47ZL9cLVzY4x8SAAAAAE&smartreferer=https%3A%2F%2Fwww.reuters.com%2Fworld%2Fafrica%2Fexclusive-south-africas-transnet-hit-by-cyber-attack-sources-2021-07-22%2F
https://www.dianomi.com/whatsthis.pl?id=6616

