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Introduction
Over the past few years, we have seen various ways for executing malicious code.
Lately, we’ve noticed a highly complicated one, which uses many layers of evasion techniques, starting from wrapping internal parts with an NSIS installer, XOR encryption, code injection and even usage of Heaven’s Gate technique. Two of the most known ransomware were currently observed using this technique: Locky and Cerber, both in their new versions.
One of the techniques used with NSIS, is the usage of the “System” plugin, which allows the NSIS installer to call Win32API. This enables the attackers to allocate executable memory, and execute a code stub which in turn, decrypts the actual payload of the ransomware. Thus, hiding its content from security vendors. The fact that everything happens in the memory, makes it even harder to detect.
The ransomware is also using a technique called “Heaven’s Gate” for two main reasons.
It allows to call 64-bit code from a 32-bit process. The ransomware uses this technique to bypass API hooks in ntdll.dll (by security vendors) and use system calls directly instead of going through the standard APIs (which are allowed only through 64 bit). This technique was used several times by Trojans in the wild (one of them is Vawtrak, a banking Trojan – the biggest and most recognized family known to have used Heaven’s Gate).
Second, it is a great way to obfuscate the code. Almost all debuggers seem to be ineffective in dealing with these technique – executing 64-bit code from 32-bit process (only remote kernel debugging using windbg can step through the code). The debuggers do not handle the situation very well since they are designed to handle only one architecture at a time.
To complicate things even further, the ransomware uses a technique called “Process Hollowing” to execute the installer. Process Hollowing is a technique where an attacker creates a new process in a suspended state, and replaces its image with the one that is to be hidden. The installer itself is also encrypted inside NSIS and cannot be traced by security vendors. It is decrypted only at run-time.
The interesting thing with the implementation of this technique is that it is not a typical process hollowing. The ransomware creates a shared section (which contains the ransomware’s installer) between the two processes, and directs the execution of the new process to the new section.
As part of the research we came across several ransomware that use the exact same evasion techniques: both Locky and Cerber (from different versions) reveal the exact same behavior, starting with the usage of NSIS, same NSIS’s script obfuscation, same XOR encryption, decryption of the installer in run-time, usage of Heaven’s Gate technique, and last, the same process hollowing implementation.
NSIS Installer
One of the techniques used in this installation method is the usage of NSIS (Nullsoft Scriptable Install System) installer.
NSIS is a professional open source system used to create Windows Installers. Unlike other systems that can only generate installers based on a list of files and registry keys, NSIS has a powerful scripting language. This script language is designed for installers and has commands that help perform many installation tasks. You can easily add custom logic and handle different upgrades, version checks, and more.
One of the main features of NSIS is the use of plugins, which extends NSIS abilities. They can be written in C, C++, Delphi or another language and can be used to perform installation tasks or extend the installer interface.
One of the plugins that Cerber and Locky are using is the “System” Plugin, which allows the installer to communicate with the operating system [2] and even to call functions exported by external DLL (and thus allows the installer to call Win32 APIs exported by kernel32.dll).
Locky and Cerber installers are using this advantage. Furthermore,  by calling Win32 APIs, they are able to execute a malicious shellcode.
In this report, we have examined the Locky ransomware (SHA256: c976db2208c3fda077da5cd51355f958417b7d3d180a817aaeb7a62acf9faf83). Please note that everything explained here applies to other versions of Locky and Cerber.
Referenced IoC are mentioned at the end of the article.
NSIS Installer structure
NSIS installers can be decompressed using 7-Zip. Locky’s NSIS file is fairly simple and contains the following files and directories:
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– [NSIS].nsi – the main script file (clear-text).
– 3FKGytBDrBQsD6lyO3ahoqj.2tiUAHhzBB4k0X – the actual shellcode and the “business logic” of Locky’s execution method. This file also contains encrypted content (which will be explained in-depth later in this article).
– $PLUGINSDIR – the directory which contains the plugins the installer is using.g.
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Script Analysis
As mentioned earlier, NSIS is a script-based installer, and by using 7-Zip, we were able to open the installer and extract its files, including the actual script, which was used to build the installer.
By looking at the file [NSIS].nsi, we examined the logic behind the installer and were able to see exactly what it is doing.
According to the NSIS documentation, the function “.onInit” is a callback, which is called when the installer has nearly finished initializing, as this is the actual “main” function of the installer.
Taking a look into “.onInit” function on Locky’s installer reveals a simple logic to execute the shellcode.
First, it writes the installation files to the %temp% directory (which is the installation directory),
and by using the “System” plugin (by calling the “CreateFile” function), it opens a handle to the file containing the actual shellcode.
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The script author probably wrote this code this way to obfuscate and confuse..
According to NSIS documentation, the result of the function (in this case – the handle) is put to the “r0” variable.
The second step is allocating a memory region using the “VirtualAlloc” function with PAGE_EXECUTE_READWRITE permissions (0x40).
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The size of the region is the same size of the file containing the shellcode and the encrypted content (3FKGytBDrBQsD6lyO3ahoqj.2tiUAHhzBB4k0X), which happens to be 120464 bytes. The address of the newly allocated memory Is put inside the “r1” variable.
Third step –read the content of “3FKGytBDrBQsD6lyO3ahoqj.2tiUAHhzBB4k0X” file (with the “r0” handle, as returned from “CreateFile” function) into the newly allocated memory region (“r1” variable, as returned from “VirtualAlloc” function).
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Now that the code has everything in place, the forth step is to call the main function of the shellcode and pass “\3FKGytBDrBQsD6lyO3ahoqj.2tiUAHhzBB4k0X” as a parameter. The main shellcode function is in offset 97508 from the beginning of the allocated memory.
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The Shellcode
By first looking at the shellcode, we can clearly see that it is obfuscated in some way.
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Traversing through the code reveals an interesting way to XOR the code. The shellcode works in a way that each part is in charge on XORing the next part, and the next part is in charge to XOR the next part and so forth. In this specific example, it took 2 cycles of XORing until we reached the actual “business logic” of the execution phase, but other examples were different, some had 7 cycles and some had 5.
XORing Process
This process works in an interesting way. First, it traverses through the XORed content and looks for the byte “0x4E”.
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Since the code is XORed, OllyDbg cannot parse the full code and some of it is missing. Once the code increases the index (EBP register) by 1, it jumps back to the actual check for 0x4E.
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As soon as the code finds the address containing 0x4E, it is time to search for the XOR keys.
The way the shellcode searches for the XOR keys is fairly simple, yet a bit complicated. The 0x4E is a marker of the next section of code to be “DE-XOR”. Each of this sections has the following header:
[image: table 1]
The way the shellcode initializes the XOR Keys are simple. It initializes the ESI register to 0, and checks if the result of Value ^ ESI matches the value inside “XOR keys”. As soon as it finds a match, it replaces the content of “XOR Keys” with ESI and now the keys have been initialized.
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EAX contains the result of Value ^ ESI, while [EBP+4] is the uninitialized XOR keys. If it did not find a match, it increases ESI by 1. Once the ESI has increased, it makes the XOR action again, and does the comparison again.
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As soon as ESI has given the correct value for the comparison to be true, the “XOR Keys” are replaced with ESI.
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If, for example ESI = 0xABCDEF12 gives the correct result, the XOR keys will be as follow:
Key1 = AB
Key2 = CD
Key3 = EF
Key4 = 12
Now that we have the XOR keys, loop “Section Size” times from “Code to be DE-XOR” and XOR each byte with its key, respectively:
[image: table 2]
EDX is our counter. Check that we haven’t passed “Section Size”.
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Loop continues and the shellcode XOR the next byte in line.
The CL register contains the current key being used to do the XOR action. If the counter reaches 4, the EBX needs to be set to 0 and the loop has to be done again.
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Once the shellcode DE-XOR all the relevant bytes, it jumps to the next section of code.
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The entire process takes place again one more time, and afterwards it jumps to the actual business logic of Locky.
Business Logic
Locky and Cerber install themselves using a known method which has many techniques of implementation – Process Hollowing. Digging into the code revealed an interesting implementation for this attack method.
– Getting Kernel32 & NTDLL Imagebase:
Locky and Cerber use a well-known technique to find the base addresses of core libraries.
Since, a shellcode needs to call Win32 APIs – it needs to find their addresses. To do so, the shellcode accesses the PEB (Process Environment Block), which contains a linked list of loaded modules and their base addresses. This specific function receives as an input the library name – and returns the image base of the requested library.
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As soon as the code has the image base address of kernel32.dll, it goes through the export table and looks for 22 functions in kernel32, 10 functions in advapi32.dll, and 4 from ntdll.dll.
The way it looks for a specific function’s address is fairly unique – it passes the search function some kind of CRC32 calculation of a string, goes through the export table of the specified DLL and calculates the CRC32 for each of the exported functions. As soon as it has a match to the one it was looking for, the shellcode retrieves the address and stores it (I didn’t go into much details about how they calculate the CRC32, but it looks like it since they are using a CRC32 lookup table with Polynomial value of “0x04C11DB7”). The functions are being searched that way *possibly* to hide which functions they are actually searching for.
[image: 17]– Mapping NTDLL
An interesting thing happening inside the shellcode, is the mapping of ntdll.dll.
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First, the code opens a handle to ntdll.dll, allocating enough space using VirtualAlloc (size is the size of ntdll.dll, received by GetFileSize). It then reads the content of ntdll.dll into the newly allocated memory. Please note that even when the path displays “C:\Windows\SYSTEM32” it actually points to “C:\Windows\SysWOW64” since the process is 32-bit.
Second, by hopping over IMAGE_OPTIONAL_HEADER, it goes straight to the sections of ntdll.dll.
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Third, allocate enough space to contain the mapped image of ntdll (with size “SizeOfImage” field of ntdll).
Forth, copy the headers (Size of headers is determined by the “SizeOfHeaders” field inside IMAGE_OPTIONAL_HEADER).
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Fifth, copy the sections (the number of sections to copy is determined by “NumberOfSections” field inside IMAGE_FILE_HEADER).
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As soon as NTDLL is mapped into memory, something interesting happens. The code searches for a specific function’s address (using the CRC32 method described above) inside the mapped ntdll. As soon as it has the function address, the shellcode extracts the system call identifier belonging to that function. To understand this process, we need to understand how system call numbers are set:
Every Nt* function begins with the same opcodes (MOV EAX, IMM32), and the next four bytes determines the system call number. Therefore, we expect the first to be B8h (MOV EAX, IMM32), and the next four – system call number. This is exactly what happens on the shellcode:
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This is probably done to bypass hooking mechanisms of security solutions, evade monitoring and obtaining a basic code obfuscation. The process is fairly simple – instead of using normal high level APIs, registers need to be set up and call sysenter / syscall (sysenter – x32 architecture, syscall – x64 architecture).
The problem with system calls is that they vary between Windows versions and there is no API to obtain a system call number. But this is achievable to do it on runtime using ntdll.dll. Let’s dig more to understand what exactly is happening using the extracted system call number.
– Heaven’s Gate
As soon as the shellcode retrieves the system call number, it uses a technique called “Heaven’s Gate” to execute 64-bit code from a 32-bit process.
Every process (either 64-bit or 32-bit) executed on Windows 64-bit is first executed as 64-bit. The first code to execute is the 64-bit ntdll, which is in charge of initializing the process (as 64-bit process, even if the process is 32-bit). Only later WoW64 (Windows-On-Windows) takes over, loads the 32-bit version of ntdll.dll and execution begins through a far jump to a computability code segment. It cannot back to 64-bit world, only in the case of system calls. The 32-bit ntdll.dll that was loaded contains a series of instructions to jump back into 64-bit mode (instead of SYSCALL instruction which exists in 64-bit ntdll.dll) so the SYSCALL instruction can be issued.
Basically, WOW64 is composed of a full set of 32-bit stub libraries that make the app run smoothly while it manages the switch between 32-bit and 64-bit code.
Heaven’s Gate is a really simple way to transition between 32-bit and 64-bit code. For every process running on 64-bit Windows, two code segments are allocated.
Code segment 0x23 -> x86 mode
Code segment 0x33 -> x64 mode
This is also what being used on the shellcode. Once it receives the required system call number, it is time to switch to x64 mode to execute a SYSCALL command.
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Inside the 64-bit code, we can see a SYSCALL.
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Basically, the shellcode uses a SYSCALL to bypass hooking mechanism and to make the code harder to debug, since almost all debuggers seem to be ineffective in dealing with these jumps (only remote kernel debugging using windbg can step through the code).
Also, the debuggers do not handle the situation very well since debuggers are designed to handle only one architecture at a time.
– Process Hollowing
The shellcode tries to achieve several purposes using Heaven’s Gate:
– Decrypt the PE which will be used as the code to be executed inside the process host
Remember the file “3FKGytBDrBQsD6lyO3ahoqj.2tiUAHhzBB4k0X” which NSIS wrote to temp? Time to use it. A handle is opened to the file.
[image: 26]
As soon as it has a handle, it allocates space and reads the whole content of the file into the newly allocated memory. It then allocates another memory region, where the size is extracted from “3FKGytBDrBQsD6lyO3ahoqj.2tiUAHhzBB4k0X” at offset 0x5C.

As soon as allocation is complete – it copies the content from offset 0x64 of “3FKGytBDrBQsD6lyO3ahoqj.2tiUAHhzBB4k0X” to the newly allocated memory (size to copy is the size extracted previously). Now that we have the content, it is time to decrypt!
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And this is where the magic happens. The encryption key is the filename of the main file it previously extracted (“3FKGytBDrBQsD6lyO3ahoqj.2tiUAHhzBB4k0X”).
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A WILD non-valid PE APPEARS!
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This buffer is compressed, so it needs to decompress it.  This is why it allocates a new memory region (the size of the uncompressed buffer is also extracted from the file), and calls RtlDecompressBuffer
0x102 is the compression format. It stands for 0x100 | 0x2 0x100 where 0x100 is the maximum compression level, and 0x02 is LZNT1 compression algorithm.
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A wild valid PE appears!
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Apparently, the file is a known variant of Locky (SHA256: 31af9ea19741da26235b9f6e253da5112d27260545cf3034bd12ff36a8b65dad)
Now that the shellcode has everything it needs. What’s next?
The shellcode executes the same process it is running from (for example, if the code runs from calc.exe, it executes calc.exe again) in a SUSPENDED_STATE. A strong indication for process hollowing.
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The following step is to get the main thread context, to direct execution afterwards.
[image: 37]– Replacing the content of the suspended process
What interesting in this case is that it is not a typical process hollowing.
In order to replace the content of suspended process, the code is mapping ntdll.dll again and using the search mechanism (CRC32), searching for the system call number of “NtReadVirtualMemory”, which is equivalent to the Win32API “ReadProcessMemory” and it is used to determine the base address of the destination image.
Once it got the base address, it searches again, but this time for the system call number of “NtCreateSection” and creates a section with ACCESS_MASK of SECTION_MAP_WRITE | SECTION_MAP_READ | SECTION_MAP_EXECUTE.
Now that the code has created the section, it searches for the system call number of “NtMapViewOfSection” in order to map the section created previously into the suspended process (I know this since the process handle is passed to NtMapViewOfSection).
Itis doing this action again, but this time it is mapping the section to its own address space (since the process handle is -1). This means that the section is shared between processes.
The next step is to map the decrypted PE (Locky’s Image decrypted earlier) to the section. It is done exactly the same as it mapped ntdll.dll – parse Locky’s image, and copy the headers and sections.
Now the section is shared between the two processes and contains Locky’s PE. It now searches for the system call number of “NtWriteVirtualMemory” which is the equivalent of Win32API “WriteProcessMemory”. With this function, the code replaces the ImageBaseAddress in the suspended process to Locky’s PE ImageBase.
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From the picture above, we can see the Thread Information Block of the suspended process (the right window). We can see that offset 30h points to the PEB (Process Environment Block) of the suspended process. The parameter passed to NtWriteVirtualMemory (equivalent of “WriteProcessMemory”) is the address of PEB+8h (+8h is the offset to PEB.ImageBaseAddress).
Now that everything is in place, it is time to change the EAX inside the CONTEXT structure (CONTEXT was extracted previously using GetThreadContext) using SetThreadContext.
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[EBP-4C0] now contains the EntryPoint of Locky’s Image
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Note that the address 0x1C0000 is the offset returned from NtMapViewOfSection, when the code mapped the section to the suspended process. So basically, 0x1C0000 is the offset of the shared section inside the suspended process.
The final step: search for the system call number of “NtResumeThread” using the same search mechanism explained above.
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As soon as the code gets the system call number for resume thread, it just calls it using SYSCALL and Locky’s file begins to execute while encrypting the entire file system of the computer.
– Similarities Between Cerber and Locky
When inspecting Cerber (SHA256: dbd21df0f96f870875e4abafaa33b595df9e4da8b39ccc6c717fea9afcaedef3), we noticed that both versions contains similar behaviors.
First, the recent Cerber variants also start from NSIS installers, having the same structure of files.
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The script ([NSIS].nsi) is the same:
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Digging into the code being executed looks exactly the same. The same XOR process happens here as well, searching for the byte marker of the section to be DE-XOR.
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Unlike the previous example (0x4E), this time itis 0xED.
XORing process is also the same (see above for example how the process works) – XOR ESI with EAX to find the 4 keys.
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As soon as the code finishes to XOR everything, we can see the same search mechanism using CRC32 for system call numbers.
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As soon as the code retrieves the system call number, Heaven’s Gate technique is used here as well.
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The technique for process hollowing is also the same as above:

– Create its own image as a new process in suspended state
– Get CONTEXT using GetThreadContext
– Create a section
– Map section to both suspended process and its own process (so section is shared between them) using NtMapViewOfSection system call number.
– Decrypt Cerber’s PE and map it to the section (Encryption key is also its file name – “zXoueT8m.cdhNtye”).
– Fix suspended process ImageBaseAddress inside PEB to Cerber’s ImageBase.
– Change CONTEXT.EAX (which contains the entrypoint) to Cerber’s EntryPoint
– ResumeThread
NSIS Extractor
We wrote a tool using C and Python to extract the actual ransomware binary file from a given NSIS installer. The source code can be found in our GitHub.
Leveraging deep learning in combination with strong research capabilities, enables Deep Instinct to offer unmatched detection of new malware variants, providing powerful protection on endpoints and mobile devices.
IoC
Locky OSIRIS
c976db2208c3fda077da5cd51355f958417b7d3d180a817aaeb7a62acf9faf83
da1469e08123a829e5d33d0e51632953c3e0b36abec90cfe8ff5cb812f9d56e9
 
Cerber 5.0.1
993ee9f39003c5221f270846c0df668b4b3258e6f72ad6cc3c1f3e14c5f16ae9
dbd21df0f96f870875e4abafaa33b595df9e4da8b39ccc6c717fea9afcaedef3
 
Cerber 4.1.1
29744b8bab2f176444a8d614bfb96de05803585be50ebc9fa62bc2a027db96a3
 
Other versions of Cerber:
c27db0c832d5821454d1881d323a6745e8356fd531e7565809bc6cd99af6d682
0635dedd5b1e4b21e1324828608973926417e3b53900a7a8dc8ef8f0c068df2b
45ee98554aa6ea466a17609740f6e2f8dc4de11ebce3c3eb72d73c4fcbb16d1e
39a1eeda1f5c252a2daaa60609bb151bcdbe35ec753d7daad1904152509cf49
 
Dumped original version of Locky:
31af9ea19741da26235b9f6e253da5112d27260545cf3034bd12ff36a8b65dad
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00387D56 .78 04
00387D58|,79 02
©0387D5A| 50

©0387D58| 3066 3B
00387DSE| FE

00387D5F |, 73 03
00387D61|,72 01
©0387D63| BF 66C1C206
©0387D68| 66:C1CA 06
00387D6C |, 7D 04
00387D6E | 7C 02

CMP BYTE PTR SS:[EBP],DL
INZ SHORT @@387D3F
JE SHORT 8@387D3F
XCHG EAX, EBX

JE SHORT 8@387D5C
CHMP CX,5ES56

INC EBP

INS SHORT @@387D4E
IS SHORT @@387D4E
PUSH SS

PUSHAD

XOR BL,CH

LEAVE

XOR AX,BX

XOR AX,BX

IS SHORT 8@387D5C
INS SHORT ©@387D5C
PUSH EAX

XOR BYTE PTR DS:[EST+38],AH
222

INB SHORT 00387D64
B SHORT 00387D64
MOV EDI,6C2C166
ROR DX,6

JGE SHORT 00387D72
L SHORT @@387D72

CHECK FOR @x4E

INCREASE THE INDEX

Unknown command

55:[00387D08]=77 ('w')
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77 85 JA SHORT ©@8387D37
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Marker (0x4€) — 1 byte

Section Size ~ 4 bytes

XORkeys —4 bytes
Key1 | Key2 | Key3 | Keya
The keys need to be initalized

Value —4 bytes

Code to be De-XOR. The
size is “Section Size”
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3B45 04 CMP EAX,DWORD PTR SS:[EBP+4]

©0387DA7|,74 16 JE SHORT @0387DBF
©0387DA9| 66:81FD 31CC  |CMP BP,0CC31
©0387DAE| 46 INC ESI

00387DAF | EB €9 JMP SHORT @@387D7A JUMP TO XOR ROUTINE
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©0387D95
00387D99
©0387D9D
00387D9F

8845 08
66:C1CA 15
66:C1C2 15
33c6

J7E 03

MOV EAX,DWORD PTR SS:[EBP+8]
ROR DX, 15

ROL DX,15

XOR EAX,EST

JLE SHORT @@387DA4

JUMP BACK TO COMPARISON
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8975 04 MOV DWORD PTR SS:[EBP+4],ESI
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3855 0@ CMP EDX,DWORD PTR SS:[EBP]
7C 98 JL SHORT @@387DFB JUMP TO XOR THE NEXT BYTE IN LINE





image17.png
©0387E1F
00387E20
00387E21
00387E24
00387E26
00387E28
00387E29
00387E28
00387E2D
00387E2F
00387E31
00387E33
00387E36

304C2A 08
a3

a2

83F8 04
.75 85
.74 03
FE

“E3 9
L7C 10
7A 64
78 02
~75 AB
66:38F8
3308

XOR BYTE PTR DS:[EDX+EBP+8],CL
INC EBX

INC EDX

CMP EBX,4

INZ SHORT 0@387E2B
JE SHORT 8@387E28
222

JECXZ SHORT @@387DC5
JL SHORT @@387E3D
JPE SHORT 0@387E33
JPO SHORT @@387E33
INZ SHORT @@387DDE
CMP DI,AX

XOR EBX, EBX

JUMP AND RESET THE COUNTER
Unknown command

RESET THE COUNTER
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66:2BFD SUB DI,BP
83C5 08 ADD EBP,8
LFFES JMP EBP
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6] Fie View Debug Plugins Options Window Help

Bl{x] »i 2 o LlE[mzwinfcls]|BIR]..{s] 2]
00388007 | 55 PUSH EBP D
©038B0DS| BBEC MOV EBP,ESP
©038BeDA| B3EC 10 SUB ESP,18
©038BeDD EAX,DWORD PTR FS:[30] Pointer to PEB
©038B0E3| 8945 FO MOV DWORD PTR SS:[EBP-10],EAX
©038B0EG| 8BAD FO MOV ECX,DWORD PTR SS:[EBP-10]
©038B0E9| 8B51 C MOV EDX,DWORD PTR DS:[ECX+C] Pointer to PEB_LDR_DATA structure
©038BOEC| 8955 F4 MOV DWORD PTR SS:[EBP-C],EDX
©038BOEF | 8B45 F4 MOV EAX,DWORD PTR SS:[EBP-C]
©03880F2| 8B48 6C MOV ECX,DWORD PTR DS:[EAX+C] Pointer to InMemoryOrderModulelist
©038B0F5| 894D F8 MOV DWORD PTR SS:[EBP-8],ECX
©038B0FS| 8B55 F4 MOV EDX,DWORD PTR SS:[EBP-C]
©038B0FB| 8B42 C MOV EAX,DWORD PTR DS:[EDX+C]
©038BOFE| 8945 FC MOV DWORD PTR SS:[EBP-4],EAX
©0388101| 8B4D @8 MOV ECX,DWORD PTR SS:[EBP+8]
00388104 | 51 PUSH ECX
©0388105| 8B55 FC MOV EDX,DWORD PTR SS:[EBP-4]
00388105 8B42 30 MOV EAX,DWORD PTR DS:[EDX+30]
00388108) 50 PUSH EAX
E8 86000000 CALL 00388197
©038B111| 85C8 TEST EAX,EAX
©038B113|.75 08 INZ SHORT 0038B11D
©038B115| 8B4D FC MOV ECX,DWORD PTR SS:[EBP-4]
©0388118| 8B41 18 MOV EAX,DWORD PTR DS:[ECX+18]
00388118 | EB 12 IMP SHORT 0@38B12F
00238110! 8B5S EC MOV EDX DWORD PTR SS:[EBP-41 v
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0038A5EG | C785 FOFBFFFF 0¢ DWORD PTR SS:[EBP-410],0

©038ASEA| C785 FAFBFFFF B DWORD PTR SS:[EBP-46C],4C11DB7
©038A5F4| C785 F8FBFFFF 6l DWORD PTR SS:[EBP-408],9823B6E
©038ASFE| C785 FCFBFFFF DS DWORD PTR SS:[EBP-404],0D4326D9
00384608 C785 @OFCFFFF D( DWORD PTR SS:[EBP-400],130476DC
00384612 C785 @AFCFFFF 6f DWORD PTR SS:[EBP-3FC],17C56B68
©038A61C| C785 @8FCFFFF B; DWORD PTR SS:[EBP-3F8],1A864DB2
©038A626| C785 @CFCFFFF 0! DWORD PTR SS:[EBP-3F4],1E475005
00384630 C785 1OFCFFFF B DWORD PTR SS:[EBP-3F0],2608EDBS
©038A63A| C785 14FCFFFF Of DWORD PTR SS:[EBP-3EC],22COF0OF
©038A644| (785 18FCFFFF D DWORD PTR SS:[EBP-3E8],2F8AD6D6
©038A64E| 785 1CFCFFFF 6 DWORD PTR SS:[EBP-3E4],2B4BCB61
0038A658| 785 20FCFFFF 64 DWORD PTR SS:[EBP-3E@],350C9B64
0038A662| C785 24FCFFFF D: DWORD PTR SS:[EBP-3DC],31CD86D3
©038A66C| C785 28FCFFFF ) DWORD PTR SS:[EBP-3D8],3C8EAGGA
©038A676| C785 2CFCFFFF BI DWORD PTR SS:[EBP-3D4],384FBDBD
0038A680| C785 3OFCFFFF 7 DWORD PTR SS:[EBP-3D@],4C11DB70
©038A68A| C785 34FCFFFF C DWORD PTR SS:[EBP-3CC],48D0C6C7
00384694 C785 38FCFFFF 1l DWORD PTR SS:[EBP-3C8],4593E01F
0038A69E| 785 3CFCFFFF A DWORD PTR SS:[EBP-3C4],4152FDA9
0038A6AS| C785 4OFCFFFF Al DWORD PTR SS:[EBP-3C0], 5F15ADAC
©038A6B2| C785 44FCFFFF 1i DWORD PTR SS:[EBP-3BC],5BD4B018
0038A6RC | €785 ARECEEEE C: DWORD PTR SS:[EBP-3BR1. 569796C2
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50 PUSH EAX ~|Registers (FPU)
FF95 3CFFFFFF | CALL DWORD PTR SS:[EBP-C4] KERNEL32.CreateFilel
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0037993C
00379942
00379945
00379948
00379951
00379957
00379958
00379961

8985 CCFEFFFF
8B8D CCFEFFFF
8851 3C

0395 DSFEFFFF
8995 DAFEFFFF
8B85 DAFEFFFF
©FB748 14
8B95 DAFEFFFF
8D440A 18
8985 FCFEFFFF

MOV DWORD PTR SS:[EBP-134],EAX ~[Registers (FPU)

MOV ECX,DWORD PTR SS:[EBP-134] EAX ©2E901E@ ASCIT
MOV EDX,DWORD PTR DS:[ECX+3C] Offset to IMAGE_NT_HEADERS ECX 0000000
ADD EDX,DWORD PTR SS:[EBP-128] EDX ©2E90QE8 ASCIT
MOV DWORD PTR SS:[EBP-12C],EDX EBX 00000000
MOV EAX,DWORD PTR SS:[EBP-12C] ESP ©018F278
MOVZX ECX,WORD PTR DS:[EAX+14] Get SizeOfOptionalHeader EBP 0018F4B0
MOV EDX,DWORD PTR SS:[EBP-12C] ESI 0018F36C
LEA EAX,DWORD PTR DS:[EDX+ECX+18] Skip IMAGE_OPTIONAL_HEADER EDT 0@18F49C

MOV DWORD PTR SS:[EBP-104],EAX

text”

wpEn
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00379993
00379998
0037999E
003799A1
003799A2
003799A8
003799A9
003799AF

+E9 F3000000
8B85 DAFEFFFF
8848 54

51

8B95 DBFEFFFF
52

8B85 FOFEFFFF
50

E8 221A0000

IMP ©0379A8B
MOV EAX,DWORD PTR SS:[EBP-12C]
MOV ECX,DWORD PTR DS:[EAX+54]
PUSH ECX

MOV EDX,DWORD PTR SS:[EBP-128]
PUSH EDX

MOV EAX,DWORD PTR SS:[EBP-110]
PUSH EAX

CALL 0037B3D7

Get SizeOfHeaders

Copy memory X to Y
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©03899C1| 8B8D FAFEFFFF [MOV ECX,DWORD PTR SS:[EBP-16C]

©03899C7| 83C1 @1 ADD ECX,1

©03899CA| 898D FAFEFFFF MOV DWORD PTR SS:[EBP-16C],ECX

©03899D0| 8BS DAFEFFFF MOV EDX,DWORD PTR SS:[EBP-12C]

003599D6] OFB742 06 MOVZX EAX,WORD PTR DS:[EDX+6]
3985 FAFEFFFF | CMP DWORD PTR SS:[EBP-10C],EAX Check how many sections left to copy

©03899E0|, 73 4F INB SHORT 00389A31

©03899E2| 8BSD FAFEFFFF MOV ECX,DWORD PTR SS:[EBP-16C]

©03899E8| 6BCY 28 IMUL ECX,ECX,28

©03899E6| 8B95 FCFEFFFF MOV EDX,DWORD PTR SS:[EBP-184]

©03899F1| 8B440A 10 MOV EAX,DWORD PTR DS:[EDX+ECX+10]

003899F5| 50 PUSH EAX

©03899F6| 8BSD FAFEFFFF MOV ECX,DWORD PTR SS:[EBP-16C]

©03899FC| 6BCY 28 IMUL ECX,ECX,28

©03899FF | 8B95 FCFEFFFF MOV EDX,DWORD PTR SS:[EBP-104]

©0389A05| 8B85 DSFEFFFF MOV EAX,DWORD PTR SS:[EBP-128]

©0389A08| 03440A 14 ADD EAX,DWORD PTR DS: [EDX+ECX+14]

00389A0F | 50 PUSH EAX

©0389A10| 8BSD FAFEFFFF MOV ECX,DWORD PTR SS:[EBP-16C]

©0389A16| 6BCY 28 IMUL ECX,ECX,28

©0389A19| 8BS FCFEFFFF MOV EDX,DWORD PTR SS:[EBP-164]

©0389A1F | 8B85 FOFEFFFF MOV EAX,DWORD PTR SS:[EBP-110]

©0389A25| 03440A 6C ADD EAX,DWORD PTR DS: [EDX+ECX+C]

00389A29| 50 PUSH EAX

©0389A2A| ES AB190000 CALL 0038B3D7 Copy memory X to Y

20 EL°ER 90 JMP SHORT ©03899C1

EAX=00000006

Stack S5:[0018F3A4]=00000001
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00379AF3 .74 53 JE SHORT @0379B48
8855 FC MOV EDX,DWORD PTR SS:[EBP-4] move function address to EDX
©0379AFS| OFB602 MOVZX EAX,BYTE PTR DS:[EDX]

00379AFB| 3D B80EEEOO CMP EAX,0B8 Check first byte is MOV EAX, IMM32
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00379848
00379B4E
00379851

8845 FC
830 o1
8945 FC
8B4D FC
8B11

MOV EAX,DWORD PTR SS:[EBP-4]
ADD EAX,1

MOV DWORD PTR SS:[EBP-4],EAX
MOV ECX,DWORD PTR SS:[EBP-4]
MOV EDX,DWORD PTR DS:[ECX]

move function pointer to EAX

Put system call number into EDX
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0037A566
0037A569
0037A56C
0037A56D
00374570
0037A571
0037A574
0037A575
0037A576
0037A579
0037A57A
0037A578
0037AS7E
0037AS7F
0037A582

6A 33
ES 00000000
830424 05
cB

2B65 EC
FF75 B8

59

FF75 €8

5A

FF75 Fo

41

58

FF75 F8

41

59

FF75 D8

SF

FF75 E@

SE

PUSH 33
CALL 0037A561

ADD DWORD PTR SS:[ESP],5
RETF

SUB ESP,DWORD PTR SS:[EBP-14]
PUSH DWORD PTR SS:[EBP-48]
POP ECX

PUSH DWORD PTR SS:[EBP-38]
POP EDX

PUSH DWORD PTR SS:[EBP-18]
INC ECX

POP EAX

PUSH DWORD PTR SS:[EBP-8]

INC ECX

POP ECX

PUSH DWORD PTR SS:[EBP-28]
POP EDT

PUSH DWORD PTR SS:[EBP-20]
POP EST

push 33h as segment

Set offset of 64-bit code
Far return

Return to 9033:0037A566
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ASSC| 8BAS @8 MOV EAX,DWORD PTR SS:[EBP+8] move system call number to EAX
©037A59F OF05 SYSCALL
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51 PUSH ECX Path to XTEMP%\3FKGytBDrBQsD6lyO3ahoqj.2tiUAHhzBBAkEX
FF95 ACFFFFFF | CALL DWORD PTR SS:[EBP-BA4] KERNEL32.CreateFileW
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00378572
00378577
00378579
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00378583

68 ©000OOFO
6A 18

6A 00

6A 00

8DSD @OFFFFFF
51

FF55 DO

PUSH Feeeee0e
PUSH 18

PUSH @

PUSH @

LEA ECX,DWORD PTR SS:[EBP-160]
PUSH ECX

CALL DWORD PTR SS:[EBP-30]

ADVAPI32.CryptAcquireContexthl
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FF55 D4

PUSH EDX
PUSH @

PUSH @

PUSH 8003

MOV EAX,DWORD PTR SS:[EBP-100]
PUSH EAX

CALL DWORD PTR SS:[EBP-2C]

ADVAPI32.CryptCreateHash
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00378588
00378589
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0037B5C3

6A 81
8B4D 14

51

8855 10

52

8B85 OCFFFFFF
50

FF55 D8

PUSH 1
MOV ECX,DWORD PTR SS:[EBP+14]
PUSH ECX

MOV EDX,DWORD PTR SS:[EBP+10]
PUSH EDX

MOV EAX,DWORD PTR SS:[EBP-F4]
PUSH EAX

CALL DWORD PTR SS:[EBP-28]

ADVAPI32.CryptHashData
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0037B5DF
0037B5E0
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51
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8B95 OCFFFFFF
52
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8B85 GOFFFFFF
50

FF55 DC

PUSH ECX
PUSH 1

MOV EDX,DWORD PTR SS:[EBP-F4]
PUSH EDX

PUSH 6610

MOV EAX,DWORD PTR SS:[EBP-100]
PUSH EAX

CALL DWORD PTR SS:[EBP-24]

ADVAPI32.CryptDeriveKey
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©03785F5| 8B8D @CFFFFFF MOV ECX,DWORD PTR SS:[EBP-F4]
0037B5FB| 51 PUSH ECX
FF55 E@ CALL DWORD PTR SS:[EBP-20] ADVAPI32.CryptDestroyHash
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8B8D GAFFFFFF
51

FF55 E4

PUSH EAX

PUSH @

PUSH 1

PUSH @

MOV ECX,DWORD PTR SS:[EBP-FC]
PUSH ECX

CALL DWORD PTR SS:[EBP-1C]

ADVAPI32.CryptDecrypt
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WICHTIGE INFORMATIONEN 1111

Al cteien wurden mit RSA-2048 und AES-128 Ziffern verschiisselt.
e Tiformationen tber RSA konnen Sie hier finden:
//de.wikipedia,org/wikiRSA-Kryptosystem
W 1 de wikipedia.org/viki/Advanced_Encryption_Standard
Die Entschidsselung Ihrer Dateien ist nur mit einem privaten Schisseu und einem Entschldsselungsprogramm,
welches sich auf unserem Server befindet, moglich.
Um Thren privaten Schiussel zu erhaten, folgen Sie einem der folgenden Links:
1. http://6dtxgqamAcrvirs tor2web.org/7D.
2. http://6ctxggamcrv6ire.onion.to/7D
3. http://6ctxggamcrvéire.onion.cab/7D

Sollte keine der Adressen verfigbar sein, folgen Sie den folgenden Schiitten:
1. Laden Se einen Tor Browser herunter und installieren diesen: https://www.torproject.org/download/down
2. Starten Sie den Browser nach der erfolgreichen Instalation und warten auf die Initaisierung.
3. Tippen Sie in die Adresszele: 6dtxgaamdcrverrs.onion/7D.
4. Folgen Sie den Anweisungen auf der Seite.

111 Thre personliche Identifizierungs-ID lautet: 7D n
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©2E90030|21 54 68 69|73 00 20 70|72 6F 67 72|61 6D 00 20| !This. program.

©2E90040(63 61 6E 6E 6F 74 20 00|62 65 20 72|75 6E 20 69|cannot .be run i
©2E90050|00 6E 20 44|4F 53 20 6D 6F 80 64 65|2E @D 0D OA|.n DOS mo€de. ...
©2E90060 |24 05 CE 80 FA CF ©3 04|98 Al 50 05|03 20 01 97|$|feait»;P|t |
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003796B8

8D4D FC
51

8855 CC

8802

50

884D C8

51

8855 CC

8842 04

50

884D D8

51

68 02010000
FF95 E8000000

LEA ECX,DWORD
PUSH ECX
MOV EDX, DWORD
MOV EAX, DWORD
PUSH EAX
MOV ECX, DWORD
PUSH ECX
MOV EDX, DWORD
MOV EAX, DWORD
PUSH EAX
MOV ECX, DWORD
PUSH ECX
PUSH 162

PTR

PTR
PTR

PTR

PTR
PTR

PTR

S5:[EBP-4]

S5:[EBP-34]
Ds: [EDX]

5:[EBP-38]

S5:[EBP-34]
DS: [EDX+4]

S5:[EBP-28]

CALL DWORD PTR SS:[EBP+E8]

Compressed Buffer

Will contain uncompressed buffer
Compression Format
RtlDecompressBuffer
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Address |Hex dump ASCTT

©2E60000 4D 5A 90 00 @3 00 60 00 04 00 00 00 FF FF 00 00

©2E60010| B8 00 @0 00 00 00 60 00 40 00 00 00 00 00 00 00

©2E60020| 60 00 @0 00 00 00 60 00 @0 00 00 00 00 00 00 00

©2E50030| 60 00 @0 00 00 00 00 00 00 00 00 00 FO 00 00 00

©2E80040|BE 1F BA OF 00 BA 09 CD 21 BS 01 4C CD 21 54 68

©2EB0050|69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is program canno
B2EBEOEE |74 20 62 65 20 72 75 6E 20 69 6E 20 44 AF 53 20/t be run in DOS
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FF55 08

PUSH

EDX

LEA EAX,DWORD PTR SS:[EBP-280]

PUSH
PUSH
PUSH
PUSH
PUSH
PUSH
PUSH
CALL
PUSH

EAX

cooro0®

DWORD PTR SS:[EBP+34]
EAX

LEA ECX,DWORD PTR SS:[EBP-228]

PUSH
CALL

ECX
DWORD PTR SS:[EBP+8]

duCreationFlags = CREATE_SUSPENDED

Execute own process
KERNEL32.CreateProcessh
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00378871 52 PUSH EDX
00378872 8B45 F4 MOV EAX,DWORD PTR SS:[EBP-C]

00378875 50 PUSH EAX

FF55 OC CALL DWORD PTR SS:[EBP+C] KERNEL32.GetThreadContext
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EAX 00000001
ECX 00000030
EDX 00000028
EBX 00000000
ESP @O18EEFS
e6p [GOIBERGAI
ESI 0018F074
EDI @018EF78

7FFDDEOR | 8018FFCC | (Pointer to SEH chain) A
7FFDDEO4 | 80196008 | (Top of thread's stack)

7FFDDOOS | 80189000 | (Bottom of thread's stack)

7FFDDEGC | 00000000
7FFDDE16 | 00001E00
7FFDDE14 | 00000000
7FFDDE1S | 7FFDDO0R
7FFDDE1C | 00000000
7FFDDE26 | 00008C50
7FFDD024|80@BCEC | (Thread ID)
7FFDDE2E | 00000000
7FFDDE2C | 00539138

0018EF1C
0018EF20
0018EF24
0018EF28

000001C8
00000000
753E0A90
00000004

ADVAPI32

(Pointer to Thread Local Storage)

©018EF30| 00000000 7FFDDO34 | 00000000 (Last error = ERROR_SUCCESS)
©018EF34| 753E@ACS |ADVAPI32 ]| 7FFDD038 | 00000000
©018EF38| 00000000 7FFDDO3C | 00060000
©018EF3C| 0018FOAQ 7FFDDO40 | 00060000

0018EF40
0018EF44.
0018EFAS

7FFDDO44 | 00000000
7FFDDOAS | 00000000
7FFDDOAC

00000000
00000001
00000000
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©0368BE4| 898D 4@FBFFFF  |MOV DWORD PTR SS:[EBP-4C@],ECX Update CONTEXT.EAX = EntryPoint
00368BEA| 8D95 9OFAFFFF  |LEA EDX,DWORD PTR SS:[EBP-570]

003688F0| 52 PUSH EDX
003688F1| 8B45 F4 MOV EAX,DWORD PTR SS:[EBP-C]
003688F4| 50 PUSH EAX

FF55 10 CALL DWORD PTR SS:[EBP+10] KERNEL32.SetThreadContext
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| AddressOfEntryPoint | 0xD000570D (section: text)
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68 CBCCE116 PUSH 16E1CCC8 CRC32 of "NtResumeThread"
E8 E@FSFFFF CALL 2CE97A7 Map NTDLL and search for CRC32
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strcpy
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$8 "$80) i"
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SRE6 SR6tem.dll

CallInstDLL SR6 $3
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strcpy
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strcpy
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Push 57

$7 "kernel32
57 $70)

$7 57 p"

$7 "$7 .xi"
$6 call

$8 $PLUGINSDIR\Syst
55 $8em.d

$8 $81

$8 $81

irtualalloc(i 0,

CallInstDLL 58 $6

strcpy
Strcpy
strCpy
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