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https://www.techdirt.com/articles/20161229/11425236368/malware-purveyor-serving-up-ransomware-via-bogus-icann-blacklist-removal-emails.shtml
https://www.theguardian.com/technology/2016/dec/31/russian-malware-detected-in-us-electricity-grid-report
http://securityaffairs.co/wordpress/54886/cyber-crime/sundown-exploit-kit-2.html
http://news.softpedia.com/news/bilderberg-website-hacked-members-given-ultimatum-to-work-for-humanity-511424.shtml
https://www.easyaq.com/newsdetail/id/1000804381.shtml
https://www.bleepingcomputer.com/news/government/turkey-wants-to-build-army-of-hackers/
http://researchcenter.paloaltonetworks.com/2016/12/unit42-campaign-evolution-pseudo-darkleech-2016/
https://www.easyaq.com/newsdetail/id/888458967.shtml
http://mil.youth.cn/djbd/201701/t20170101_9001720.htm
https://yro.slashdot.org/story/16/12/31/0129208/2016-saw-a-massive-increase-in-encrypted-web-traffic
http://www.solidot.org/story?sid=50921
https://www.wired.com/2016/12/years-biggest-hacks-yahoo-dnc/
http://www.cnbeta.com/articles/572627.htm
http://www.ibtimes.co.uk/russian-hacking-us-electricity-grid-turns-out-be-fake-news-report-1598910
https://www.easyaq.com/newsdetail/id/1228407533.shtml
http://www.cnbeta.com/articles/572655.htm
http://www.freebuf.com/news/124291.html
http://www.securityweek.com/hardware-bitcoin-wallet-keepkey-informs-users-breach
http://www.freebuf.com/articles/terminal/124040.html
http://securityaffairs.co/wordpress/54906/breaking-news/opsinglegateway-gh0s7.html
https://www.easyaq.com/newsdetail/id/1748329896.shtml
http://www.darkreading.com/threat-intelligence/white-hacker-launches-public-support-site-/d/d-id/1327816
https://ibsintelligence.com/ibs-journal/ibs-news/5-deadliest-banking-malware-found-in-2016/
https://www.bleepingcomputer.com/news/security/android-was-2016s-most-vulnerable-product/

4
” ey
~g9X SEELET

[ K] #4553 CRE: freebuf. securityaffairs. easyaq. darkreading.
ibsintelligence. bleepingcomputer)

[20170105]

. DeriaLock 5 = 8 5 A S H A e AT

B LG B RE UL IR 8 2R 4R Flocker A%

. BWEFR A A A DL Fsociety 3 iy 4% 3% 25 g1k

B R BT X WhatsApp FH 7 1 8% 2 3% = A

+ JHU5 PHP J RCE =i feiilse % | /5 Web iR %5 #%
« EEAL M GRE X S fRAT Ml 4 2 AR

AUl WDN -
7/

[ k) #4838 CRIE: securityweek. securityaffairs. bleepingcomputer.
scmagazine. freebuf. securityweek)
[20170106]
1. R B 36 g A B AR 1] 2 Mac & 403 ot
2. BhZRIAEEShAE T HR 311 g R Tt
3. K MongoDB HiHf e 57 MU N 75 5 = B 6 4
4. Oracle J)5 & ¥ 7 & RCE Jmif&uF £ A\ B im it
5. FBI 3k ® % CyberZeist N\ {2 it sl K ¥ it 72
6. BEFTA T3 PR A HL 2 e AT Bl ) 2 BBty XU

[z R]) B4R CRJF: softpedia. securityweek. securityaffairs. freebuf.
securityaffairs. securityweek)
[20170107]
1. B8 Eh 2 4} FireCrypt 4% DDoS Mt g
2. HL& w2 AL 7 KillDisk ik Linux 2 4%
3. 28] FARIE T ZRAR S MM Core BhiiAs
4. Ghost Host A A Gk % 5 455 44 o JiE L il
5. D-Link [ #% i #5527 4 ] U 56 [ FTC 21
6. A PR R AT BER T HHR Tor I Sy

[z R) B4R CRJFE: securityaffairs. securityweek. securityweek. darkreading.
securityweek. solidot)
[20170108]
1. WIZEE 1 B S22 3R T R 5 Marcher
2. WIS A S AT GM Bot AFF o b4l i
3. R S i A7 AE SSLIE S SHIE SR [
4. B APT 2121 QilRig {/i B Juniper £ il
5. BRI 72 e BRI I ) 4% AR S M A
6. LIRS AT P RANER

[z R) 4R CRJFE: zscaler. securityaffairs. techtarget. securityweek.
dailystar. slashdot)

ORX hRIXFFHE B2l / HIW


http://www.securityweek.com/decrypters-released-opentoyou-derialock-and-php-ransomware
http://securityaffairs.co/wordpress/54991/malware/lg-smart-tv-ransomware.html
https://www.bleepingcomputer.com/news/security/real-world-fsociety-malware-is-giving-mr-robot-a-bad-name/
https://www.scmagazine.com/indian-whatsapp-users-targeted-by-mobile-malware/article/629335/
http://www.freebuf.com/news/124492.html
http://www.securityweek.com/new-york-state-imposes-new-cybersecurity-regulation-financial-services
http://news.softpedia.com/news/dos-attack-can-crash-a-mac-using-malware-spreading-via-email-511524.shtml
http://www.securityweek.com/ransomware-campaign-targets-hr-departments
http://securityaffairs.co/wordpress/55018/cyber-crime/mongodb-hacked.html
http://www.freebuf.com/vuls/123989.html
http://securityaffairs.co/wordpress/55042/data-breach/fbi-hacked.html
http://www.securityweek.com/smart-meters-pose-security-risks-consumers-utilities-researcher
http://securityaffairs.co/wordpress/55081/malware/firecrypt-ransomware.html
http://www.securityweek.com/killdisk-malware-targets-linux-machines
http://www.securityweek.com/new-mm-core-apt-malware-targets-united-states
http://www.darkreading.com/vulnerabilities---threats/ghost-hosts-bypass-url-filtering/d/d-id/1327842
http://www.securityweek.com/ftc-sues-d-link-over-failure-secure-cameras-routers
http://www.solidot.org/story?sid=50990
https://www.zscaler.com/blogs/research/android-marcher-now-posing-super-mario-run
http://securityaffairs.co/wordpress/55125/malware/gm-bot-android-malware.html
http://searchsecurity.techtarget.com/news/450410423/SSL-certificate-validation-flaw-discovered-in-Kaspersky-AV-software
http://www.securityweek.com/iranian-group-delivers-malware-fake-oxford-university-sites
http://www.dailystar.co.uk/tech/news/576046/Can-people-spy-on-my-through-my-webcam-The-answer-might-shock-you
https://yro.slashdot.org/story/17/01/06/2124257/wikileaks-threatens-to-publish-twitter-users-personal-info
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http://www.actionfraud.police.uk/news/department-of-education-ransomware-alert-jan17
http://www.darkreading.com/threat-intelligence/cybersecurity-expert-links-taiwan-and-europe-atm-hacks/d/d-id/1327843
https://www.easyaq.com/newsdetail/id/1799507306.shtml
http://www.theregister.co.uk/2017/01/06/123reg_hit_with_ddos_attack_again/
http://www.freebuf.com/special/124452.html
http://www.cnbeta.com/articles/574751.htm
http://www.freebuf.com/articles/terminal/124717.html
http://www.freebuf.com/articles/system/124548.html
http://www.cnbeta.com/articles/574931.htm
http://securityaffairs.co/wordpress/55165/intelligence/le-drian-cyber-espionage.html
http://www.csoonline.com/article/3155397/security/esea-hacked-1-5-million-records-leaked-after-alleged-failed-extortion-attempt.html
https://www.bleepingcomputer.com/news/security/browser-autofill-profiles-can-be-abused-for-phishing-attacks/
https://www.bleepingcomputer.com/news/security/-merry-christmas-ransomware-now-steals-user-private-data-via-diamondfox-malware/
https://www.bleepingcomputer.com/news/security/mongodb-apocalypse-professional-ransomware-group-gets-involved-infections-reach-28k-servers/
http://www.securityweek.com/shamoon-2-variant-targets-virtualization-products
http://securityaffairs.co/wordpress/55176/hacking/power-outages-turkey.html
https://threatpost.com/hello-kitty-database-of-3-3-million-breached-credentials-surfaces/122932/
http://www.cnbeta.com/articles/575371.htm
https://www.bleepingcomputer.com/news/security/spora-ransomware-works-offline-has-the-most-sophisticated-payment-site-as-of-yet/
http://www.securityweek.com/new-terror-exploit-kit-emerges
http://toutiao.secjia.com/ukraine-ukrenergo-power-attacked-analysis
http://adlab.venustech.com.cn/article.html?type=code_analysis&date=2017011
https://www.fireeye.com/blog/threat-research/2017/01/credit_card_dataand.html
https://threatpost.com/microsoft-issues-record-low-number-of-patch-tuesday-bulletins/122999/
https://www.bleepingcomputer.com/news/security/operation-eyepyramid-two-siblings-spied-on-italys-elite/
https://www.easyaq.com/newsdetail/id/1789931235.shtml
https://www.grahamcluley.com/honeytraps-used-infect-israeli-soldiers-smartphones-spyware/
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https://threatpost.com/buggy-domain-validation-forces-godaddy-to-revoke-certs/123038/
http://www.cnnvd.org.cn/notice/show/id/8084
http://www.darkreading.com/gchq-ties-up-with-startups-for-uk-cybersecurity/d/d-id/1327879
https://www.bleepingcomputer.com/news/security/marlboro-ransomware-defeated-in-one-day/
https://www.fireeye.com/blog/threat-research/2017/01/new_ploutus_variant.html
https://www.bleepingcomputer.com/news/security/new-fingerprinting-techniques-identify-users-across-different-browsers-on-the-same-pc/
https://threatpost.com/shadowbrokers-bid-farewell-close-doors/123047/
https://www.easyaq.com/newsdetail/id/929555724.shtml
http://www.freebuf.com/news/125218.html
https://www.bleepingcomputer.com/news/security/misconfigured-server-gives-insight-into-cerber-ransomware-operation/
http://cphpost.dk/news/danish-defence-minister-warns-that-russia-is-poised-to-attack.html
http://hothardware.com/news/intel-skylake-kaby-lake-vulnerable-to-usb-port-debugging-exploit
https://www.hackbusters.com/news/stories/1173372-researcher-whatsapp-bug-exposes-encrypted-messages
http://weibo.com/ttarticle/p/show?id=2309404063415567040648
https://www.easyaq.com/newsdetail/id/495815385.shtml
http://securityaffairs.co/wordpress/55334/cyber-crime/ploutus-d.html
http://securityaffairs.co/wordpress/55327/hacking/elasticsearch.html
http://www.securityweek.com/attackers-use-offices-ole-distribute-keylogger
https://it.slashdot.org/story/17/01/14/066258/student-hacker-faces-10-years-in-prison-for-spyware-that-hit-16000-computers
http://www.securityweek.com/serious-flaws-found-aerospike-database-server
http://www.cnbeta.com/articles/576745.htm
http://www.securityweek.com/new-rig-campaign-distributes-cerber-ransomware
http://www.newsbtc.com/2017/01/14/four-major-uk-hospitals-targeted-malware-attack/
http://mentalfloss.com/article/90966/phishing-scam-targeting-gmail-accounts-posing-your-contacts
http://news.softpedia.com/news/samsung-s-smartcams-can-be-hacked-to-gain-root-access-511872.shtml
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https://sputniknews.com/asia/201701161049625477-hack-attack-south-korean-investigators/
http://www.cnbeta.com/articles/576705.htm
http://www.antiy.com/response/EQUATION_DRUG/EQUATION_DRUG.html
http://www.securityweek.com/droidjack-masquerades-super-mario-run-android
http://www.securityweek.com/mcdonalds-website-flaws-allow-phishing-attacks
http://www.securityweek.com/flaws-found-carlo-gavazzi-energy-monitoring-products
http://www.ibtimes.com.au/high-profile-australian-government-officials-victims-yahoo-data-breach-1540254
http://securityaffairs.co/wordpress/55386/hacking/sherlock.html
https://threatpost.com/spora-ransomware-offers-victims-unique-payment-options/123130/
http://www.aqniu.com/threat-alert/22390.html
https://www.bleepingcomputer.com/news/security/new-ghostadmin-malware-used-for-data-theft-and-exfiltration/
http://news.softpedia.com/news/android-apps-stealing-passwords-published-in-the-google-play-store-511902.shtml
http://www.darkreading.com/cloud/carbanaks-back-and-using-google-services-for-command-and-control/d/d-id/1327909?
http://www.securityweek.com/us-cert-issues-warning-after-hackers-offer-smb-zero-day
http://thehill.com/policy/cybersecurity/314602-decline-in-two-families-of-malware-has-researchers-stumped
http://securityaffairs.co/wordpress/55440/cyber-crime/ransomware-cancer-services.html
https://apple.slashdot.org/story/17/01/18/2119234/malwarebytes-discovers-first-mac-malware-of-2017
http://wccftech.com/malware-targets-chrome-users/
http://securityaffairs.co/wordpress/55462/hacking/emoji-text-message.html
https://www.easyaq.com/newsdetail/id/1942577663.shtml
http://securityaffairs.co/wordpress/55487/malware/satan-raas.html
http://www.securityweek.com/ransack-campaigns-target-hadoop-and-couchdb
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http://www.securityfocus.com/bid/95675
http://securityaffairs.co/wordpress/55474/cyber-warfare-2/power-outage-2015-ukraine.html
http://news.softpedia.com/news/clash-royale-forums-hacked-but-game-accounts-still-secure-511992.shtml
http://www.networkworld.com/article/3159704/security/air-force-goes-after-cyber-deception-technology.html
http://securityaffairs.co/wordpress/55514/cyber-crime/necurs-botnet-returns.html
https://www.trustwave.com/Resources/SpiderLabs-Blog/Operation-Grand-Mars--a-comprehensive-profile-of-Carbanak-activity-in-2016/17/
https://www.easyaq.com/newsdetail/id/2048212757.shtml
http://www.novinite.com/articles/178473
http://www.secjia.com/report/NSFOCUS-SDS-Whitepaper-2016.pdf
https://securingtomorrow.mcafee.com/mcafee-labs/stopping-malware-fake-virtual-machine/
http://news.softpedia.com/news/android-users-under-attack-as-banking-malware-source-code-posted-online-512067.shtml
http://securityaffairs.co/wordpress/55535/cyber-crime/national-aids-research-institute-nari-hack.html
http://news.softpedia.com/news/bbc-twitter-account-hacked-to-post-message-claiming-donald-trump-was-shot-512069.shtml
https://www.easyaq.com/newsdetail/id/882572691.shtml
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