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theregister. zdnet)
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http://www.securityweek.com/new-remaiten-malware-builds-botnet-linux-based-routers
http://news.softpedia.com/news/security-bug-allowed-attackers-to-send-malicious-emails-via-paypal-s-servers-502381.shtml
https://publicintelligence.net/dhs-seaport-cyber-attacks/
http://news.softpedia.com/news/us-uk-plan-upgrades-to-trident-nuclear-missiles-to-protect-from-cyber-attacks-502403.shtml
http://www.computerworld.com/article/3049361/security/1-418-remotely-exploitable-flaws-found-in-automated-medical-supply-system.htm
https://blog.avast.com/wordpress-and-joomla-users-get-hacked-be-aware-of-fake-jquery
http://news.softpedia.com/news/rokku-ransomware-uses-qr-codes-to-help-you-pay-for-your-files-502446.shtml
http://www.securityweek.com/hackers-can-unlock-doors-flaw-hid-controllers
http://www.computerworld.com/article/3050469/apple-ios/hackers-use-the-ios-mobile-device-management-protocol-to-deliver-malware.html
http://www.symantec.com/connect/blogs/most-prevalent-android-ransomware-west-arrives-japan
http://www.theregister.co.uk/2016/04/01/lhasa_flaw/
http://www.zdnet.com/article/cybercriminals-are-overcoming-language-and-timezone-barriers-to-cooperate-on-making-malware-more/#ftag=RSSbaffb68
http://thehackernews.com/2016/03/sip-exploit-code.html
http://researchcenter.paloaltonetworks.com/2016/04/unit42-dont-be-an-april-fool-inside-a-common-phone-scam/
http://www.zdnet.com/article/us-canada-issue-alert-on-ransomware/
http://news.softpedia.com/news/hackers-breach-team-skeet-adult-network-put-data-for-sale-on-the-dark-web-502473.shtml
http://news.softpedia.com/news/anonymous-attacks-angolan-government-in-response-to-the-jailing-of-17-activists-502479.shtml
http://news.softpedia.com/news/this-is-the-fbi-s-official-position-on-ransomware-502475.shtml
http://securityaffairs.co/wordpress/45898/hacking/hungarian-government-website.html
https://labsblog.f-secure.com/2016/04/01/petya-disk-encrypting-ransomware/
http://www.ibtimes.co.uk/notorious-pro-us-hacker-jester-diverts-dos-attack-towards-israeli-spy-service-mossad-1552895
http://www.cnbeta.com/articles/489249.htm
http://mp.weixin.qq.com/s?__biz=MzI4NTE2NzgwMw==&mid=407867520&idx=1&sn=a780d3f9529e7baf5caee08fa1b365a0
http://app.cntv.cn/special/news/detail/arti/index.html?id=ARTISw6dQ6CzR9aIEsaQAX9u160403
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%K CERT #4258 (CRJA: freebuf. threatpost. vice. softpedia. theregister.
deccanchronicle)
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‘%K CERT {4283 (CR¥F: securityweek. symantec. securelist. proofpoint. qq-
thehackernews)
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http://www.welivesecurity.com/2016/04/04/analysis-of-the-locky-infection-process/
http://185.100.87.84/
http://www.theregister.co.uk/2016/04/04/top_firefox_extensions_can_hide_silent_malware_using_easy_prefab_tool/
http://thehackernews.com/2016/04/panama-paper-corruption.html
http://securityaffairs.co/wordpress/45953/security/cyber-attacks-on-nuclear-plants.html
https://www.helpnetsecurity.com/2016/04/04/us-passport-visa-database-vulnerable/
http://www.freebuf.com/articles/system/62481.html
https://threatpost.com/surreptitious-sharing-android-api-flaw-leaks-data-private-keys/117174/
http://motherboard.vice.com/read/fbi-flash-alert-hacking-group-has-had-access-to-us-govt-files-for-years
http://news.softpedia.com/news/chrome-extension-caught-hijacking-users-browsers-502557.shtml
http://www.theregister.co.uk/2016/04/05/microsoft_brews_serves_accounthijack_hole_patch_in_two_days/
http://deccanchronicle.com/technology/mobiles-and-tabs/050416/warning-104-apps-infected-with-adware-malware-on-google-play-store.html
http://www.securityweek.com/new-locky-variants-change-communication-patterns
http://www.symantec.com/connect/blogs/samsam-may-signal-new-trend-targeted-ransomware
https://securelist.com/blog/research/74398/locky-the-encryptor-taking-the-world-by-storm/
https://www.proofpoint.com/us/threat-insight/post/phish-scales-malicious-actor-target-execs
http://tech.qq.com/a/20160406/038118.htm
http://thehackernews.com/2016/04/iphone-lockscreen-bypass.html
http://www.theregister.co.uk/2016/04/07/philippine_voter_data_breach/
http://www.networkworld.com/article/3051599/security/hacking-team-lost-its-license-to-sell-surveillance-malware-outside-europe.html
http://www.theregister.co.uk/2016/04/07/ubuntu_kernel_patch/
https://www.secureworks.com/resources/rp-2016-underground-hacker-marketplace-report
http://www.securityweek.com/osvdb-shut-down-permanently
http://www.securityweek.com/israel-prepares-defend-against-anonymous-online-attacks
http://www.antiy.com/response/TeslaCrypt%204/TeslaCrypt%204.html
http://www.securityweek.com/authorities-disrupt-mumblehard-linux-botnet
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2K CERT 4 53 (CRyF: antiy. securityweek. nbcnews. straitstimes. itproportal.
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%R CERT #4278 (CRJA: securitynewspaper. softpedia. 163. oaoa. slashdot.
hackread)
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%K CERT 452 (CORJA: securityaffairs. trendmicro. softpedia. phys.
securityweek)
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http://www.nbc-2.com/story/31674582/adobe-issues-emergency-update-to-flash-after-ransomware-attacks
http://www.straitstimes.com/asia/south-asia/bangladesh-finds-egypt-linked-malware-in-banks-computer-systems-after-heist
http://www.itproportal.com/2016/04/07/27-million-doctors-mobile-devices-at-high-risk-of-malware/
http://www.informationsecuritybuzz.com/hacker-news/millions-kids-social-security-numbers-exposed/
http://www.darkreading.com/vulnerabilities---threats/dridex-malware-now-used-for-stealing-payment-card-data/d/d-id/1325056
https://securityintelligence.com/organized-cybercrimes-new-bulls-eye-bankers/
https://www.hackread.com/evil-skype-malware-kit-spy-on-apple-devices/
http://blog.checkpoint.com/2016/04/08/qihoo-360-just-the-tip-of-the-whitelisted-malware-iceberg/
http://www.securityweek.com/researchers-devise-scalable-attack-against-google-facebook-recaptcha
http://researchcenter.paloaltonetworks.com/2016/04/unit42-ransomware-locky-teslacrypt-other-malware-families-use-new-tool-to-evade-detection/
http://www.securitynewspaper.com/2016/04/09/cryptohost-decrypted-locks-files-password-protected-rar-file/
http://news.softpedia.com/news/ransomware-hits-20-schools-in-texas-district-502761.shtml
http://digi.163.com/16/0410/08/BK9ENVJT00162OUT.html
http://www.oaoa.com/news/business/bbb_column/article_5af2b8ae-fea1-11e5-825b-5bf45766ede8.html
https://mobile.slashdot.org/story/16/04/09/0110246/over-135-million-routers-vulnerable-to-denial-of-service-flaw
https://www.hackread.com/anonymous-hack-italian-job-portals-leak-trove-of-data/
http://securityaffairs.co/wordpress/46170/malware/amazon-products-infected-with-malware.html
http://blog.trendmicro.com/trendlabs-security-intelligence/learning-from-bait-switch-mobile-ransomware/
http://news.softpedia.com/news/petya-ransomware-unlocked-you-can-now-recover-password-needed-for-decryption-502798.shtml
http://phys.org/news/2016-04-ransomware-harbinger-danger.html
http://news.softpedia.com/news/shapeshift-bitcoin-trader-decides-to-rebuild-service-following-cyber-attack-502782.shtml
http://www.securityweek.com/sweden-military-servers-hacked-used-2013-attack-us-banks
http://researchcenter.paloaltonetworks.com/2016/04/unit42-ramdo/
http://news.softpedia.com/news/bug-in-os-x-messages-app-lets-attackers-steal-your-chat-history-502822.shtml
http://blog.trendmicro.com/trendlabs-security-intelligence/mobile-devices-used-to-execute-dns-malware-against-home-routers/
http://news.softpedia.com/news/jigsaw-ransomware-threatens-to-delete-your-files-free-decrypter-available-502824.shtml
http://www.securityweek.com/locky-ransomware-gets-new-infection-vector-improved-evasion
https://id-ransomware.malwarehunterteam.com/
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%K CERT #4228 (CRJA: softpedia. securityweek. securityaffairs. wpsdlocal6.
trendmicro)
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%R CERT #1451 (CCRyJf: computerworld. businessinsider. securityintelligence.
softpedia. vice. arxiv)
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https://www.symantec.com/content/dam/symantec/docs/reports/istr-21-2016-en.pdf
http://securityaffairs.co/wordpress/46252/malware/atmos-trojan.html
http://news.softpedia.com/news/gamarue-botnet-uses-hijacked-wordpress-sites-to-send-spam-with-js-payloads-502842.shtml
http://news.softpedia.com/news/gamarue-botnet-uses-hijacked-wordpress-sites-to-send-spam-with-js-payloads-502842.shtml
http://news.softpedia.com/news/qbot-botnet-operators-are-targeting-us-public-organizations-502891.shtml
http://www.symantec.com/connect/blogs/new-adobe-flash-player-exploit-used-magnitude-and-nuclear-exploit-kits
http://news.softpedia.com/news/linux-machines-targeted-by-new-backdoor-and-ddos-trojan-502915.shtml
http://news.softpedia.com/news/swedish-air-space-shut-down-by-cyber-attacks-officials-blame-russia-502919.shtml
http://www.securityweek.com/former-nuclear-agency-worker-sentenced-prison-attempted-hack
http://securityaffairs.co/wordpress/46305/hacking/ios-date-bug.html
http://www.wpsdlocal6.com/story/31708226/hackers-using-linkedin-to-spread-malware
http://blog.trendmicro.com/trendlabs-security-intelligence/atm-malware-on-the-rise/
http://www.computerworld.com/article/3056705/security/ransomware-authors-use-the-bitcoin-blockchain-to-deliver-encryption-keys.html
http://www.businessinsider.com/r-us-agency-advises-windows-pc-users-remove-apples-quicktime-over-bugs-2016-4
https://securityintelligence.com/meet-goznym-the-banking-malware-offspring-of-gozi-isfb-and-nymaim/
http://news.softpedia.com/news/lizard-squad-downs-blizzard-servers-with-massive-ddos-attacks-502977.shtml
https://news.vice.com/article/exclusive-canada-police-obtained-blackberrys-global-decryption-key-how
http://arxiv.org/pdf/1604.02734v1.pdf
http://news.softpedia.com/news/backdoor-in-jboss-platform-puts-3-2-million-servers-at-risk-503051.shtml
http://www.securityweek.com/western-digital-user-data-exposed-dns-issue
http://www.scmagazine.com/celebgate-forum-breach-leads-to-flood-of-malware-on-mobile-site/article/490216/
http://motherboard.vice.com/read/the-vigilante-who-hacked-hacking-team-explains-how-he-did-it
http://www.freebuf.com/vuls/101804.html
https://securityintelligence.com/got-wordpress-php-c99-webshell-attacks-increasing/

4
’g ey
~g9X SEELET

2K CERT # 4% (CRJF: softpedia. securityweek. scmagazine. vice. freebuf.
securityintelligence)

[20160418]

v MR Locky 1l FERR Autolocky fif ZFE R AT
. Facebook &= AWAN £lXf Chrome F F A% 18 0 = A4
- WEFEN 53RN G BUBURE B i/ Faster Internet

« DWW B VE S fE A BRI SE [ 20 J 5 i 36 o0

. W78 A B LE Microsoft Edge & Bl XSS Filter £ iR
- ShapeShift Zr i F1 F A 51 T jn) Bt 2 FR (R 5 )

AUl WDN -

‘%K. CERT #84E% 3 CRJH: softpedia. hackread. securityaffairs)
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‘%K CERT #4455 (CRJF: cnbeta. softpedia. fireeye. paloaltonetworks.
theregister. informationsecuritybuzz)
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http://news.softpedia.com/news/decrypter-available-for-autolocky-locky-ransomware-copycat-503053.shtml
https://www.hackread.com/facebook-video-malware-scam-for-chrome-users/
http://news.softpedia.com/news/adware-program-takes-screenshot-of-your-desktop-and-uploads-it-online-503060.shtml
http://securityaffairs.co/wordpress/46385/cyber-crime/100m-bec-fraud.html
http://news.softpedia.com/news/researcher-identifies-xss-filter-bypass-in-microsoft-edge-503054.shtml
http://news.softpedia.com/news/shapeshift-bitcoin-trader-hack-was-inside-job-says-ceo-503057.shtml
https://ics-cert.us-cert.gov/advisories/ICSA-16-105-02
http://news.softpedia.com/news/new-usb-c-standard-can-help-fight-usb-malware-503087.shtml
http://news.softpedia.com/news/malware-created-with-microsoft-powershell-is-on-the-rise-503103.shtml
http://blog.avlyun.com/2016/04/2940/%E6%9D%A5%E8%87%AA%E8%BF%9C%E6%96%B9%E7%9A%84%E5%83%B5%E5%B0%B8%E4%B9%8B%E6%89%8B/
http://news.softpedia.com/news/kovter-click-fraud-malware-evolves-back-into-ransomware-503110.shtml
http://securityaffairs.co/wordpress/46431/hacking/avactis-php-shopping-cart-flaws.html
http://www.cnbeta.com/articles/493857.htm
http://news.softpedia.com/news/bitpay-bitcoin-processor-warns-against-new-coinbitclip-trojan-503131.shtml
https://www.fireeye.com/blog/threat-research/2016/04/multigrain_pointo.html
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