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%K CERT 444538 (okJf: softpedia. securityweek. seattletimes)
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‘%K CERT 4 %34 (SkyE. securityaffairs. freebuf. trendmicro. magazine.
saudigazette. digitaltrends)
[20160503]
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%7K CERT #1485 (CRIF: securityaffairs. softpedia. techweekeurope. gulfnews)
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2K CERT #4528 (CRyF: paloaltonetworks. fox-it. arstechnica. theregister.
claimsjournal)
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http://news.softpedia.com/news/crooks-deliver-android-malware-via-fake-google-chrome-updates-503559.shtml
http://news.softpedia.com/news/bplug-trojan-hides-in-chrome-extensions-and-spams-your-facebook-friends-503554.shtml
http://news.softpedia.com/news/truecrypter-ransomware-dev-leaves-flaw-in-code-that-lets-victims-decrypt-files-503537.shtml
http://www.securityweek.com/slack-tokens-leaked-github-put-companies-risk
http://www.securityweek.com/new-dridex-malware-campaign-shifts-us
http://www.seattletimes.com/seattle-news/education/email-phishing-scam-may-affect-hundreds-of-renton-college-employees/
http://securityaffairs.co/wordpress/46845/cyber-crime/alphabay-api-bug.html
http://www.freebuf.com/news/103247.html
http://blog.trendmicro.com/trendlabs-security-intelligence/locky-ransomware-spreads-flash-windows-kernel-exploits/
http://www.infosecurity-magazine.com/news/american-dental-association-mails/
http://saudigazette.com.sa/saudi-arabia/60-million-cyber-attacks-saudi-public-sector-annually/?
http://www.digitaltrends.com/mobile/google-play-phishing-scam/
http://securityaffairs.co/wordpress/46902/digital-id/46902.html
http://securityaffairs.co/wordpress/46888/laws-and-regulations/anti-car-hacking-law.html
http://news.softpedia.com/news/decrypter-for-alpha-ransomware-lets-victims-recover-files-for-free-503581.shtml
http://www.techweekeurope.co.uk/security/suspect-philippines-hack-191135?
http://news.softpedia.com/news/anonymous-ghost-squad-hackers-take-down-black-lives-matter-website-503579.shtml
http://gulfnews.com/business/sectors/technology/qnb-hackers-to-leak-more-data-of-another-big-bank-soon-1.1816979
http://researchcenter.paloaltonetworks.com/2016/05/prince-of-persia-infy-malware-active-in-decade-of-targeted-attacks/
https://blog.fox-it.com/2016/05/02/ransomware-deployments-after-brute-force-rdp-attack/
http://arstechnica.com/security/2016/05/samsung-smart-home-flaws-lets-hackers-make-keys-to-front-door/
http://www.theregister.co.uk/2016/05/03/bali_banking_bandits_foiled_by_probing_penetration_tester/
http://www.theregister.co.uk/2016/05/03/pwnedlist_pwned/
http://www.claimsjournal.com/news/national/2016/05/03/270527.htm
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2K CERT 4 8 (CRyF: theregister. trendmicro. thepeninsulagatar. ibtimes.
softpedia. securityweek)
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%K CERT #4528 (RyE: CNNVD. toutiao. 163. softpedia. theregister)
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%K CERT #4258 (CRJA: softpedia. fireeye. securelist. securityweek)
[20160508]
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%K CERT #4258 (CRyA: paloaltonetworks. ibtimes. securityaffairs. cnet. feng.
softpedia)

[20160509]
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http://www.theregister.co.uk/2016/05/03/imagemagick/
http://blog.trendmicro.com/trendlabs-security-intelligence/lost-door-rat-accessible-customizable-attack-tool/
http://thepeninsulaqatar.com/business/international-business/380840/anonymous-attack-greek-central-bank-warns-others?
http://www.ibtimes.co.uk/operation-icarus-anonymous-attack-stock-markets-world-banks-30-day-cyber-assault-1558196
http://news.softpedia.com/news/stored-xss-bug-affects-all-bbpress-wordpress-forum-versions-503646.shtml
http://www.securityweek.com/non-security-openssl-bugs-lead-serious-vulnerability
https://mp.weixin.qq.com/s?__biz=MzAxODY1OTM5OQ==&mid=503948967&idx=1&sn=18543e401ac4387b625a4b853e423ff5
http://toutiao.com/i6281172047447982593/
http://tech.163.com/16/0505/09/BM9T18VI000915BF.html
http://news.softpedia.com/news/new-cryptmix-ransomware-promises-to-give-money-to-a-children-s-charity-503688.shtml
http://news.softpedia.com/news/sneaky-malware-makes-its-way-on-the-google-play-store-again-503691.shtml
http://www.theregister.co.uk/2016/05/05/jaku_botnet/
http://news.softpedia.com/news/opicarus-continues-as-anonymous-brings-down-bank-of-cyprus-503749.shtml
http://news.softpedia.com/news/new-attack-on-wordpress-sites-redirects-traffic-to-malicious-urls-503740.shtml
http://news.softpedia.com/news/ads-shown-via-android-speedcharge-lockscreen-will-bypass-your-pin-503747.shtml
https://www.fireeye.com/blog/threat-research/2016/05/exploiting_cve-2016-.html
https://securelist.com/files/2016/05/Q1_2016_MW_report_FINAL_eng.pdf
http://www.securityweek.com/hackers-disrupt-locky-ransomware-campaign
http://researchcenter.paloaltonetworks.com/2016/05/unit42-bucbi-ransomware-is-back-with-a-ukrainian-makeover/
http://www.ibtimes.co.uk/investbank-uae-hack-database-containing-credit-card-details-passport-scans-leaks-online-1558730
http://securityaffairs.co/wordpress/47070/breaking-news/lenovo-solution-center-flaw.html
http://www.cnet.com/news/passwords-and-emails-dont-match-up-in-cache-of-272m-logins-email-services-say/?#ftag=CAD590a51e
http://www.feng.com/iPhone/news/2016-05-06/The-telecoms-minister-deciphering-the-apple-phone-is-not-difficult_646149.shtml
http://news.softpedia.com/news/hacker-selling-over-40-million-accounts-from-fling-com-adult-dating-site-503780.shtml
https://blog.malwarebytes.org/cybercrime/2016/05/new-skype-spam-leads-to-trojan-download/
http://www.cnbeta.com/articles/499323.htm
https://www.digitalmunition.me/2016/05/irctc-hacked-confidential-data-10-million-indian-railway-passengers-risk/
http://www.freebuf.com/news/103663.html
http://www.techweb.com.cn/internet/2016-05-08/2328805.shtml
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%K CERT #4258 (ORJF: malwarebytes. cnbeta. digitalmunition. freebuf.
techweb. dailydot)
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‘%K CERT #4238 (k. softpedia. paloaltonetworks. freebuf)
[20160511]
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%K CERT #4258 (CRyF: cnvd. avisec. softpedia. theregister. sputniknews.
marketwatch)

[20160512]
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3. PR Rl 2 208 56 [ [ e v LS it R
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5. %K CERT: 15 F|H UNICODE 4 FFF s H AR5
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‘%K CERT 44  (CkiE. symantec. bleepingcomputer. theintercept. s .
securityweek)

[20160513]
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‘%K CERT #4243 (k5. thehackernews. fireeye. trendmicro. digitaltrends.
securityweek)
[20160514]
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http://kernelmag.dailydot.com/issue-sections/features-issue-sections/16586/malware-museum-virus/
http://news.softpedia.com/news/190-android-apps-infected-with-malware-discovered-on-the-google-play-store-503824.shtml
http://researchcenter.paloaltonetworks.com/2016/05/unit42-krbanker-targets-south-korea-through-adware-and-exploit-kits-2/
http://news.softpedia.com/news/anonymous-attacks-eight-more-banks-part-of-opicarus-503826.shtml
http://www.freebuf.com/news/103745.html
http://www.freebuf.com/vuls/103705.html
http://www.freebuf.com/articles/system/103730.html
http://www.cnvd.org.cn/webinfo/show/3843
http://www.freebuf.com/articles/terminal/103794.html
http://news.softpedia.com/news/highly-dangerous-trojan-found-in-apps-on-the-google-play-store-503870.shtml
http://www.theregister.co.uk/2016/05/10/ss7_mobile_chat_hack/
http://sputniknews.com/asia/20160510/1039369068/korea-warship-hacker-attack.html
http://www.marketwatch.com/story/fbi-suspects-81-million-bank-heist-was-inside-job-2016-05-10
http://www.symantec.com/connect/blogs/internet-explorer-zero-day-exploit-used-targeted-attacks-south-korea
http://www.bleepingcomputer.com/news/security/the-enigma-ransomware-targets-russian-speaking-users/
https://theintercept.com/2016/05/10/hackers-attempt-to-hold-capitol-hill-data-for-ransom/
https://mp.weixin.qq.com/s?__biz=MzA4NTQ5MTIzNA==&mid=2649921789&idx=1&sn=6c9ecb2d2912981840e388d8b1d73a8a
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=502685803&idx=1&sn=94f962ad4888cb0dd716f9d30bc96aae
http://www.securityweek.com/wi-fi-flaw-exposes-android-devices-attacks
http://thehackernews.com/2016/05/android-kernal-exploit.html
https://www.fireeye.com/blog/threat-research/2016/05/windows-zero-day-payment-cards.html
http://blog.trendmicro.com/trendlabs-security-intelligence/pawn-storm-targets-german-christian-democratic-union/
http://www.digitaltrends.com/computing/after-update-kaspersky-tool-no-longer-combats-cryptxxx-ransomware/
http://www.securityweek.com/five-year-old-sap-vulnerability-haunts-global-businesses
http://blog.trendmicro.com/trendlabs-security-intelligence/chinese-language-ransomware-makes-appearance/
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2K CERT #4838 (CRyF: thehackernews. scmp. fireeye. securityweek)
[20160515]
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%K CERT #4258 (kA thehackernews. scmp. fireeye. softpedia)
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‘%K CERT #4458 (CkJf: softpedia. straitstimes. ifeng. tomsguide. freebuf)

[20160517]
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‘%K CERT 1443 (kiE. kaspersky. sina. securityaffairs. securityweek.
softpedia)

[20160518]
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http://thehackernews.com/2016/05/swift-bank-hack.html
http://www.scmp.com/news/asia/south-asia/article/1944559/bangladesh-us81m-cyber-heist-linked-2014-attack-sony?
https://www.fireeye.com/blog/threat-research/2016/05/cerber_ransomware_partners_with_Dridex.html
http://www.securityweek.com/evidence-russia-behind-cyber-attacks-germany-secret-service
http://www.securityweek.com/panasonic-patches-flaws-plc-programming-software
http://www.securityweek.com/serious-flaws-found-7-zip-file-archiver
http://news.softpedia.com/news/two-in-one-ransomware-petya-teams-up-with-mischa-504052.shtml
http://news.softpedia.com/news/five-year-old-sap-vulnerability-affects-over-500-companies-not-36-504043.shtml
http://thehackernews.com/2016/05/windows10-wifi-sense.html
http://www.scmp.com/news/hong-kong/economy/article/1944676/hackers-have-their-sights-hong-kong-cyber-security-experts?
https://www.fireeye.com/blog/threat-research/2016/05/cve-2016-4117-flash-zero-day.html
http://news.softpedia.com/news/runkeeper-in-trouble-with-european-authorities-for-secretly-tracking-users-504050.shtml
http://news.softpedia.com/news/famous-nulled-io-hacking-forum-suffers-devastating-data-breach-504073.shtml
http://www.straitstimes.com/asia/south-asia/malware-made-by-pakistani-or-north-korean-hacker-used-in-bangladesh-bank-heist
http://news.softpedia.com/news/six-more-banks-supposedly-hacked-by-turkish-hackers-504069.shtml
http://tech.ifeng.com/a/20160515/41608288_0.shtml
http://www.tomsguide.com/us/hitman-ransomware-pcs-porn,news-22665.html
http://www.freebuf.com/articles/system/104333.html
https://business.kaspersky.com/de-cryptxxx-2/5572/
http://tech.sina.com.cn/it/2016-05-16/doc-ifxsenvm0457439.shtml
http://securityaffairs.co/wordpress/46885/cyber-crime/atm-skimming.html
http://www.securityweek.com/new-dga-variants-spotted-attacks
http://news.softpedia.com/news/ghostshell-returns-exposes-a-bunch-of-companies-with-open-ftp-servers-504091.shtml
http://news.softpedia.com/news/anonymous-leaks-data-from-south-african-university-504081.shtml
http://www.theregister.co.uk/2016/05/17/tavis_ormandy_zeroes_in_on_antivirus_remotecrash_bug/
http://securityaffairs.co/wordpress/47394/breaking-news/redirector-paco-botnet.html
http://bobao.360.cn/learning/detail/2872.html
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2K CERT #1453 (CRJA: theregister. securityaffairs. 360. softpedia. freebuf.
wooyun)

[20160519]
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%R CERT #4521 (CRyJf: softpedia. securityweek. securityaffairs. kaspersky)
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‘%K CERT #4283 (k5. softpedia. easyaq. ibtimes. youxia. securityweek.
fireeye)

[20160521]
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%K CERT #4258 (CRJF: avisec. ibtimes. securityweek. theregister.
securityweek. hupu)

[20160522]
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http://news.softpedia.com/news/gatecoin-bitcoin-exchange-loses-2-million-following-cyber-heist-504128.shtml
http://www.freebuf.com/vuls/104666.html
http://drops.wooyun.org/news/15974
http://news.softpedia.com/news/suckfly-cyber-espionage-group-targets-indian-government-and-private-companies-504183.shtml
http://www.securityweek.com/indiana-hospital-dekalb-health-disrupted-ransomware-attack
http://www.securityweek.com/grey-hats-hack-locky-ransomware-distribution-network-again
http://www.securityweek.com/vmware-updates-products-patch-critical-important-flaws
http://securityaffairs.co/wordpress/47420/security/25-billion-bank-hack.html
http://www.kaspersky.com/about/news/virus/2016/ATM-is-a-New-Skimmer
http://news.softpedia.com/news/teslacrypt-ransomware-project-appears-to-shut-down-offers-free-decryption-key-504234.shtml
http://www.easyaq.com/news/international/5212.html
http://www.ibtimes.co.uk/opicarus-ny-stock-exchange-us-federal-reserve-many-financial-institutions-attacked-by-anonymous-1560836
http://www.youxia.org/phineas-fisher-rojava.html
http://www.securityweek.com/serious-vulnerabilities-found-moxa-industrial-secure-routers
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