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ch: 'n‘r iceCommen]\winword exe

en: [Cache]\Content Outlook\33IT2NXE\Inveice_1091.doc

[System64]\dilhost exe

Launch: [Invincea]\Sandbox\SandboxCrypto.exe
en: Ea:he] \Content Outlook\33T2NXENInvoice-1091.xls

2016 Jul 08 8:07:18 AM

hvnzrd[1].exe
\nvnzrd[1].exe
File CrEﬂ[E [Container] \ms exe
File Write: [Containery ys\ms.exe
2016 Jul 08 8:07:19 AM Process Launch: [Sboxd mppn ata]\Temp\ddd

File Create: [SboxLocalAppDatal\Invincea\Enterprise\Shared

File Create: [Cuma\ er]drive
Req Set Value: [Container]\HKC

5AM Reg Set Value: [Container\HKC!

Reg Set Value: [Container\HKCU\...\¢

2016 Jul 08 B:07:40 AM File Create: [Container]\usercurrent\AppData\Roaming\sghost.exe
File Write: [Container]\ it

File Create: [SboxLocal,

File Write: [SboxLocalAppDatal\Temp\z210

2016 Jul 08 8:07:43 AM F:eg Set Value: [-:uma ns']\H KCUL. \UNCAsintranet

iner]\ Y \AutoDetect

em3z]\schtasks exe

Value: [Container\HKCUL . \schtasks exe
ystem32]\schtasks.exe

cess Launch: [SboxLocalAppData\ Temp\ddd
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