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Spam: quarterly highlights

Malicious spam

Throughout 2016 we have registered a huge amount of spam with malicious attachments; in the third
quarter, this figure once again increased significantly. According to KSN data, in Q3 2016 the number
of email antivirus detections totaled 73,066,751. Most malicious attachments contained Trojan
downloaders that one way or another loaded ransomware onto the victim’s computer.
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Number of email antivirus detections, Q1-Q3 2016

The amount of malicious spam reached its peak in September 2016. According to our estimates, the
number of mass mailings containing the Necurs botnet alone amounted to 6.5% of all spam in
September. To recap, this kind of malicious spam downloads the Locky malware to computers.

Most emails were neutral in nature. Users were prompted to open malicious attachments imitating
bills supposedly sent by a variety of organizations, receipts, tickets, scans of documents, voice
messages, notifications from stores, etc. Some messages contained no text at all. All this is consistent
with recent trends in spam: fraudsters are now less likely to try and impress or intimidate users to
make them click a malicious link or open an attachment. Instead, spammers try to make the email
contents look normal, indistinguishable from other personal correspondence. Cybercriminals appear
to believe that a significant proportion of users have mastered the basics of Internet security and can
spot a fake threat, so malicious attachments are made to look like everyday mail.
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Melba Adkins -

To —) Message [ Document (523).pdf.docm (37 KB}
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Order: 669... ? H - 0O

Cp 15.06.2016 18:49

X

| — SRRYElE ——

Order: 66939517/00 - Your ref.; 79518
To eBbBc3cc9985f6a152a5947d982dff66 @muchomail.com

Message M5 OffOrd_66939517-00-714047-68087488.docm (26 KB)

Dear customer,
Thank you for your order.
Please find attached our order confirmation.

Should you be unable to open the links in the document, you can
download the latest version of Adobe Acrobat Reader for free via
the following link:
http://www.adobe.com/products/acrobat/readstep2.html

Should you have any further guestions, do not hesitate to contact
me.

Kind Regards,

Mose beldowski

Internal Sales Advisor - Material Handling Equipment Parts
& Accessories

SALES79@lifetimeaddress.com

TVH UK LTD

UNIT 17 PARAGOM WAY » GB-CV7 905 EXHALL, COVEMTRY
T 02476 585 000 « F 02476 585 001 » www.tvh-uk.co.uk
Watch our company movies on www_tvh.tv

Take our forklift and aerial work platforn
Identify 10 brands by their machines. Be the
great prizes! Click on the image to start the ¢

=/DIV

Of particular note is the fact that spam coming from the Necurs botnet had a set pattern of technical
email headers, while the schemes used by the Locky cryptolocker varied a lot. For example, the five

examples above contain the following four patterns:

e JavaScript loader in a ZIP archive loads and runs Locky.

e Locky is loaded using a macro in the .docm file.

e Archived HTML page with a JavaScript script downloads Locky.

e Archived HTML page with a JavaScript script downloads the encrypted object Payload.exe,

which runs Locky after decryption.

Methods and tricks: links in focus

IP obfuscation

The third quarter saw spammers continue to experiment with obfuscated links. This well-known

method of writing IP addresses in hexadecimal and octal systems was updated by scammers who

began to add ‘noise’. As a result, an IP address in a link may end up looking like this:

HTTP://@[::ffff:d598:a862]:80/

Spammers also began to insert non-alphanumeric symbols and slashes in domain/IP addresses, for

example:

http: ™"/ /0122.0142.0xBABD/
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<@ hrefo" i /@/0x40474B17

URL shortening services

Spammers also continued experimenting with URL shortening services, inserting text between slashes.
For example:

http://G0O0.GL/Kv235tLYan3.Kv235tLYan3.Kv239tLYan3.Kkv235t L Yan3.[zaza[zaza[zazazaza[zaza[zazalzaz
alzazalzaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zazalz
aza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza
[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zazalzaza[zaza[zaza[zaza[zaza[zazalzaza[zaza[zaza[zaza[za
za[zaza[zazalzaza[zaza[zaza[zaza[zaza[zaza[zaza[zazalzaza[zaza[zaza[zaza[zaza[zaza[zazalzaza[zazazaza[
zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza.Kv239tLYan3.Kv235tLYan3. K
v239tLYan3.Kv239tLlYan3 . WERPGHAKDYKKh7d . WERPGtAKDYKKh7d.[zaza[zaza[zaza[zaza[zaza[zaza[zazalz
aza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zazalzaza
[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zazalzaza[zaza(zazalzaza[zaza[zaza[zaza[zaza[zaza[zaza[zazalza
za[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza[
zaza[zazalzaza[zaza[zaza[zaza[zazalzaza[zaza[zaza[zazalzazalzaza[zazalzaza[zaza[zaza[zaza[zaza[zazalzaz
a[zaza[zaza[zaza[zaza[zaza[zaza[zazalzazalzazazazalzaza[zaza[zaza[zaza[zaza[zaza[zaza[zaza/../01fZuB"=

Sometimes other links were used to add text noise:

<A

hittp://qck.pl/0C/pacmmta7848. windstream.net/../../../ ..google.com./././.T/././ /youtube.com/../. /winds
tream.net/./. 0000 R *131495976.7731897.39037-——_  FFF FEE
LS WT

The use of search queries

Some spammers have returned to the old method of hiding the addresses of their sites as search
queries. This allows them to solve two problems: it bypasses black lists and makes the links unique for
each email. In the third quarter, however, spammers went even further and used the Google option
"I'm Feeling Lucky". This option immediately redirects users to the website that’s displayed first in the
list of search results, and it can be activated simply by adding “&btnl=ec” to the end of the link. Clicking
on the link redirects users to the spammer's site rather than to the page displayed in the Google search
results. The advertising site itself is obviously optimized to appear first in the search results. There
could be lots of similar queries within a single mass mailing.
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<a href="http://www.google.de/search?q=2622%26%231040%3B%26%231074%3B%26%231

050%3B%26%231086%3B%26%231082%3B%26%231088%3B%26%231077%3B%26%231076%3B%26%2
31080%3B%26%231090%3B%2C+%26%231082%38%26%231072%3B%26%231083%3B%26%231100%3
B%26%231082%3B%26%231091%3B%26%231083%3B%26%231103%3B%26%231050%3B%26%231086
%63B%26%231088%3B+%26%231088%3B%26%231072%3B%26%231089%3B%26%231055%3B%26%231
077%3B%20%231090%3B8%26%231072%3B+%26%231086%:3B%20%231085%3B%26%231083%3B8%20%
231072%3B%26%231081%3B%26%231085%3B+%26%231051%3B%26%231085%3B%26%231083%3B%
26%231086%3B%26%231074%3B%26%231080%3B%26%2310581%3B+%20%231072%3B8%26%231074%
3B%26%231050%3B%26%231086%3B%265%231082%3B%26%231088%3B%26%231077%3B%20%23107
6%3B%26%231080%3B%206%231090%3B%26%231072%3B+%26%231074%3B%22+%22%26%231050%3
BY%26%231083%3B%26%231077%3B%20%231076%3B%26%231080%3B%26%231090%3B8%26%231099

203B+%26%231072%3B%26%231074%3B%26%2310950%3B%260%231086%3B%22 &btnl=ec

II}

The example above involves yet another trick. The search query is written in Cyrillic. The Cyrillic letters
are first converted to a decimal format (e.g., "aBTo" becomes "&#1040;&#1074;&#1090;&#1086;"),
and then the whole query in decimal format, including special symbols, are converted to a
hexadecimal URL format.

Imitations of popular sites

The third quarter saw phishers trying to cheat users by making a link look similar to that of a legitimate
site. This trick is as old as the hills. In the past, real domain names were distorted very slightly; now,
cybercriminals make use of either subdomains imitating real domain names or long domains with
hyphens. So, in phishing attacks on PayPal users we came across the following domain names:

hittp://www.paypal.com.e-service-billing.infa/
hittp://www.paypal.com-authorized-login.net/
hittp://www.paypal.com.authorization-login.com/
http://paypal.com-secured-your-account.info/

http://paypal-service-virifivation.tk

Phishing attacks targeting Apple users included the following names:

flhob-apple.co.uk

cancel-order-apple.co.uk
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Spammers have also found help from new "descriptive" domain zones, where a fake link can seem
more topical and trusted, for example:

hittp://uk_applesecurelog_in.secl.cloud

hittp://uk_iosApplevalidate.athl.support

Testers required

Q3 email traffic contained mass mailings asking users to participate in free testing of a product that
they could then keep. The authors of the emails we analyzed were offering popular goods such as
expensive brand-name home appliances (coffee machines, robot vacuum cleaners), cleaning products,
cosmetics and even food. We also came across a lot of emails offering the chance to test the latest
models of electronic devices including the new iPhone that was released at the end of the third
quarter. The headers used in these mass mailings include: “Register to test & keep a new iPhone 7S!
Wanted:! IPhone 7S Testers”. The release of the latest iPhone was met with the usual surge of spam
activity dedicated exclusively to Apple products.

The people sending out these messages are in no way related to the companies whose products they
use as bait. Moreover, they send out their mass mailings from fake email addresses or from empty,
newly created domains.

GetltFree - Free Gillette Razors

Subject Test nu GRATIS

Gillette L

Fusion | SE(0) S

PROGLIDE = \J
==

From:
To:
ce
Subject: Testers Gezocht | Probeer en ki gratis nieuwe GRATIS een Haribo pakket!

Test GRATIS een Haribo pakket!
Kun e de afbeekdingen et zen? Probeer dan de gnine

Jouw emailadres is geselecteerd!

Wi jou vandaag aanschrijven, aangezien we op 7

2zoek zijn naar mensen die Haribo pakketten willen

testen en hierover feedback willen geven.

na te beantwoorden!

, ik doe mee!

Geselecteerde kiant:

Emai matinies I

Kiik op de onderstaande knop en volg de
instructies op de website

Vervolledig mijn testers profiel
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The senders promise to deliver the goods for testing by post, and using this pretext they ask for the
recipient’s postal and email addresses as well as other personal information. A small postal charge in
is imposed on the user, but even if the goods are delivered, there is no guarantee they will be good
quality. There are lots of posts on the Internet by users saying they never received any goods, even
after paying the postage costs. This has an element of old-fashioned non-virtual fraud: the
cybercriminals receive money transfers under the pretext of a postal charges and then disappear.

Gift certificates to suit all tastes

Spam traffic in Q3 included some interesting mailings using the common theme of fake gift certificates.
Recipients were offered the chance to participate in an online survey in return for a certificate worth
anything from ten to hundreds of euros or dollars. They were led to believe that the certificates were
valid for large international retail chains, online hypermarkets, grocery stores, popular fast-food
chains as well as gas stations.

S

Wir verbessern Dein Einkaufserlebnis.
Du i eine Gescl karte im

Wert von 500€!

GET A$100 @

GIET CARD!

g

Hallo

Wir machten das Shoppingeriebnis unserer Kunden in DEINER
Enter your ZIP CODE for availability UMGEBUNG verbessem. Dalur benotigen wir Deine Meinung Bitte
hilf uns und fall unsere einminGtige Umfrage aus. Als kleines

C kanv\s’![}u im Wert von 500€
CLAIM NOW! ) gewinnen

Du hast Dich qualifiziert. falls Deine E-Mail-Adresse unten aufgelistet
it

Ausgewahlte Teilnehmer

MediasiMarkt |

Beste |

wnen, en daarom willen wi
Media Markt. Jij bent g

De MEGA prijs is deze week voor jou!
Je kunt je prijs bevestigen tm 26 september - 2016,

0 bep Goch ‘

In some cases, the senders of these fraudulent messages said they were carrying out a survey to
improve the customer support services of the organizations that were allegedly behind these
generous offers, as well as to improve the quality of their products. In other cases, the message was
described as a stroke of luck and that the recipient's email address was randomly selected for a
generous gift as a mark of appreciation for using the brand’s goods or services. The messages were
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indeed randomly sent out to email addresses that had been collected by spammers, and did not
necessarily belong to customers of the companies named in emails.

To confirm receipt of the gift certificate, the user is asked to follow a link in the email which in fact
leads to an empty domain with a descriptive name (e.g. “winner of the day”). Then, via the redirect,
the user ends up at a newly created site with a banner designed in the style of the brand that
supposedly sent out the mailing. The user is notified that the number of certificates is limited and that
they have only 90 seconds to click on a link, thereby agreeing to receive the gift. After completing a
short survey asking things such as "How often do you use our services?" and "How are you planning
to use the certificate?" the user is asked to enter their personal data in a form. And finally the "lucky
winner" is redirected to a secure payment page where they have to enter their bank card details and
pay a minor fee (in the case we analyzed the sum was 1 krone).

According to online reviews, some potential victims of this type of certificate fraud were asked to call
a number to participate in a telephone survey rather than an online survey. This type of fraudulent
scheme is also quite common: the idea is to keep someone on the paid line for as long as possible until
they give up on the promised reward.

Like the offers to participate in the testing of goods, these themed messages were sent out from fake
addresses with empty or newly created domains that had nothing to do with the organizations in
whose name the cybercriminals were offering the certificates.
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Statistics

Proportion of spam in email traffic

62%
61.25%

61%
60% 59.46%
3% 58.43%
58% 57.89%
57% 56.51%
56% 55.78%
55%
54%
53%

April May June July August  September

Kaspersky Lab. All Rights Reserved

Percentage of spam in global email traffic, Q2 and Q3 2016

The largest percentage of spam in the third quarter — 61.25% — was registered in September. The
average share of spam in global email traffic for Q3 amounted to 59.19%, which was 2 p.p. more than
in the previous quarter.

Sources of spam by country

Other, 24.70%

fVietnam, 11.01%

Italy, 0.98%
the Philippines, 0.99%
Poland, 1.08%

Great Britain, 1.14%

Spain, 1.36% '

Pakistan, 1.59%
Colombia, 1.73%

Argentina, 1.87%
Indonesia, 1.96% |

France, 2.48%
Iran, 2.67%

Sources of spam by country, Q3 2016

B China, 5.02%
B Mexico, 4.22%
i Brazil, 4.01%
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In Q3 2016, the contribution from India increased considerably — by 4 p.p. — and became the biggest
source of spam with a share of 14.02%. Vietnam (11.01%, +1 p.p.) remained in second place. The US
fell to third after its share (8.88%) dropped by 1.9 p.p.

As in the previous quarter, fourth and fifth were occupied by China (5.02%) and Mexico (4.22%)
respectively, followed by Brazil (4.01%), Germany (3.80%) and Russia (3.55%). Turkey (2.95%) rounded
off the TOP 10.

Spam email size

80%

72,26%

70%

60%

50%

40%

30%

21,19%

20%

9,44%

7,90%

10% 5,90%
3,69%

! 0-

0-2Kb 2-5Kb 5-10kb 10-20kb ~ 20-50kb  50-100kb  100-200kb  >200Kb

a16% 5T

0,78% 1.20% 0,29% 04%% 0,26% 0,44%

0%

Breakdown of spam emails by size, Q2 and Q3 2016

Traditionally, the most commonly distributed emails are very small — up to 2 KB (55.78%), although
the proportion of these emails has been declining throughout the year, and in Q3 dropped by 16 p.p.
compared to the previous quarter. Meanwhile, the proportion of emails sized 10-20 KB increased
considerably from 10.66% to 21.19%. The other categories saw minimal changes.
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Malicious email attachments

Currently, the majority of malicious programs are detected proactively by automatic means, which
makes it very difficult to gather statistics on specific malware modifications. So we have decided to
turn to the more informative statistics of the TOP 10 malware families to trigger mail antivirus.

TOP 10 malware families

Trojan-Downloader.JS.Agent (9.62%) once again topped the rating of the most popular malware
families. Trojan-Downloader.JS.Cryptoload (2.58%) came second. Its share increased by 1.34 p.p. As
in the previous quarter, Trojan-Downloader.MSWord.Agent (2.34%) completed the top three.

The popular Trojan-Downloader.VBS.Agent family (1.68%) fell to fourth with a 0.48 p.p. decline. It was
followed by Trojan.Win32.Bayrob (0.94%).

Trojan-Downloader.JS.Agent _9.62%
D 258%

B 234%

B 1.68%

Trojan.Win32.Bayrob [ 0.94%

Trojan-Downloader.JS.Cryptoload
Trojan-Downloader.MSWord.Agent

Trojan-Downloader.VBS.Agent

Trojan-PSW.Win32.Fareit . 0.61%
Worm.Win32.weve [l 0.60%

Trojan.JS.Agent . 0.54%
Trojan-Downloader.MSWord.Cryptoload . 0.53%
Trojan.Win32.Agent . 0.51%

0% 2% 4% 6% 8% 10% 12%

TOP 10 malware families in Q3 2016

A number of newcomers made it into the bottom half of this TOP 10. Worm.Win32.WBVB (0.60%) in
seventh place includes executable files written in Visual Basic 6 (in both P-code and Native modes)
that are not recognized as trusted by KSN. The malware samples of this family are only detected by
Mail Anti-Virus. For this type of verdict File Antivirus only detects objects with names that are likely to
mislead users, for example, AdobeFlashPlayer, InstallAdobe, etc.

Trojan.JS.Agent (0.54%) came eighth. A typical representative of this family is a file with .wsf, .html, .js
and other extensions. The malware is used to collect information about the browser, operating system
and software whose vulnerabilities can be used. If the desired vulnerable software is found, the script
tries to run a malicious script or an application via a specified link.

Yet another newcomer — Trojan-Downloader.MSWord.Cryptoload (0.52%) — occupied ninth place. It
is usually a document with a .doc or .docx extension containing a script that can be executed in MS
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Word (Visual Basic for Applications). The script includes procedures for establishing a connection,
downloading, saving and running a file — usually a Trojan cryptor.

Trojan.Win32.Agent (0,51%), which was seventh in the previous quarter, rounded off the TOP 10 in
the third quarter.

Countries targeted by malicious mailshots

Germany, 13.21%

Other, 24.29%

Japan, 8.76%

Canada, 1.23% \

Switzerland, 1.42%

India, 1.44% China, 8.38%

Australia, 1.46%
Mexico, 1.47%
UAE, 1.56%
HongKong, 1.78%
Vietnam, 2.01% |

Turkey, 2.08%
Spain, 2.22% ‘ . Great Britain, 4.36%

Austria, 2.54% \ USA, 4.15%

BRussia, 5.54%

Italy, 5.01%

Brazil, 3.21% Jl France, 3.88%

Distribution of email antivirus verdicts by country, Q3 2016

Germany (13.21%) remained the country targeted most by malicious mailshots, although its share
continued to decline — by 1.48 p.p. in Q3. Japan (8.76%), whose share increased by 2.36 p.p., moved
up to second. China (8.37%) in third saw its share drop by 5.23 p.p.

In Q3 2016, fourth place was occupied by Russia (5.54%); its contribution increased by 1.14 p.p. from
the previous quarter. ltaly came fifth with a share of 5.01%. The US remained in seventh (4.15%).
Austria (2.54%) rounded off this TOP 10.
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Phishing

In Q3 2016, the Anti-Phishing system was triggered 37,515,531 times on the computers of Kaspersky
Lab users, which is 5.2 million more than the previous quarter. Overall, 7.75% of unique users of
Kaspersky Lab products worldwide were attacked by phishers in Q3 2016.

Geography of attacks

China (20.21%) remained the country where the largest percentage of users is affected by phishing
attacks. In Q3 2016, the proportion of those attacked increased by 0.01 p.p.

B 2-4% 4-5% 5-7%  B7-10% M 10-21%

© 2016 AD Kasparsky Lab. Al Rights Reservec

Geography of phishing attacks*, Q3 2016

*Number of users on whose computers the Anti-Phishing system was triggered as a percentage of the total number of
Kaspersky Lab users in the country

The percentage of attacked users in Brazil decreased by 0.4 p.p. and accounted for 18.23%, placing
the country second in this rating. UAE added 0.88 p.p. to the previous quarter’s figure and came third
with 11.07%. It is followed by Australia (10.48%, -2.29 p.p.) and Saudi Arabia (10.13%, +1.5 p.p.).

TOP 10 countries by percentage of users attacked:

China 20.21%
Brazil 18.23%
United Arab Emirates 11.07%
Australia 10.48%
Saudi Arabia 10.13%

Page 14 of 22



Spam and phishing in Q3 2016 KAs PE Rs KYﬁ

Algeria 10.07%
New Zealand 9.7%

Macau 9.67%
Palestinian Territory 9.59%
South Africa 9.28%

The share of attacked users in Russia amounted to 7.74% in the third quarter. It is followed by Canada
(7.16%), the US (6.56%) and the UK (6.42%).

Organizations under attack

Rating the categories of organizations attacked by phishers

The rating of attacks by phishers on different categories of organizations is based on detections of
Kaspersky Lab’s heuristic anti-phishing component. It is activated every time a user attempts to open
a phishing page while information about it has not yet been included in Kaspersky Lab’s databases. It
does not matter how the user attempts to open the page — by clicking a link in a phishing email or in a
message on a social network or, for example, as a result of malware activity. After the security system
is activated, a banner is displayed in the browser warning the user about a potential threat.

In Q3 of 2016, the share of the ‘Financial organizations’ category (banks, payment systems, online
stores) accounted for more than half of all registered attacks. The percentage of the ‘Banks’ category
increased by 1.7 p.p. and accounted for 27.13%. The proportion of ‘Online stores’ (12.21%) and
‘Payment systems’ (11.55%) increased by 2.82 p.p. and 0.31 p.p. respectively.

IT vendors, 1.07% |l Delivery companies, 0.56%
Government organizations, 1.15% Other, 4.69%
IMS, 1.61%

Online games, 2.20%

Banks, 27.13%

Telephone and Internet service providers, 4.57%

Social networking sites, 11.54%

Finances, 55.90%

Online stores, 12.21%

Global internet portals, 21.73% E-pay systems, 11.55%

Distribution of organizations affected by phishing attacks by category, Q3 2016
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In addition to financial organizations, phishers most often attacked ‘Global Internet portals’ (21.73%),
‘Social networking sites’ (11.54%) and ‘Telephone and Internet service providers’ (4.57%). However,
their figures remained almost unchanged from the previous quarter — the change for each category
was no more than a single percentage point.

Hot topics this quarter

Attacks on users of online banking

The third quarter saw the proportion of attacked users in the ‘Banks’ category increase significantly —
by 1.7 p.p. The four banks whose clients were attacked most often are all located in Brazil. For several
years in a row this country has ranked among the countries with the highest proportion of users
attacked by phishers, and occasionally occupies first place. Naturally, online banking users are priority
targets for cybercriminals, since the financial benefits of a successful attack are self-evident.

Links to fake banking pages are mostly spread via email.

X.00¢
g DIA £ NOITE v/

Example of a phishing email sent on behalf of a Brazilian bank. The link in the email leads to a fake
page that imitates the login page to the user’s banking account
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‘Porn virus’ for Facebook users

At the beginning of the previous quarter, Facebook users were subjected to phishing attacks. Almost
half a year later, the same scheme was used by fraudsters to attack users in Europe. During the attack,
a provocative adult video was used as bait. To view it, the user was directed to a fake page (a page on
the xic.graphics domain was especially popular) imitating the popular YouTube video portal.

Sesesia Home 2

MNotifications Mark All as Read - Settings

Sestana Nessaswa tagged you in a post. To add this to your
fimeling, go to Timeline Review.

Example of a user being tagged in a post with the video

This extension requested rights to read all the data in the browser, potentially giving the
cybercriminals access to passwords, logins, credit card details and other confidential user information.
The extension also distributed more links on Facebook that directed to itself, but which were sent

using the victim’s name.
Phisher tricks

Carrying on from the second quarter, we continue to talk about the popular tricks of Internet
fraudsters. The objectives are simple — to convince their victims that they are using legitimate
resources and to bypass security software filters. It is often the case that the more convincing the page
is for the victim, the easier it is to detect with a variety of technologies for combating fraudsters.

Nice domains

We have already described a trick whereby spammers use genuine-looking links in emails to spread
phishing content. Fraudsters often resort to this technique regardless of how the phishing page is
distributed. They are trying to mislead users, who do actually pay attention to the address in the
address bar, but who are not technically savvy enough to see the catch.

The main domain of the organization that is being attacked might be represented, for example, by a
13th-level domain:
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| & Google Docs x U+ - S

€ | (| google.com.drive.com.drive.com.drive.com.drive.com.shining.or.id/PY/1c9720080fb835509756 fd9b8160. cl ¥ A #(- @ m

€ B B E

Welcome to Google Docs. Upload and Share Your Documents Securely
Sign in with your email address to view or download attachment

Choose Your Email Provider

| % i NS -

Email

Password

Sign in to view attachment

Stay signed in Need help?

Access your documents securely, no matter your location

EMeD2)>E

Google  Privacy &Terms  Help

Or might simply be used in combination with another relevant word, e.g., secure:

. dropbox - secure shared x \+ - &

€ o diopbexcom-secueryoiciorg G cl$d & #(- @ n

3 Dropbox

=

_/L_Né

Now, you can sign in to Dropbox with your email
Select your email provider

Gmezil  YAHOO!  @zoutook  Aol. 3.

These tricks help deceive potential victims, though they make it much easier to detect phishing attacks

using security solutions.
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Different languages for different victims

KAYPERIKY2

By using information about the IP address of a potential victim, phishers determine the country in

which they are

located.

In the example below,

http://www.geoplugin.net/json.gp?ip=.

$ip data

if($ip_data && Fip data—rgeoplugin_countryCode

{

Zcountry

Fip_datal

if($ip_dataZ && ip dataZ-rgeoplugin_ countrylame

{

Scountryname

they do so by using the

service

@json_decode (file_get contents|("http://www.gecplugin.net/Jjson.gp?ip=".5ipll:

!= null)

$ip data-r»gecoplugin countryCode;

'= null)

$ip datai-»geoplugin_ countryName;

@json_decode (file_get_contents ("http://www.gecplugin.net/json.gplip=".5ipl);

Depending on the country that has been identified, the cybercriminals will display pages with
vocabulary in the corresponding language.

<?php
faazaaaaall
$aamaaaaal?
$aazaaaaalsl
faaaaaaaald
Saazaaaaals
Szz=zaaaaale
faazaaaaal’d
faazaaaaals
$aaaaaaaal’
$aazaaaaalll
$aaaaaaaalll

$aaaaaaaall?
————

faaaaaaaalll
faaaaaaaalld
faazaaaaalls
Saaaaaaaallé
$aazaaaaall’
$aaaaaaaalls
Saaaaaaaall’
$aaaaaaaall0
faaaaaaaal3s
faazaaaaal3s
$aaaaaaaal3dl
Saaaaaaaal3d4
$aaaaaaaall2
Saaaaaaaalls
faaaaaaaallé
faaaaaaaalll
faazaaaaalls
faaaaaaaalls
Saaaaaaaal2’
$aaaaaaaall’y
faaaaaaaal3l
faaaaaaaal36

"Meine Zusammenfas
"Geld";
"Rktivitdt";
"Berichte™;
"Tools";

"Mehr":
"Abmelden™;
"Aktualisieren Sie
"Einstellungen und
"Schritt";
"Personal";
"Karten";
"Bezahlung":
"Bestdtigen™;
"Weiter":
"Zurick";
"Schiitzen S5ie Ihr
"Jede Transaktion
"Internet-Zahlung
"L¥BO0;E¥97 #1211
"S5ie missen die L
"SchlieBen Sie Ih
"Rlle Rechte vorb
"Einige von Ihnen
"Fehler Znmeldu
"Geben S5ie eine g
"Geben Sie ein Pa
"E-Mail-Adresse"”;
"E-Mail-RZdresse v
"Passwort";
"Einloggen™;

"Neu anmelden™;
"Uper &#80;&%¥97;&
"Sitemap":

<?php
$aaaaaaaall
faaaaaaaal?

$azazaaaald =

$aaazaaaald
faaaaaaaals
$aaaaaaaalé
faaaazaaaal’l
$aaaaaaaals8
faaaaaaaal’d
$aaazaaaalll
faaaaaaaalll
Saaaaaaaalll
fomnssmaaire
faaaazaaaalld
$aaaaaaaalls
faaaazaaaallé
$aaazaaaall’
faaazaaaalls
faaaazaaaallld
$aaaaaaaal20
faaaaaaaal3s
$aaaaaaaal3g
faaaaaaaal3ld
$aaazaazal34
faaazaaaall2?
Saaazaaaall4
$aaaaaaaalls
faaaaaaaalld
$aaaaaaaal?s
$aaaazaazaalls
$aaazaazall2’
faaazaaaal2?d
faaaaaaaal30
$aaaaaaaal3s

<?php
"min Sammanfattning'Sazaazazall
"Pengar™; $aaaaaaaal?
"Rktivitet"; $aaazaaaal3
"rapporter™; Saasaaasaald
"Verktyg": S$aaaaaaaals
"Mer"; $aaaaaaaalé
"Logga ut"; faaaaaaaal’l

"Uppdatera ditt kontfazaaaazalsd
"Instdllningar och l$azaaaaaald

"Steg”: Saazazaaalll
"Personal®™; faaaaaaaalll
"Card"; Saaaaaaaalll

"Betalning";

"Bekrafta"; faaaaaaaall4
"N&ista": $aaaaaaaalls
"Tillbaka™; faaaaaaaallé

"Skyvdda dina pengaifaazazazall’
"Yarje transaktion $aaaaaaaall$
"Internet betalkortfaaaaaaaalld
"££80:5497; 54121 cifaa2a2aaa120
"Du mAste bekridfta $asaaa=aaal3s
"Sting for att aktifaaazaza=zal3s
"Rlla
"Viss

rdttigheter i$aaaaaaaal33
information :faaaaaaaal34
"Fel: Logga in "; $aaaaaaaall2
"Ange en giltig e-rfaaaaaaaall4d
"Lizenord krawvs"; Zaaaasa=zallé
"E-postadress”; faaaaaaaallld
"Glémt din e-postacfaazazaazalls
"Lisenord”; faaaaaaaal2s
"Logga in™; Saazazaaall’
"Skapa kontao"; $aaaaaaaal2’
"Cm &¥80;&%97;&%12%aaaaaa2al130
"Utvecklare”; $aaaaaaaal3é

———
faaaaaaaall3

"Benim Ozeti”;

"Para";

"etkinlik":

"Raporlar"™;

"Araglar";

"Daha";
"Cikig Yap":
"Hesabinizi gincelleyin™:
"Ayarlar ve ddemeler"™;

"Step”:

"Personel"™;

"Kartpostal"™;

"Jorec™;

"Cnaylamak"”;

"Bir sonraki":

"Geri";

"Paranizi koruma";

"Her iglem izlenir we afir dolandiricilik
"Internet &deme kartlari";

"E#80: 549754121 :#80:;5497: 1 online Sdeme
"Hesabiniza bu sorunu ve erigim dizeltmek
"Hesabinizi etkinlestirmek igin Kapat™;
"Her hakki sakladair.";
"Girdiginiz Bazi bilgiler dofru
"Hata: Girig ":

"Gegerli bir e-posta adresi gereklidir";
"Sifre gereklidir";

"E-posta adresi";

"E-posta adresinizi unuttunuz mua?";
"Sifre”;

"Giris Yapin";

"Hesap Again";

"Yardim";

"Givenlik";

degdil.";

Examples of files that are used to display a phishing page in a specified language
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<!-- end /.header-->
<div for=\"". rand (99999999999, 999999999999999999999999)."\" class=\"content\">
<!—-— =start steps —-->
<div for=\"". rand (99999999999, 999999999999999999999393) ."\" class=\"kansawb-adawat-spam-omakanspamich

<div class=\"span4 step\">

<div id=\"". rand(999999999999%9, 9999999999999999999999993) ."\" class=\"steps\ ">
<zpan>". faaszasazzll10 ." l</span>
<p>". Zaaaaaaaalll ." info</p>
</div>
</div>
<div for=\"". rand (99999999999, 999999999999999999999999)."\" class=\"span4 step\">

<div class=\"steps\">

<zpan>". faaszasazzzll0 ." 2</span>
<p>". Zaaasasaall? ." info</p>
(fdi"!)— L] R
</div>
<div id=\"". rand(99999999999999, 99999999999999999999999993) ."\" class=\"span4 step\">
<div for=\" ".mdS{gmdate('='))." W' class=\"steps\">
<zpan>". faaszaszazzll0 ." 3</span>
<p>". Zazaaaaaaall3 ." info</p>
</div>
</div>
</div>
<fieldset for=\" ".md5(gmdate('z'))." \" >
<div for=\"". rand (99999999999, 999999999999999999999999)."\" class=\"divider gap-bottom-25\"></div
<!-- =tart name —->
<div for=\" ".mdS{gmdate('='))." W' class=\"kansawb-adawat-spam-omakanspamich'">

<div class=\" unit\">
<div class=\"input\">
<input value=\""._.$ SESSICN['Z
</div>
</div>
<diwv

ONT']."\" type=\"text\" id=\"first name\" name=\"first na

for=\"". rand (99999999939,
<div class=\"input\">
<input for=\"",
</div>

999999999999999999999999) ."\" class=\" unit\">

rand (99999999999, 999999999999999999999999) ."\" type=\"text\" id=\"last

The example below shows 11 different versions of pages for 32 different locations:

if (fcountry == "FR" || jcountry == "DZI" || fcountry == "MA™ || §country == "TN" || fcountry == "CD" || §country == "MG™ || dc
§_SEIITON[' ANCHISMA-LTOUE' ]="/fr.php";

1 elgeif (fcouncry == "MIT || $country == "PH" || focouncry == "EST || §foouncry == "COM || fcountry == MART || §foouncry == "RPET
$ SESSION[' MICMISHA-LYOUE']="/es.php"

i elseif (fcountry == "IT" || Scountry == "3M") {
$_SESS ION[ ' ANCONISMA-AYOUB' 1="/it.php™;

} elseif (fcountry == "RU" || #country == "BE¥" || Fcountry == "EI™ || dcountry == "EG" || fcountry == "TJ") {
$_SESSION[' ANONISHMA-AYOUB']="/ru.php";

¥

elseif (fcountry == "PT" || #country == "BR" || f$country == "A0" || $country == "MEI" || fcountry == "HO")

§_SESSTON[ ' ANONTSMA-ATOUR']="/pt. php":
}
elseif (jcountry == "TR" || $country
§ SESSTON[' ANONISMA-AYOUE']="/tr.php";
H
elsgeif (fcountry == "RL"] {
§ SESSTON[' ANONISMA-AYOUE']="/pl.php";
H
elseif (jfcountry == "NOT) {
§ SESSTON[' ANONISMA-AYOUE']="/no.php";
3
elseif (jcountry == "NL" || $country FATTY
§ SESSTON[' ANONISMA-AYOUE']="/nl.php";

3
elseif (Scountry == "DE" || $country FCHTY
§ SEISTCON[' ANONISHA-LYOUE']="/de.php";

i
else {
§ SESIICN[' ANCNISHA-LYOUE ]="/en.php";

KAYPERIKY2

Example of a script used by phishers to display the relevant page depending on the location of the

victim

TOP 3 attacked organizations

Fraudsters continue to focus most of their attention on the most popular brands, enhancing their

chances of a successful phishing attack. More than half of all detections of Kaspersky Lab’s heuristic

anti-phishing component are for phishing pages hiding behind the names of fewer than 15 companies.
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The TOP 3 organizations attacked most frequently by phishers accounted for 21.96% of all phishing
links detected in Q3 2016.

Organization % of detected phishing links
Facebook 8.040955
Yahoo! 7.446908
Amazon.com 6.469801

In Q3 2016, Facebook (8.1%, +0.07 p.p.) topped the ranking of organizations used by fraudsters to
hide their attacks. Microsoft, the leader in the previous quarter, dropped out of the TOP 3. Second
place was occupied by Yahoo! (7.45%), whose contribution increased by 0.38 p.p. Third place went to
Amazon, a newcomer to the TOP 3 with 6.47%.
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Conclusion

In the third quarter of 2016, the proportion of spam in email traffic increased by 2 p.p. compared to
the previous quarter and accounted for 59.19%. The largest percentage of spam — 61.25% — was
registered in September. India (14.02%), which was only fourth in the previous quarter, became the
biggest source of spam. The top three sources also included Vietnam (11.01%) and the US (8.88%).

The top three countries targeted by malicious mailshots remained unchanged from the previous
quarter. Germany (13.21%) came first again, followed by Japan (8.76%) and China (8.37%).

In Q3 2016, Kaspersky Lab products prevented over 37.5 million attempts to enter phishing sites,
which is 5.2 million more than the previous quarter. Financial organizations were the main target,
with banks the worst affected, accounting for 27.13% of all registered attacks. The most attractive

phishing targets in Q3 2016 were clients of four banks located in Brazil.
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