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Unit 42 has collected multiple spear phishing emails, weaponized document
files, and payloads that targeted various offices of the Mongolian government
during the time period of August 2015 and February 2016. The phishing
emails and document files leveraged a variety of geopolitically sensitive
subject matters as attractive lures, such as events in Beijing, the Dalai Lama,
North Korea relations, the Zika virus, and various legitimate appearing
announcements. As we began to analyze and tear down the various samples
we collected, we found significant overlaps with previously reported and
documented adversary groups, attack campaigns, and their toolsets,
exemplifying the concept of the

The concept of the Digital Quartermaster is not a particularly new one; it is the
idea that there is a group, or groups whose mission is to supply and maintain
malicious tools in support of cyber espionage operations. The existence of a
Digital Quartermaster has been discussed within the intelligence community
for some time, but it is not often that sufficient overlaps exist between what
appear to be separate toolsets to confidently claim this idea is indeed in use.
The data Unit 42 has collected and analyzed however, does strongly point to
the possibility that while there may be multiple operations groups, a Digital
Quartermaster may be the one supplying and maintaining the tools used.
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Attack Analysis

While investigating new instances discovered using the AutoFocus
tool, Unit 42 was able to collect additional samples, weaponized documents,
and phishing emails uploaded to VirusTotal between August 2015 through
February 2016. Each of the samples collected via WildFire and VirusTotal
contained significant overlaps in tactics used, tools used, as well as
infrastructure for command and control channels. In addition, a large majority
of the samples gathered from VirusTotal were uploaded from a single entity in
Mongolia.

The attacks themselves followed a consistent playbook throughout the
observed timeframe; using weaponized Microsoft Word documents initially
containing an exploit for only CVE-2012-0158, appearing to use the highly
popular ‘“Tran Duy Linh’ toolkit, then adding in an additional exploit for CVE-
2014-1761 in the three newest samples we collected. The newer documents
containing exploits for both vulnerabilities appeared to use a publically
available PoC authored by ‘HCL’, with little to no modifications made. All of
the weaponized documents except two executed the Cmstar loader or a
lightly modified variant of Cmstar onto the victim host while displaying a decoy
document or a legitimate appearing document that is generated and
presented to the user to make it appear that the weaponized document that
had been executed was indeed, legitimate. Once Cmstar was loaded onto the
victim hosts, it would attempt to retrieve a final payload. Unfortunately, at the
time of analysis, we were unable to retrieve the majority of the payloads the
Cmstar loaders were attempting to download, but those that were available
were variants of BBSRAT. The two samples not using Cmstar simply had
BBSRAT embedded directly into to the weaponized document.

Furthermore, examining the data from August indicates that this campaign
had started earlier and the adversary may have already achieved initial
footholds, due to the use of what appears to be compromised legitimate email
accounts from within the Mongolian government.

Attack Timeline
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SHA256 5beb50d95¢1e720143ca0004£5172cb8881d75f6¢c9f434ceaf 5913
4falfed78
Date 8/12/2015
Filename Ananrtreugy 6adpbH ap JaxXb Y JIc

Tep.doc (Victory in the back of the government)

Vulnerabili |CVE-2012-0158
ty Targeted

Tools Used |Cmstar

Description |Two spear—phishing emails originating from likely
compromised account ‘altangadas@energy. gov.mn’
targets multiple other Mongolian government officials.
The subject and file attachment are titled

‘dnmanrteHg 6asgpLH ap JaXxb YIJIcC
Tep’ (Victory in the back of the government). CVE-
2012-0158 exploit used, dropping new variant of Cmstar.
The dropped decoy document talks about a Russian
festival known as ‘Victory Day’ and Mongolian’ s
participation in this event.
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File Edit View Go Message Tools Help
altangadas@energy.gov.mn Reply ' | Reply | Followup v Forward Morev
oo AnanTein BaRpeid ap paxe ync Tep 08/19/2015 11:31 PM
davaa_begz@yahoo.com ., khongorzul@mod.gov.mn ., dava. 6 more

Cain Oaima yy
medee xypryyns Ganxa
altangadasBenargy.gov.on

b 1 attachment: AnanTuin Banpuid ap Aaxs yAC Top.doc ) Ki ) Save v
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AnanTeH Gaspei ap gaxe ync Tep

Mapraaw masain xoitg xepw OXY-si4 HUICN3N XOTHOO OPOCHIH apA Tymaua Murnepuity
Fepmanu apmnitr Byt yoxmncowel 70 xnmnith o écnon Terenaep TIMA3MM3xX rax baika
Opocyys 313 Baspur Ayraa 1x 3x OpHbl JailHel ANANTuH GARPLIH 848D r2x H3PN3A3M
AnanTein Danpur TaMA3rNIK Mpcak 1945 owooc xofw xammitd ux Syoy 16 Manra rapyil
yaprwits anbaH xaary Mapraawiin 6aApuiH Napagan oponuoHo. Mew Xyypain 3ambik UIPrwik
194 vexnux, 143 oHroy HUCA3N T3par oponyoHo. Mrnepuiis MNepuanur ByT YOXHXOA OPOCHH
aApA TYMINTII Mep 33PIryaM TYNanaax ABCaH apas rapyil OpHel WIPrwitH Teneanen Ynaaw
ranbang xen Tasuxeid H3r He Mokron uapryya Gaix om. OXY-uiH yaupaarung 343 baspaap
UIPIMitK WHH3 33BCIMN3NYYA33 ONKL 8MHE 1N raprax rax baitva. Mapagwd Gantranuir
MocxBa x0THOO WenNitH yaraap xuitk Daiiraa Derees W3 40N00 XOHOTOOC XaN TABUX LIPTHItH
WArCAANAAC rajiHa Y3PriitH XyHA TEXHURYYAWIH y3yynB3puitr Cypryynums 3x3mkas
Tasayraap capeid 3-Huil Dasapbii karcaansr ar 4asTad GanTrak Daiiraa yupaac "wuHxaxa’
napaasr Tenesn3asp Guw “ambRaap” Hb Xapax racaH MOCKBavyyA Ynaad Tanbang ux3sp
yyrnapy Baitraa ax. OpocuH YIPrNitH CyymitH TaHk Bonox "ApMara’ OnHel aHxaapner ux3sp
Tavaay Daiiraa Derees xapcas xyu Dyp “yHIX33P CalXaH aMLTaH 10M™ X3MI3H WyypC anjax
Gaitraa Tanaap Opocwid x3aananyya Buyinx Haika

Kpeim Bonon Yipanssl x3par asanaac xoiw OXY-uin Bapyyw ayr A3x xapunyaa xonboo
XyIT3py, ync Tepuiid 50N004 IANIRH JACTHITK XYBbA 3yYH 3yT Pyy Xapunyaa syaaarraxaap
30pex Baitraa 3u3 ayrt OXY-u xamruin Tom Tysw Gon Xatag GHrepceH xunsac
OXY-BHXAY-iH XO0POHA 3AWIH 3aCIHItH TOM TOM TECAYYAMIT X3PINKYYNAX rIPIIHYYAHIRC
IYPX, X3IPINKYYNIX WATaHAaa Aex Oafiraa

MyTus yrHs 343 Ananteid 6aapur Counnmitd SBNWItH ONUMANIH TOTNONTEIN H3M3H auN
aryy Opoc opHe: Cyp XyNHiAr xapyynax Harax Donoms SoNroxoop 30PECOH Y XYCCIHIIP He
BGonoxryit Hb. [3nxuiiH 0ONOH OPHs! TBPHITH TIPryyH HAPT ANANTHH GAAPT OPONUYOX YPUNTHIr
SHIBPCAH XN NNT33C3H U UCHITH MBUNA MYY XYP3XTyit OPHE! TEPWITH T3PryyH Mapraaw Ynaas
Tanbaig ananTeiM napag yaua. AHY Sonou EBponuii xONDOOHS OPHYYABM HXIHX Hb
Kpemnuith ypunraac 3enaarxas TATTAN3CaH Y yH3H X3parT33 Kpeim Bonow Yepaussl
acyyanaap OXY-biv Bapbx Baiiraa Gailp cyypuiir 3capryyucas us Togopxoii. Tasayraap
CapuiH 9-HA YNnaad Tanbaia x3H X3+ OUMX TAN3Ap rafaadbii XIBNINYYA MXIIXIH OHue,
aHxaapan xanayyncas Kpemnwiii 3yraac 4 313 acyynTaa xapuynaxaa 7esertan 6aicaH He
TOA0PXO0i. Amap caivaaa n enrepces Marmap rapury OXY-uu Magaan xapruwiik caiig Ceprei
Naspos AscTpwith agaag x3pruit CaNATaNn XaMT XWACIH X3BNINWAKH Dara xypnbiH yesp “3x3
Gon Guanui Basp. Ypunra Bon yapruiid 3apnaq AyyAax xyyAac Buiw, x3pesas X34 Har He
Duanmit ypunrar xynaas asax Gonomxryil 6on 6ug yyHuwilr ofinrox DaiiHa” X3am3aK MIAITAIK
Gaiixas. Xoia ConowroctH 3anyy yanpaary Kum Yex Yh-wr Ynaan tanbaia 30rcox xamrnik
COA0H 304Nk BaitHa rax Tooyoonk BalcaH u 3ucith meung ounx Bonomwryit ragras
magaracan. Mawai ypa xepw BHXAY-wn gapra Cu XuHenns Anantes 6aApT oponuyoxoop
sunraep Baaxnsrasc mopacox banka T3p633p ananteii 6aApT oponyoxooc ragHa
sanryynaap Kasaxcrax, Benapycsr aitnunax oM. Hnantuu 6aspr oponyoxoop Mouron
¥nceim Epexxuitnery L 3nbargopx exwrepcen fMxarsa rapurt Mocksag oucos 6unas

YH3HA33 X3H YPUNTHIr XYN33H 38U, X3H YPUNr3ac TATran3as r3arasp 3Nxwig yycasg

SHA256 100906921 140758a08bdo61t806e0f2c¢831b4b9742bb3d19¢250e77
8de638f57
Date 8/28/2015
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Filename Boos¥kuug XoTox g IIS2pPruimMH € CJOIJLBH
% arcaaa.doc Military ceremonial parade in
Beijing)

Vulnerabili |CVE-2012-0158

ty Targeted

Tools Used |Cmstar

Description |Spear—phishing email originating from

‘ganbat g@bpo.gov.mn’ . A single target is discovered
in the collected sample. Subject and filename are
titled ‘BoosXxuH XO0TOH I pPruUBNH

e cnonuou xarcaaun' (Military ceremonial
parade in Beijing). CVE-2012-0158 exploit used,
dropping new variant of Cmstar. The decoy document
contains a flight itinerary from Ulaanbaatar, Mongolia
to Beijing, China.

- Mozilla Thunderbird -8 x

File Edit View Go Message Tools Help

ganbat_g@bpo.gov.mn Reply | | Reply || Followup | v | Forward | Morew
D100 BIDXMH XOTOA UIPTMAN ECNONBIN Xarcaan 08/28/2015 04:46 AM
o enkhbaatar_d@mil.gov.mn

Mamxwin 11 paky ayyccaws 70 manwis ORr TOXWONRYYNaK XATAN yNC MpIxX eCayrasp Capl RNanTeM
Oanp TaMOICNIX rax Oyn. Banpes WIPrWis Marcaan wpax eCayraap Ccapuws 3-Mn ODonox ww, Rarcaann
benapyc, Erwner, Kazaxcraw, Kapruacras Mexcuk, Mowron, Makmcraw, CepOwm, Tammxmcraw, OXY,
Apravncram, Kambom, Owxe, flaoc, Bawyary, Bewecyans, KyOa 3apar 17 opuy 1000 opumm wuapar
OPONUOX ax,

b & 1 attachment: 533XKH XOTOA UPrHitt ECnonbin xarcaan.doc 126 Ki [ Save v
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BOOKING REFERENCE: HXYZ55 DATE: 2015-8-17

ITINERARY FOR:

1.JAMBAA/ALTANSUKH

CA/NKDHGN

TKNO: 999-9383194366

o
AIRLINE COMPANY:AIR CHINA
FLGHT NO:CAS02 CLASS:M
DEP CITY:ULN-BUYANT UHAA ARR CITY:PEK-BEUING
DEP DATE/TIME:02SEP 1250 ARR DATE/TIME: 02SEP 1405
FLYING TIME: STATUSHK
MEAL:L AIRCRAFT TYPE: 73K
AIRLINE COMPANY:AIR CHINA
FLGHT NO:CA955 CLASS:M
DEP CITY:PEK-BEWUING ARRCITY:ULN-BUYANT UHAA
DEP DATE/TIME:0SSEP1510 ARR DATE/TIME: 05SEP 1830
FLYING TIME: STATUS:HK
MEAL:B AIRCRAFT TYPE: 73K
SHA256 44dbf05bc81d17542a656525772e0f0973b603704£213278036d8ff
c999bb79a
Date 9/15/2015
Filename ITytuus ypuunr a,doc (Putin’” s Invitation)
Vulnerabili CVE-2012-0158
ty Targeted
Tools Used |Cmstar
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Description |Weaponized Microsoft Word document found titled

‘Hyrtuus ypuar a.doc” (Putin’ s
Invitation). CVE-2012-0158 exploit used, dropping new
variant of Cmstar. The following decoy image, embedded
within a Word document, is displayed to the victim upon
opening the malicious file.

SHA256 91ffe6fab7b33ff47b184b59356408951176¢670cad3afcde79aa84
64374acd3

Date 9/16/2015

Filename 1. doc

Vulnerabili |CVE-2012-0158
ty Targeted

Tools Used |Cmstar

Description |Weaponized Microsoft Word document with unknown title
found. Likely delivered via spear—-phishing. CVE-2012-
0158 exploit used, dropping new variant of Cmstar. The
decoy document, which is 13 pages in length, talks
about the interference of the United States in other
countries across the globe.
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Kaxuy o6paron AMepia ¥ CTPARSET CRONT BpoTHENnKon”

BMemareIscTE0 BO EBHVIPOHHME 1€32 IDITHX CTpas SEISCTCA OJHEM HI
MPHKRUHNOD BHEIRER DOTHTIEN KPYIIRAD Jepaas spe. [TpecieIys coon et it
OTCTAIAR  COOCTROHHNG HRAUMDMATLING, PETRORATMNS W NEARIVEPOIRKE
nHrepec, Cocammennnie lmme WIOZWT auMe puRse  cnocodsl
BMCIIATETHETEA BO REY TPCHHION TOIHTHEY YyaAmn cipast. OIHI i0 IPIMEpPon
ITOT0 MOKHO CYHTATE «OOCPCIHHNCCKHE MEPCEOPOTRY, B XOJe ROTOPRX
AMEDIDAHUM OTBOINY MX  QOPMATEHEIM WMIEpaN POYS NOCPEIHIBOS B
PEATHIAIMK COOCTHEHMOMN N0 TN

[epepopor — 3 Ts0fl mETHYCEE DpROL ROTOPHE JAKTSACTCR B
CTPEMICHHE HOROR He2AR0HEON NOTHTHNCCRON SOATHING My TeM HACKTHA # ¥TPod
YOTPAHMTE OT RIACTH JefiCTRYIOUIGS IMPAmMTEIScTIO. HAciIRe, KK npasiso,
ocywecTRIReIeH weSommoft rpynmoft mmr KoTamy neemo 10 Ornsaer
NEPEROPOT  OT  PESOTOUING,  KOTOpas  cosepmaerca  Grarozapa  vVoscne
NOJARTANOWETO (O THUHHCTES IPAAIAS

B XQJ¢ «IOCPEDOMECKOI0 NEPEROpOtas KOMXPEINS JeATETN, Xetas
SANOIVMTE DOLIEPARY CREPRIPAAR, J0GIENOTCE TPI 1EX DOMOUIE CHEPACHIT
HAOIOMATAIIY  JCMORPATIMECINE TPASHTEMCTE # DONWIOT BICTH B CBOM
priat Mpx copepaenint no0MKLX NEPEBOPOTOS 1L THICPAMI I HCDO THHTE MM
OCRYHO BRICIDAOTCR BOSHHEIE, ROTOPSIS HATHISASOTCE T8 ITOTO COBSTHHRAMH 1)
KOTOHIZATOPCHOTO [OCYIAPCTES M MOCTVINSD BMNOIRIOT B0 IRHHEE WM
mpHkxns. B omcrommefl craree Mu mpimedent Iammme oF OCYIIACTRICHIN
AMEPINAHIANMN DOTHTHISCKIN DEPLsOPOTOR B PEIMEN SACTAX CBETa M JOKKeM
RAMICGRE 8O BHetiefl nommIe CLIIA mpssimens BMemaTeTacTE: BO BRY TPesIue

JCT0 JIPITHX CTPAH.

TToCTe HaATa JNICKSHIM 38 BAUIORITADOO SeP N0l MPOMLIILIeHNOCTH
b 1950 rozy Mpam crat nepeofl crpamofl moropas covoria ioSasmmen or

rocnoactss  3anaaa. Qi noryvel  moammsecsofl M sxosoMitteckodt

SHA256 6£3d4fb64de9ae61776fd19a8eba3d1d828e7e26bb89%ace00c7843a
57chHfbe8a

Date 9/29/2015

Filename HJamnatn JdaMBTI MUY Hap aMpaXxXHT
3B n1eX 5 5.doc

Vulnerabili |CVE-2012-0158

ty Targeted

Tools Used | Cmstar

Description |Spear—phishing email originating from

‘bilguun@masm. gov.mn’ . Nearly two thousand recipients
found to be targeted, all within the Mongolian
government. Email subject and filenames titled

‘Ilama™m DTaMBLTI MY Hap aMpaXEBLBT

> (Dalai Lama doctors advised rest).

3B JTIeX 5 9
CVE-2012-0158 exploit used, dropping new variant of

Cmstar. The decoy document discusses the latest health
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of the Dalai Lama, as well as a number of US-based
trips he made in late 2015.

- Mozilla Thunderbird - = %

File Edit View Go Message Tools Help
From jOxd1/2014 <bilguun@masm.gov.mn> M Wy 'Fo!lowup v | Forward | Morev
Subedl DanaRk naMsir MY Hap aMpaxsir semnexs> B mlsosﬁom
o armagnai_b@mil.gov.mn ., bayarmagnai_2@mil.gov.mn . 1940 more

nedee

announcements COMPANY! I TIATT

b @ 1 attachment: [Ianaf NaMbir SMY HAD AMPAXME Jeanexsd.doc 100 K |] Save v

[anai nameir 3My Hap aMpaxsir 3eBNexa3s

AMeprk aMy Hapbii 30BNecHuiA Aaryy [lanan nam apaeayraap capa
TENEBNOCHH apra XaMKaIaHyyA3aCc3a Tatranianaa. bBypxubl WalHb! TIPryyHUn
anGaH €CHbl CANTAA 9H3 Tyxam MIINKID.

Oaree 80 Hacran [lanan nam AHY-biH Hblo-MpoK My*mitH PouecTep XOTbiH
Maino ragar IMHINIT ePANIH I3MKUT IMHINTUAH Y3NIIT OPXII. “3MY Hap
J139pXVIAH raraaHTaHA X334 10M00 XOHOT ampaxsir 38BNeceH oM. bua 133px
WHWANBIPUIAH yNMaac apra XaMmKaar 30xvoH banryynaxan XxyuvH yapMmannT
rapracas Xymyycr XyHAPan yupyyncasaaa xynuan eube” rax anbas mafsrasng
BryynKas.

Apasayraap capa Qanan nam Konopagorwiti WX Cypryynb annunas yr xanax,
meH Cont-Nledk-Cuti 6a @unanensdhn XoTyyaan apra Xxamx3atawn bannaa
[anai naMeid X3enanuith Teneenemn nam Baruwiie  Gren anAse 30BMYyp Danxnw
FOK NYPIB rapurt MaaaracHninr Associated Press areHtnar AyMmxyynas

[anan nam Tysanitk Gocnorolr Bazkuu 1959 ona xapurcnad fapcHsl fapaa
XATaNbIr OPXMH rapy IHaTXarT ampaapy badraa oM. Xatagan TyyHuar TyBaMAK
canau Tycraapnaniabii nuaep rax yanar m.  Tyea b 1951 onooc
XOWW XATaAbIH 3aXMpraal aBTOHOMbIH rax apxTait Banraa iom. Bycnitk
XYMYYCUAH raaaaj ABax, ragaan Maaao asax apx dapar xaantran. [acony
TYBAYYA YHASCHUA 00PVATE TOAOPXORNOX IPXUIANXID TONOO TIMLIAN IHI
TIMUNKIAH HaT XanBap Kb 3yNnbiK ron Bonox Asaan oM

SHA256 e88eabeb642eaf83218399d0337ba9eb1563862ddee68c26a74409a
7384b9bb9

Date 10/2/2015

Filename Sudalgaa avah zagvar. doc

Vulnerabili |CVE-2012-0158
ty Targeted

Tools Used |Cmstar

51057 / 28}
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Description

Spear—phishing email originating from

‘davaa_ayush@yahoo. com’ . ‘davaa_ayush@mod. gov. mn’
was a target in the August 12, 2015 attack, indicating
the user may have had their personal email account
compromised as well. Single target found. Email subject
is ‘Fw: Fwd: @ BXd-ua a c’ (Defense Ministry).
Filename is titled ‘Sudalgaa avah zagvar.doc’ , a
possible Romanization of Mongolian. CVE-2012-0158
exploit used, dropping new variant of Cmstar. The decoy
table provides information about the rank, class, date
of birth, and experience of individuals in the
Mongolian armed forces.

=

fle Edt View Go Message Tools Help

1 Davaa-ayush Tsend <davaa_syush@yahoo com>
S Fwe Fwd: @ BXA-maac 10/02/2015 02:07 AM

1o enkhtuvshin@mod. gov.mn <enkhtuvshin@mod gov.mn>

On Frowy, October 2. 2005 11:45 AM. Davas-Ayusn <asvas_ayusImod gov.mis wiote

Sudalgaa avah zagvar

Best Regards,

Second Lieutenant DAVAA-AYUSH

Desk Officor

State Admi ' and Management Directorate

Mozilla Thunderbird

Reply | Reply | Followup v  Forward Morew

Ministry of Defense of Mongolia

Phone: 976.51.264625
Mobite: 97699023058

b @ 1 attachment: Sudalgas avah zagvacdoc |00 vl [] Save v
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I5BCINT XYYHAW  O¥TAAP  AHMYOBIH UOY-biH OOWMUER MAS-HH OQWLIER HYYLbIH DAPTA HAPT

et Cyfanraar yHaH 398 Darnax ecTon asxaapyynx Gaisa

CYIAITAA FARTACAH
anGan Tywsaan
YON . O80r HYD

SHA256 68f97bt3d03b1733944c¢25f1t4933e4e03d973ccdd73d9528f4d6880
6b826735¢

Date 10/22/2015

Filename aJbagyllaalJTHYYHOABH CaphHH

Hantugruwungxaa 30 XyBuUuIr xXacaX,doc

Vulnerabili CVE-2012-0158
ty Targeted

Tools Used |Cmstar

Description |Weaponized Microsoft Word document found titled
‘Epenxuil CcaMngn
anObOapgylmlaaJldTHYYHABH CapDBbH
Daaduvuaruumupgxaa 30 XyBuUAT
x a ¢ a x.doc” (Prime Minister albanushaaltnuudyn

monthly salary minus 30%. doc). Likely delivered via

spear—-phishing. CVE-2012-0158 exploit used, dropping
new variant of Cmstar The document discusses changes
made to the salaries of government officials within the

Mongolian government
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BHA6P ANDAHYLLAANTHYYALIM CapsI ammrineoaa 30 xysmr xacax

GHesapiis Gafanaap Tecsuiis opnoro 600 rapylt T3pOyMa3p TAC3PCaH. OHbI 3U3C OyKy
€pAB6 XOLPXOH CApbIH AAPAA N TOO W 11X HARAAR Xy~ Sormowsryi mexyen Sangan yycass
SanHa. Tiwimaac Eperoant caiabiH yT33C Syxint N SoNOLESD0 SUBINMaH. TECSST X3MMH3ITT raprax
waapanararanr Canriwin caigan gaanracas. Yyma

Eperiminery, Eparxint caia. YVX o4 23praac raqsa Ny ya MImczmnimis 5onoH aimriniH
3acar napra Hap, opnory Hapbi xamT, UTX-biH Aapra 33par Garvax oM ToB4oop Xandan ync
TOPUITH TOMIUNFOOrOOP TEPMITH BMaep andan TYWaana ocos Oyx xyx yanimrinixxaa 30 xysinr
TOCOBT HIMIPNIHG FICIH YI. 3HA HIN IYANINTT TOAOTTOXG TepisiH andan TywaanTan raxasp
Tepuiii anbaM xaarwia TIp AYHAA3, CYPryymiie 3axpan SarTasa rax oinrooa 6airaa He Gypyy
erean TOPIM YIAMMUNrIsSHIN andan TYW3anTwyya Uameraa Xxacyynawyit XapiH 000
UanuHraa Xacyynax XyMyycTail TasmumtR Tepiis andass: xyyned 33acH3ap Tepiiy exasp
andan Tywaantad 224 xyH Gaiina Yysa

TS-1 Eperxiinery
TS- 1l YU X-bi4 gapra. Epssni caing,

TE- Il YWUX-b 234 aapra. YHACHH xyymeis Liswes 3apra. Yoo 4334 Wyyximti Eperxit
wyyry

T0-IV oy

YUXoiH rouyya, 3acrimin ras-poid caia Hap, ¥Yncoss Epesdatl npoxypop, HUACIMINGH
WUTX-win Tapryyrmarauis gapra, ssic-namiis 3acar aagra Oereeq YnaawHaarap xoTeM
saxmpary, Wyyxim eperoant ssanenin napra, Mosron Ynces: Eperoumt aygurop, AT -bin
Aapra,

Te-V/68/

Eperousineryiniy Tamrom raspeid 2apra, 3acnisis rapest Xopor 3pxmx raspoid 2apra,
YUX-oim Tanrim razpesd Eperoan] Hapints Sirdrinin 23pra. Yigoas xyy misis yagunis riawyy lec/,
YNeoiH 4300 WyyXmin wyyry, aisriis UTX-em Topryyrorqisis: napra /21 admninin 3acar
Aapra /217, Tepuim anBame 3eaneniti gapra, Wiyyose: epesoost 388namui riyyH /aepes/
YHAICHNA aloynryit Gaiansii 36BNamin Kapiis Siniss 2a3pra MosronGamsre: Epexxiinery,
Cauxyyrimii 30xiyyynax xopoomsi aagra Yuascsas) cranchnsisiy raspews gapra, Mowron
Ynces Epesixinil npoxypopuim opnory, X3YK-bs aapra CEX-seu gapra AT -em 231 napra

Te-vI 50/

H3a cai\g 117/ Epetoanineriin 3sanax Maia YUX-ues naprom 308nex /aspes/, Eperxan
cailabm 3eanex /Aonoo’ LWyyxini epesouni Jeanernsss ryigamax Hapiwin Suurnin gapra,
Tepii anGambl 36BNENIKTH OPOH TOOHS! TIWYYH X0ep  MosmronDamsiel 434 epeHxininery,
Monron Yncem Eperxil ayauropsin opnory, YMAscwesl Cramicriaonis raspein 434 Aapra,
XOYK-biM rinuyym /rypas’, Carxyynisin 30Xy ynax Xopooss! OpOs TOOMS! MLy yH /Aepes’
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Comryyminis epeHxinit xopooses Hapuim Suunieiy aapra 33px Oatax Gama T8-1Vig
3aacam Tepinin enaep anbau Tywaantie yamer T3-14 /repisies 330pr3a’ Gyoy Tepisie: sapinin
Guariin 22prsin anuKa Cyypunas, Tooyox Soaa0r 100 Gaima Xapis anGan TYLSaNsM CapbiM
LA WTTINYYYPHIH 28rYY TOOWOX Y383

TO yame 2 319 274 Terper

TSl yarmes 1748110 Terper

Tl yarwe: 1341371 Terper, maiT gepees anban Tywaantas 5 365 484 rerper
TV yarm 1289447 terper, maitt 99 anbam Tywaantam 127 655 253 rerper
TO-Vuyame 1194253 terper, vt 68 anGam Tywaantam 81 209 204 rerper
TOVI yarum 1142329 rerper, waitr 50 anBan rywaantam 57 116 450 rerper

Q0 yIEON TOPINIH eMAeD anban TYLWAANTHY YALIM Capuet ane il 277 161 885 rerper
Gonaor Gaima IHIXYy MEHNINY rypsas capaap ypmyynion 831 485 855 rerper Gaix Gereen
Eperast caiaem CaHan rapracas Tepuitn enaep anbas Tywaanmws yames rypsas cap 30
XyBuap xacaxan 249 can 445 wmran Terper XmHaX TOOU0O xaparpnax Oafraz wom Xyyned
TEPINIH eHAep aNOaH TYLAANTEN I3 XSHINIT XINCHISC XApX. TOOU0ONSON W 100 rapy Sairaa
10 MI3X2 @axnbid X3C 233 TO 1V xypranx anban TyW3anmres OPOMUyynax CHoae
XaMaapY A3PX TOOH S6PYNENT rapax maragnanrail Auaprail v 230pX TOOUOONNOOC Xapsan
300.-raan can rerperniy xamHax SonosoxTol Ganna. 33 e e Qysr sres xacr Gara Salva
FX Y3830 Tepui oHAOP anbaM TVUSANTHYYALE MINOK TOOUCOMOOD TOCOBT OPIX HDIX MEMT oM

AYHMH TOOr HIMITAYYN3IX BoNoNsTON 0

SHA256 00ddaebbbc2ddf29954749519ecfb3978a68db6237ebea8e646a898
c¢3530b3ce

Date 10/22/2015

Filename Ync Tepu i H www.politik.mn ¢ a i1 T
H2 5T 1a0Ja»59.doc

Vulnerabili |CVE-2012-0158

ty Targeted

Tools Used |Cmstar

Description |Weaponized Microsoft Word document found titled

‘Ynmc TepuuH wwwpolitik.mn ¢ a i T

Ho9 910 11935, .doc” (States opens state
www. politik. mn site.doc). Likely delivered via spear-
phishing. CVE-2012-0158 exploit used, dropping new
variant of Cmstar. The decoy document dropped by the
malicious file discusses a new website being launched
by the Mongolian government.
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Ync repuitd www._politik.mn caiT Harans3

YWX-aap 2015 ousl Tecawitn Togorron, 2016 oxs Tecauity Tecrmitr xananuax, I YAHra ruwywH
Eperxuil cailgsir orypyynaxaap rapelH YCIr LyriyyrK, yncTep AoHCOmK Byit 313 xanyyw
SAPYYA3A MOHrONGIH XAMIHAH OTroH www. politik. MmN M3A33N/MITH CAINT YHIWKWMNAAA M3Q33UD3
TYr33x 3x3nn33. MOoHTOnsH YNC TEPHITH aMbapantid 50t N yitn ABULINTIPEN, CYYAIPTINI Hb
ONOH HIIT3A WNUN3H A3Nr3X, B8P eep Ballp Cyypuitr 3CP3nLYYNGH Xapyynax 30PHNroToN WH3
CAIT YNIC TOPHIK aMXHbl TADAIIKCOHMIAIINNNIH X3IPINCAS MIAM33pas epcenieniieecee
ANnrapaxeir 30pex Gyl 1om Baika

Tyc caiTuir MOHrONLIH XaMritH 0N0H YHLLNTYTAN WWAV.NEWS_MN CANTLIN TORMY, HUIATN3INW3p
axunnax baican 3 Bopriunmaa HapoiH caTryy e Gar canaaunad Bairyynas. Lnns caiitoH
M3IZ3MITai Tanwnyax 6on www poltk mnxasraap xawgax bonomxroi. Tyxaitnban, exeeapuiti
OHLNOX CHAIBTIS JACTHITH raspeit By TUMtH 86pUNanTHitH Tanaap xexaed ouucaxninr IHIXYY
X0ND00OCOOP A3NTIPYYNIH YHWHHA VY.

SHA256 c2ebaf4366835e16134cc7f0b56T8eaf80a9818375¢98672bc678bb
4107b4d8c

Date 10/28/2015

Filename Unknown

Vulnerabili |CVE-2012-0158

ty Targeted

Tools Used |Cmstar

Description

Weaponized Microsoft Word document with unknown title

found. Likely delivered via spear—-phishing. CVE-2012-

0158 exploit used, dropping new variant of Cmstar. The
decoy document talks about a 2016 budget discussion in
the Mongolian Parliament.
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Lanum xacaxsr BX gamwcanryin

Y Xyyr 3yl BalNres XOPOOHN GHAGAPWIN XYPANZASHARD Jacrivh TAIpaaC Spres
MIRYyNcaK 2016 cwu TOCENIN XOEP ZaXL XININYYyArwilr XNk

Xypanaaass 3x3e0 YHX-uik rnwyyw [ Mysasoocascgas “Cyymits yo3 wyyremie gane=Tas
XAMIATYYIX XYyt XAmanTun Slryy AAATEI00M GAMMM SHIOD rICIM ORNTONT sl 3w
YVC335 Baima. Onesaep Rau. Tannes razap annax Sairaz xywyycmin anes 500500
MAKTaK Terper n Gus 435 Llanm Gyypyynix SCyyANsr 368 swuyS6c 884 33X &T0R
TyxainBan #acaapaa xAnary xuibx Baitraa xywi uames GoaNT aMeapan 3330 X333 Syype
Gadiraa 83 "8

Yracyynraa Casmity cain 6 Bonop “Xyynis canfap ras yanmsriis Xacasmmwr
ANCASAPNAX ACYYAAN Baiixryih XAare Hapei UAMH Synixasp 554 wmran Terper Gaiaw
Mpox xaen xamars sapan yaniuwr Syypyynaxryit 3wa - Ty 3 ¥ Sap Tesenin
A3 anBam rywaantan Gonos ync Tepuiie engep anban rymaantms yamne Syypyynax
Acyyaan apwraay Gairaar yncrepan cade odnrox 6cTol Tepmin Jaxnprazsmioe: Lamee
Gypyyncas ke G328 LOMXOTION ABYYw BARCHEAC TOROPXON TOOM: ANGEN XEE"Aam
gammr Byypyynaaz ARax e 300 raN yacou’ ne

3w veap AT, UALNEN, XXET 33par xyyne XAHAMTeM Gairyy NNaryyaus yAspanaryya
OROONWIM GAAANAAP XARIH TOTPONWIH UATNH RN | YT UATUN b MPIX OW TROSET TYCracas
wwr Gyypyynaxaap Gonbon xsasw xysuap Byypax ryxsia TainGap xmhcsn ou Xyyns
wyyxniin Sadryynnaryy s yampanaryyass xis Gyil ralinSapaap Son i Saliryynnanes
reces 10 xyenap Byypy opx npax rana ms yeap YMXwm niwyyw C EAubauor games xacar
e Pt Aoonnryil Galiraaras wsponitag "Arap” yo 2012 ong 30 Terper
Gancan Gon 000 1150 rerper Gosx scces Gaima InIsc ywinitn SCONTTN yRAZyy e X30ws
4 XOED RAXMN MIMITRYYNIX SCTOR 23

Canrvith cai 5 Bonop xanaxa3a, 3w 3acar xywa Gairaa vea yamss Gyypyynar s
angar n apra xawedd. Mewre canoryy Caibaspcan yes ocrex Somwo. Ogoorwim Saiiamaap ez
YPCran 3apanr 2012 okl TYBWIHHA ABNMPCaK’ XIMaaK TRNSapnanaa
Tyywunan YHX-wm 3apea 3 aong 230px Salryy mmaryyads YARDSNAran Xasgae, Cyyreeie
BPEEH WHMMA XYTSUSEHA TECOS Mo XIDXIH THK MDCHSN TOADYYNCAEM Meraxag xyyis
xomanteiie Galryynnaryyasn Tecen s upax Syp eccom Zywrait Sale Moo YWOCww Ja0ra
Aouxbong, "Owrepces apeaM WMNG  Xyyne Wyyponioeslt  TaTTYE st TECeET
Galryynnaryyaem teces 5-10 gaxin wousracon TyxsinGan Yncuw Gyproasis spssosi
raxap TYL mamwmn Cyyprmyyncan Wi Gailran opos Tooroo Tasaaryi Gaiazsr Ogoo
oproforoit Gaftx yewsw TINCIM Japsnaa xymwn rax Gaiwa Ogoo wnee 10 xymeap
Syypyynaxas Gonawrydt RNy’ racaM cakantal Gairaaras nna WeaaR ames
xacaxryi Gailx Tyxal NaoyyASsC fEDIACAN 3JADUMbN S6DYYTH CAMANSAD Caean Typsant
ADYYNAXAR ONOKX YANHN XACAX wRApAnararylh rx yanad

SHA256 aaB8614587423c2{f677aebae6046140301f914d38280409501662ab4

e4fe20c2a

Date 12/23/2015

Filename COHOPOY YJIT A.doc

Vulnerabili |CVE-2012-0158
ty Targeted

Tools Used |BBSRAT

Description |Weaponized Microsoft Word document found titled

‘COHOPIOY Y JTI A.doc” (Announcement). Likely
delivered via spear—phishing. CVE-2012-0158 exploit
used, with BBSRAT embedded. The document translates to
an announcement of a loan agreement signed with foreign
banks and financial institutions on October 16th, 2015.
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COHOPYYRIIA

OuyTONrofM aang yypxais ssanwis rapaoe 2015 osae 12 gyraap capes 16-mnt
onop MY-uin 3aCiM  aspes KIPWIAM  oumeoc ragsanmn  Gamx  caMmxyyrMiM
CanryynnaryyaTan  yasmacoWTsd  xonGorgyynas Mosronsss apa Tymawd  Gonos
rajaagnii XOpPere OpYYNanaun axxaapans My.sam YHacw xyynuap Gatanraswcad
MOHIONKIM PR TYMMKMA YHIT oard. Gannar OwyTONMos FAZMMIXHM MOGN XAHANTAL
YNaM DABWPYYNAN OPYYNAX MOWTOR XOP yPusWTER  Xyyfih J0PNCOM  YRALNWAT
U Canxantmnamity 3acruid rasap Xt 30C Sypyyaan JCDIYYIIN MYy
rapaar XynasH Jeseapex Bonousryir magxaax Gadsa

3K IBCTMAM XYHAPAN XAMPAN Me anbas TYwaanTyya YHACIH Xyynb xieraon
Gycan xyyne Torm A X XTpyynas MoMronsis apa rymumi
Xyyne OcHbl ewanir YUX, nm WPOAANC Myyuaap Gycaan 3aswyynax ywaacnan,
00 TTON, XRALMANAN GONK ALRXIYR 10M

"OoyTONIoNKN Aanl yypxais Oyraos Oadeyynant Cameyysmnnuin 1oneunolo”
WapTaRa 2015 o 05 ayrsap capuwn 1800 0000 AHIY s [lyGait xoton wyyysap
XMACHH XYYl JOPNCON TOXMPONROOIOO TORA, B0E TG TYOrIM WARDAK, 2PX YN
XYUML YNAM DATANAKYYNAX J0DUATOTON  IMIRYY 00 3000 M XyNMN THO0NL0D
Gyc xanuyan GONOXII OMIORNON Maapyynx Gadwa

OuoyTONTOAT TORPCOH XyyMib IBENOBH 13000, XINuAYYA 30X Gapunisin xyyns Gyc
VROANYYA He MY.A onow TopOywm AOMMAPAAD XMOGMEIX CAHXYY. WK 38CTWAN
BNJaraan, xoxupnuir Aaryynaan Oyl Gereas o rad Sane yaauwm ynas Wxaop
RIMIAIN Wb HIFSHT TOROPXON Gonoos Gaitna Wi Gycapuar xapar namu XyN3oM
WOWoopex GONOMIYr MY-4in WAL ONOM st Xy A ypa
Danna

OnoyTONIOAM OPMI YNC YMAICTIMNA OO AN TON0O 2 BCO0p
YA JOXNCTON AWMINAX BCYYTILE OMWEX Yeuin 53 omoortin 2px Sapure xyyns Jyia
HAALYYNSH 388 WHARaX vataayl 0a xycwryd Sairaarsa XawranTiad HOTROW
XApyyncan Tyn OuoyTONrois ean Gannmeitr YHACH xyymueits 2aryy apa TyMsni Magasn
TEPUAH XAMIBANANTan Oyyaaw SBAX 5CIX SCYYANSED ApA MIATWAN Cakan acyynra
ARYYNOX, SPA TYMHMA OPONYOOTORTONH JYICTIIM LMIRISIONIX WAAPANATATAR XM
Va3 Gafraaraa Magaraax Gadua

SHA256 fc21814ab5f9ed2f6bef9e15b113d00£9291a6553c1e02ccOb4c185¢
6030eca4b

Date 1/4/2016

Filename OB uilH eBTreH U H yI.doc

Vulnerabili |CVE-2012-0158
ty Targeted

Tools Used |BBSRAT

Description

poems.

Weaponized Microsoft Word document found titled
‘OBanunitu eBremu u yr.doc’
Likely delivered via spear—phishing. CVE-2012-0158
exploit used, with BBSRAT embedded. The decoy document,
which had spacing removed for an unknown reason,
provides a series of children holiday season songs and

(Santa’ s word).
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SEARANOBIONHHIYT:

LlanfyypaneareHaass
LiaCMECHHMXOPHOOC
Llasoxyyparraryynas
YYNTIATIHIIPIICA0ONY YD

Y3yypTaAMOAHOOCAIN YYD
LianuHyaraaHmopuoy Raan
Llacasoxuaconaryynansbyscaap
LlaanrTyyxwsantasxy yaacsoncos
ANAUNTOYTINARHIZIA
AngaprassRaHEIopen
JopurTMoxronsiHypcan
JoeXmHLEa160TaRAPTARrBayynaaxan
OpresibyypanaasHs
YHIXIIPCITraNxanensbanHa
OpsaHLHACI3pborK
Sexexgesbapuraaanysaaqraaarbonk
EPOHTABAHANCIDAMMNAC T EAGONOX 00D
Eponxnioosaaxarxenmyy s
LiacMmecHuAopoHxaabannaniTasapManaxyy?
LiacaspnaparacasApKTHIBIX INGINoM
LlacHbxainaagy qaxrywAdpesbonoxHe
LLBCAMOXMHMUMLX ARNBALANTE6OMNMIMXCoM
AanXnRepTonu I KON AR MU TORToN
AanrapryTaraksuentonstanuuwtanna

Y AaxryATaHapHaMaRrosnmnearamraxryi
Ycannananraacupcanllycmxaesr axBaix

Y ROaXORATYRNLHMOCXERNSANAYY CEX 8D

Y PR AANABNMUMHIANNMIL DAADT S 3A0CHIHI
XAITyyHLOBOHD ONMEMX CORADDUKTY yIISEMM YIHI
XapyyaramesinaxcadbamGyywyaanryissnaxtaix
THIXIATABPXYAT IHMOXOONIOCLUN AM T TR

T DU IHLMHINIIWAT CHES A
Tanrtyncanonnorooqypeana

T @PTOrCONBINTMANLYTYIRNHS
Xywraubancanbonmapcaianba
XOOpXNAOEOOT I Y SDAX CAHI IR BHABANE
XOPRUIACHACHMAKLL MDA SO ARV IND

SHA256 7e031a04e570cddda907d0b4b7at19ce60dc481394dfh3813796¢ce0
e6d079305

Date 2/17/2016

Filename Xonng ConoHwrocT X0pPpUT apra

X9 MX5 5 aBua.doc

Vulnerabili |CVE-2012-0158 and CVE-2014-1761
ty Targeted

Tools Used |Cmstar and BBSRAT

Description |Weaponized Microsoft Word document found titled
‘Xowmpg ConmoHrocT X0pPpUTDT apr a
x5 MK 393 aBHa.doc” (North Korea sanctions).
Exploits for both CVE-2012-0158 and CVE-2014-1761 used,
dropping a separate, newer variant of Cmstar which
downloaded BBSRAT as its final payload. The decoy
document talks about a recent speech made by the South
Korean President regarding sanctions made against North

Korea.
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Xoig Conoxroct Xopur apra Xam33 asHa

MxeHsAH YBMUIAH 33BCTWIH X8TENDOPBEP XEBUSNAEX Hb IGBXEH MEXNES N XYPAACTAHA
xam33u  Omnes Conourocs epenxnitnerd Max Kok Xe magarawxas. Nax Kuiv Xe Xoig ConokrocsiH
CyynuitH eaeex xatranruii Tenee bHCY Mxenbanuir wwiTraxaa Oyx apraa xsparnana ragrwir OmHea
COoNOMrocsiH yHAICHWI accambneig Xancax yrangaa oMuoncou Daina.

TyyHUN3H BHrepCeH A0N00 XOHOMT X08p CONOHrothiH xamTapcas Kecort ax yingsspuie
yoryonbopur xaacaM ue MNxensAns 2CPar xopurtii 208xeH 3xnan rax Max Kuw Xe xanxaa. Kecou ax
YRAABIPUAH OPNOrEH HAN33A Xyauir MNxexbas LeMUlH 338CruAH xeTanbep, nyyXuHIWIAH TexHoNnor
XOrxyynaxaa awurnax bairaar Smuea Conowroc Magsancas om. Ax yilngsapuiis yoryonbopooc
Xoia Cononroc exrepces oxa 120 cas opunm am JoNNapeiH Opnoro oncoH rasa. Xapux Kecos ax
YRNABIPHIEH YoryonBopeIr HIFCHIIC Xomumx 12 xaurmitk xyrayaaus Xoia Conosroct 560 cas opyum
am_gonnapsis BanNaH MeHreHNi OPNOTo OPCOH ax. BHrepoen Xyrauaaxa x0ép ConowrocsiH yNC Tepuitk
38PUNSBC WANTTaanan &K yINABIPHIK Loryonbopwr X34 X334 yAaa xaax Dailcax om

Yyuuit 33paryaa Anos ync Xoia CONOKrocsiH 3Cpar xopuroo yanrarraag byt om. Anox He Xoilg
Conoxrocuid xener oHroyHyyAsir 6ooMT awnrnax Gonox 800 am_fonnapaac A33W MEHreH ryRsyynror
xopurnoxas. Xapux AHY-aH 3yrasc Xoig CONnoHrochiH 3CP3r WHK3 XOPHT TABKX XYYNb/l epesXsnerny
Bapax O6ama rapuH yoar sypaxsir xyn3ax 6airaa ax

SHA256 5c7e3cdedd286909154e9abeebabd06lalf0efaad9875fb50c9073el
e8bbcfaef

Date 2/19/2016

Filename S3urka Moumroannm opTcoop.doc

Vulnerabili |CVE-2012-0158 and CVE-2014-1761
ty Targeted

Tools Used |Cmstar and BBSRAT

Description |Weaponized Microsoft Word document found titled

‘B3urka Mourong ouprtcoorp’ (Zika
closer to Mongolia). Exploits for both CVE-2012-0158
and CVE-2014-1761 used, dropping a separate, newer
variant of Cmstar which downloaded BBSRAT as its final
payload. The translated Mongolian text found within the
decoy document discusses how the Zika virus has been
witnessed in both China and Russia, as well as other
countries across the globe.

3uxa Moxrong oiiprcoop

Ypruitn raur yycragar 3uxa supycus xangeap xepw OXY-a uar, Xatagaa xoép xyHa unpasg
Daiiha. [lomunukas yncag ampaag upCIK IMITTIArIIC 3uKa BUpyC nnapchaap OpocT aHxme
TOXMONAON DypPTraracan oM. Xapius XATafan IXHWIR XanABapTain XyH 34rapy IMHINrIIC rapmany
80P H3M XYHA 3vKa supyc un3pcad ax. Bewecyan yncan aAanaag wpcak 34 HacTail 3partan
LLUiHuit HIr3HA XANYYPY, TONFOM Hb BBACEH WHHY TIMArIZP IMHINIIT XAHACAH Hb JNKa BHPYC
Bonox He OHOWNOrAX33. TyyHWIAr HAHCH MYXWITH IMHINAIT XIBTIH IMUNYYN33A rapCHY Mapraaw
He ML15/ xoép aaxe Toxnongon unapcax ax. Ogooroop Xaragas 3uxa BUPYCLIH Xanasap ascau
X08p Aaxe XyHiil Tanaapx magaanan Halixryi Daiva.

3ypary 3uka BUPYCHIK XANABaP XIPXIH HyyX Masraap Tapxax Dairaar xapyyn«aa

3uxa supyc eHrepceH apasayraap capa Bpaaneg rapckaac xoiw Narus Amepur, Kapubeix
20 rapyw opoug Tapxax, 1.5 can xyx xangeap aecHaap [anxuiis 3pyyn mauawie Gairyynnara
oy baigan aapnacas Bunas 3uxa BUPYC He XMPIMCIH IMIITINAL XANABAPNACHAZD YPIVITH
TAPXUHLI XONKNMIAT 30rCO0XK, OYHL XOMCAONTON, XInKHr TapxXuTail Xyyxaa repaer om. Witm
XYYXAYYA HacaM TYpLiAaa acapraa, CyBuNraans ameapax waapanararain bongor. Konymb yncag
nraxag 4000 xupaMcIH IMIFTIRA 3UKa BUPYCHH XanNABap HNIPCHIIP YP XOHAYYNIX
30BWeSPNNIAr 3aCruity raspaacaa waappax HaiHa
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SHA256 0b0e6b40a63710b4f7e6d00d7a4a86e6db2df720fef48640ab6d9d8
8352a4890

Date 2/19/2016

Filename XarTapmgapnpg “3uxa” BUDPDYCHH XO0&D

oIaxXb TOXUOITOI UITHBpPUYD.doc

Vulnerabili |CVE-2012-0158 and CVE-2014-1761
ty Targeted

Tools Used |Cmstar and BBSRAT

Description |Weaponized Microsoft Word document found titled
‘XarTamang “3umurka” BUDPDYCHBHH X0 €D

L axb ToOXuONZON uiaspus>s’ (China
“7ika” viruses in two cases). Exploits for both CVE-
2012-0158 and CVE-2014-1761 used, dropping a separate,
newer variant of Cmstar which downloaded BBSRAT as its
final payload. The dropped decoy document contains a
press release dated on February 16“, 2016. The press
release discusses changes made to the coal industry in
inner Mongolia, The G-20 meeting in China, a five year
plan for economic and social development, and two cases
of the Zika virus.
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The Digital Quartermaster: Tool Overlap

MOHION YNCAAC EHXAY-[1 CYYTAA
IMYMH CAM[BIH AAM

X3IBM3NUAH TOUM

2016 oHm 2 nyraap DI
capbit 1641 enep xar

BME30 wyypcrmi canBapbin oopanenTuir xuiox Sansa

Cyyniin xamyyann Xatagune Hanin sacruim ocont Gyypd, wyyponsit canSapt
“XAXMP GBEN" MPCHTIA xONGOMRYyNan MO0 “wyypcao yxax Hyypc 3apans” Gafamur
GOPNHNK, KIMYY BOTOI WHHIXGH 3PranTan opyynax 3auma opoog Gadwa “Hyypous xap
HYHTTWIAP 153830 YC wnr esraTad Tymw Gonros yanaeapnax Gaima” xamaow “Wasexya”
KOPNOPALYNIH 133 eparoin 3axupan Wy Fenmue xancay GaRHA. IHI Hb QINXWAR XaMIws
AHXHE! CBA TOHHLIN XYNMH QAZANTad HYYPC WMrapyynax Texsepews ax 2015 owg 700
manran ™ Ty Gonceacpyyncam Gadsa  HyypoMaos WMMIIpYYNRCIH  TynW  fraprax
GRRrameiy A FAPrax, Myypowir ryd SONOBCHyynax Tochyya O8ep Mosrong aan xapae
Gonx, 13 TABAEH XIUNSH TENGENSMGeHN TEICTan] Hyypc CONCBCHYYNRaX YANIEspNan
ogoorwitk 30 xysmac 50 xyewa xypax wom Gafka lap yracksd canbor, usMmwis apam
XYMHIA TYN, OGHONONEIH Jasie Gon, . TOHOr XN YANABIPNIN He Dsap
MOHIONBLIK 3K 33CNWiM SCONTIWH  WMK3 yayynantyya Gonocop Gaidka 2015 owa
SME30-Ho OHAGD TEXHONOMMIM X YANRBIWIN SOBIT BHIEPOSM OMbl Ma yeac 23 5
XyBnap occom Gaitua Hyypoast yinaeapnan wi Seop Mowronuin ax yanasapnanwis 50
XYBI OMBe Hb 3300k Gafcan 00N 000 23 xyBWwir Janus GaitHa 13D Tasax xouein
ABUAR HYYPCHWR WANZBIPNINWAK 3anax xyBwidr Oyypyyns 15 xyBel Xyprax 30pwnT
Tasecad GaiMa Byxan GyTan CuCTeNISIM SOpMNenT XIWACHIOD “WYYDCHIGC Xapaar ax
YANAB3IPHAH CANGAPLIT XAMPANAAC rAPraxaap axannax om Sanxa

Parsmuns pubac 2016216
G20-wam yynsant Xaranan Sonwo

G20t opHyyabls 11 03X yasarniH 4300 TYBWSST YYNIanT 3u3 owe 9 ayrsap
capuin 45 oppyyasn BHXAY-bM  Measw mysos  Xausoy XOTHOO 30080
Ganryynargana  Yynaantihin GaNTIHN axnur xapiyucan Topiwin 300nomein nisyyw 5
Jeus yynaantes Gontranein TANaap CATTYYIMANAM SCyyNTad Xapuynt erces Gakua
Topaop "D yARAIMAK YYNIanThin 10N CaA50 we LMY CANBINNAX, MAMXTIA XaMT 480
YPArUMAaxX, XypPTIoMaTaR A3NXMAN et 38car Ton J0PMNro He A3MXHAN 0 3aCar
WIC OPHYYRLIN XOanNWAH WAAPANATE, TOMBOPTON XErsmMAr xasrax rax O Jvwsive
Aapra xancan® racos Ganwa G20-miu yyn3anT RaiK J0mis 39Car, ONOM YRICkM 2
IBCIWRN XAMTRM XNNArAANA Yyxan yypor ryigamranse 2008 owe 11 ayraop capa awx

The tools we observed being used in this attack campaign remained
consistent throughout the six months of data we were able to collect and
analyze. Yet, prior to the findings in this report, none of the tools used in this
campaign had been observed being used in conjunction with each other.

, Kaspersky theorized that NetTraveler may have had
connections to the Lurid/Enfal adversaries due to some similarities in
command and control infrastructure and targeting of minority groups in China,
but no strong evidence was discovered since then.
Lurid discovered by us in May 2015, with similar targeting as previously
observed as NetTraveler, but again, with no strong connections. isa
relatively new Trojan we had discovered and publicized in December 2015
and had attributed it to a campaign dubbed ‘Roaming Tiger’ by ESET in 2014,
which specifically appeared to target Russia and Russian speaking nation
state. None of these tools have been publicly observed in use together, in a
singular campaign, until now:

is a variant of
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e The initial dropper embedded in the weaponized document files were
obfuscated using a subtraction cipher previously used to obfuscate
strings in the NetTraveler malware family.

« A BIinDiff comparison of the newer Cmstar variant with a previously
reported on NetTraveler sample shows an 80% code similarity

e The first stage loader used in the attacks was Cmstar, or lightly
modified variants. Cmstar is closely related to Lurid which is associated
with the Enfal trojan

« The final payload for the newest weaponized documents retrieved was
BBSRAT, which was previously associated with an attack campaign
called “Roaming Tiger”, targeting Russia and other Russian speaking
nations speaking

The one commonality that does appear amongst these seemingly different
tools used by different operators is their geolocational nexus: China. In 2011,
TrendMicro strongly attributed Lurid/Enfal to operators based out of China,
although they stopped just short of claiming it. In Kaspersky’s 2013 report on
NetTraveler, another strong attribution was made to a China-based operator.
ESET’s “Roaming Tiger” reporting did not attribute the attack to any specific
nation-state, but examining the command and control infrastructure and
WHOIS data again suggested a China-based operator.

These facts begin to lead us to the following possible conclusions: the
previous attack campaigns associated with their specific tool were all actually
conducted by one, large, all encompassing operations unit. The previous
attack campaigns were conducted by separate, but related operations unit
with access to a common Digital Quartermaster for tools, or some
combination of either scenario.

Technical Analysis of Tools Used

All of the Microsoft Word documents leveraged in these attacks used the
CVE-2012-0158 and CVE-2014-1761 exploits. All of the exploit documents, in
addition to targeting the same organizations and relying upon the same
exploit techniques, ultimately dropped a version of the BBSRAT. A large
number of the encountered samples used a new version of the Cmstar
downloader to accomplish this, while some documents dropped and executed
BBSRAT directly. Upon successful exploitation, the exploit documents would
drop and execute a payload using one of the following techniques:

1. The exploit document drops and executes a file with a path
of % TEMP%\xpsfiltsvcs.tmp. This file contains an original Cmstar
downloader that was discussed in a .

2. The ‘MSOProtect.acl’, ‘offcin.log’, and ‘offcln.pip’ files are dropped in
the %APPDATA%\Microsoft\Office\ directory. The MSOProtect.acl file
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contains a new variant of the Cmstar malware family. The offcln.pip is a
DLL that is responsible for opening a legitimate Microsoft Word decoy
document. The offcIn.log file contains a command that will open this
decoy document. The offcln.log file is used by offcln.pip in order to
accomplish this.

3. The %APPDATA%\comctl32.dll file is dropped and subsequently
loaded. This file contains either a new instance of the Cmstar
downloader, or a copy of the BBSRAT malware family, which
was

New Cmstar Downloader

The majority of the spear-phishing attachments leveraged variants of

the ‘. Much of the
functionality remained consistent in the newest variants, which were compiled
in July and August of 2015. For reference, the original Cmstar downloader
malware samples were compiled in February 2015.

The new samples appear to have minimal changes made, and in fact a
number of the debugging statements mentioned in the original samples are
seen in a number of the newest variants. The obfuscated routine that is
responsible for downloading the payload has increased in size from 779 bytes
to 943 bytes. This increase in size is due to additional error controls put into
place. This routine is still encrypted using a single-byte XOR operation.

However, the newest Cmstar variants use a different routine to obfuscate
important strings within the binary. The following code, represented in Python,
accomplishes this:

j

KT o

1 def decode(data):

2

3 ¢=0

4 for din data:

5  out+=chr(ord(d) - c - 10)
6 c+=1

7

return out

Malware analysts may recognize this routine, as it’s identical to the one
witnessed in that were found to be
targeting an individual working for the Foreign Ministry of Uzbekistan in China.
As witnessed in the following diagram, the new Cmstar downloader’s
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obfuscation routine has a 100% code match to the NetTraveler downloader
previously encountered:

[ ] SecOndary

Figure

1 Code Overlap Between Cmstar and NetTraveler Downloaders

The following URLs were identified to be used by these Cmstar samples:

o http://thbaw.ofhloe[.Jcom/cgl-bin/conime.cgi

« http://dolimy.celeinkec[.Jcom/cgl-bin/upl.cgi

e http://question.eboregi[.]Jcom

« http://pplime.savecarrots[.Jcom/cgl-bin/upsd.cgi

o http://dolimy.celeinkec[.Jcom/bin/r0206/update.tmp

The majority of these URLS were not responsive at the time of analysis, with
the exception of the last one. This returned file is an encoded executable that
contains a dropper, which in turn loads BBSRAT.

BBSRAT

Much of BBSRAT’s functionality has remained consistent in the newest
variants. Like previous versions, the malware will build an Import Address
Table at runtime and uses the following mutex to ensure a single copy of
BBSRAT is running at a given time:

Global\\GlobalAcProtectMutex
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Additionally, the network structure, URL pattern, and other characteristics of
the malware remain consistent. BBSRAT will ensure persistence by setting
the following registry key:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\comctl32 —
rundll32.exe %APPDATA%\comctl32.dll, Enter

The largest modification has been the addition of four commands to the
command and control handler. These commands are still being researched
and full functionality of them has yet to be determined. We have identified the
following BBSRAT command and control servers:

e cocolco[.Jcom
o ofhloe[.Jcom
e housejjk[.Jcom

Infrastructure Analysis

Mapping out the first stage command and control infrastructure for the
analyzed Cmstar samples revealed an infrastructure that was most likely
deployed specifically for this attack campaign:
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Figure 2 Cmstar Command and Control Infrastructure

A single domain, question.erobegi[.Jcom, was found to be reused. This
domain had previous been identified as a first stage command and control

in when we initially discovered CMStar. However, the payload was
not identified at the time. The WHOIS data revealed heavy usage of resellers
by the adversary, likely as an evasion technique. Analyzing the historical
WHOIS data however, revealed one of the ‘clean’ personas used by the
adversary as a registrant ‘, was used to
register one of the command and control domains for CMStar, celeinkec[.Jcom
as well as one of the primary command and control domains for BBSRAT,
housejjk[.]Jcom, further supporting the links between CMStar, and BBSRAT.

The BBSRAT command and control infrastructure remained exactly the same
as previously reported in December 2015:

C/ a/ C/

pagbine.ofhloe.com cdaklle.housejjk.com Jjowwln.cocolco.com

\ =</

45.32.249.235 104.238.190.15 104.238.148.71

Figure 3 BBSRAT Command and Control Infrastructure

Unfortunately, we were unable to retrieve all of the final payloads from every
sample at the time of analysis. ©iOne interesting fact to note is the use of the
primary domain ofhloe[.Jcom; BBSRAT uses pagbine.ofhloe[.Jcom as a
primary command and control, while we also observed Cmstar
thbaw.ofhloe[.Jcom as a first stage command and control to likely retrieve
BBSRAT.

Conclusion

Unit 42 often speaks of sharing threat intelligence, tools, and procedures
amongst the security industry, often times pointing to the fact that the
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adversaries we are up against on an everyday basis are doing the exact
same. Still, as a community, when we do publicize adversary groups or
campaigns, there is a tendency to encapsulate each and place them in their
own isolated bubbles, directly contradicting the message of sharing amongst
the adversary. The reasoning behind this is not meant to be hypocritical — it is
simply more straightforward for identification and ingestion purposes to be
able to silo each group or campaign rather than come to the conclusion

that every group or campaign is somehow related due to the sharing nature of
the adversaries. We must acknowledge the fact however, that in general
many attacks are related, even if they do appear significantly different or do
not share the same TTPs as observed previously

The collection of data we have analyzed strongly points to the fact that a
Digital Quartermaster may exist amongst the adversary. The strong overlaps
within the tactics used in the toolsets as well as links in infrastructure indicate
it is likely that a singular entity is responsible for deployment and maintenance
of the tools used, in conjunction with a separate operator group responsible
for the actual execution of the cyber espionage operations.

Palo Alto Networks customers are protected through our next-generation
security platform:

o WildFire successfully detects BBSRAT, Cmstar, and the weaponized
documents as malicious

e AutoFocus identifies the tools used under
the and tags

« Traps actively detects and prevents exploitation of both CVE-2012-
0158 and CVE-2014-1761

e The C2 domains and files mentioned in this report are blocked through
Threat Prevention

Indicators of Compromise

Exploit Document SHA256 Hashes

5beb50d95¢c1e720143ca0004f5172chb8881d75f6¢c9f434ceaff59f34falfe378
10090692ff40758a08bd66f806e0f2c831b4b9742bbf3d19¢c250e778de638f57
44dbf05bc81d17542a656525772e0f0973b603704f213278036d8ffc999bb79a
91ffe6fab7b33ff47b184b59356408951176¢c670cad3afcde79aa8464374acd3
6f3d4fb64de9ae61776fd19a8eba3d1d828e7e26bb89ace00c7843a57c5f6e8a
e88eabeh642eaf832f8399d0337ba9ebh1563862ddee68c26a74409a7384b9bb
9
68f97bf3d03b1733944c25ff4933e4e03d973ccdd73d9528f4d68806b826735e
00ddae5bbc2ddf29954749519ecfb3978a68db6237ebea8e646a898c353053¢c
e
c2ebaf4366835e16f34cc7fOb56f8eaf80a9818375¢c98672bc678bb4107b4d8c
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aa86f4587423c2ff677aebae604614030f9f4d38280409501662ab4e4fe20c2a
fc21814a5f9ed2f6bef9e15b113d00f9291a6553c1e02ccO0b4c185¢c6030ecads
7e031a04e570cddda907d0b4b7af19ce60dc481394dfb3813796ce0e6d07930
5
0Ob0e6b40a63710b4f7e6d00d7a4a86e6db2df720fef48640ab6d9d88352a4890
5c7e3cded4d286909154e9a5ee5a5d061alf0efaa9875fb50c9073ele8bh6cfaef

BBSRAT SHA256 Hashes

567a5b54d6c¢153cdd2ddd2b084f1f66fc87587dd691cd2ba8e30d689328a67 3f
cd3b8e4f3a6379dc36fedf96041e292b4195d03f27221167bce7302678fb2540

BBSRAT C2 Servers

jowwlIn.cocolco[.Jcom
pagbine.ofhloe[.]Jcom
cdaklle.housejjk[.Jcom

Cmstar SHA256 Hashes

€c3253409cccee20caa7b77312eb89bdbe8920cdb44f3fabfe5e2eeb78023c1b8
3e2c0d60c7677d3ead690b1b6d4d7c5aaa2d218679634ac305ef3d75b5688e6
a
3a7348d546d85a179f9d52ff83b20004136ee584993c23a8bfe5¢c168c00fbaa9d
19ba40a7fa332b750c7d93385dd51bd08ee63f91cedb4ae5a93f9f33ech38c44
4e1d59042336¢3758e77c5c521f60ae262aad01bf7265581de54e869a02b65b
c

Cmstar C2 Servers

http://thbaw.ofhloe[.Jcom/cgl-bin/conime.cgi
http://dolimy.celeinkec[.Jcom/cgl-bin/upl.cgi
http://question.eboregi[.Jcom
http://pplime.savecarrots[.Jcom/cgl-bin/upsd.cgi
http://dolimy.celeinkec[.Jcom/bin/r0206/update.tmp

http://researchcenter.paloaltonetworks.com/2016/03/digital-quartermaster-scenario-demonstrated-
in-attacks-against-the-mongolian-government/
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