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NTEELT web RIEE ( W3R 3 ) FRIER 6 , LIRE 1 F0E 2 Fras , KUEiHE
el — N EAERS 10 Iﬁé&%ﬁtﬁ E’tﬁfﬂﬁﬂiﬁlﬂfﬁﬁéﬂ RRIREN. B 1 A%

EXPEIHEIEEUS . B 2 BRI T TGS T AYES.

GLOBAL ‘ USA UK CANADA GERMANY AUSTRALIA SINGAPORE

% Grade % Grade % Grade % Grade % Grade % Grade % Grade
Cloud Apps (Saas) 69% D+ 72% C- 69% D+ 67% D+ 71% C- 67% D+ 63% D
Cloud Infrastructure (laaS) 64% D 67% D+ 66% D 59& F 69% D+ 50% F 63% D
Datacenter / Physical Servers 77% C+ 80% B- 75% 79% C+ 81% B- 68% D+ 79% C+
Datacenter / Virtual Servers 76% C 79% C+ 74% 71% C- 83% B 72% C- 78% C+
Desktops (PCs) 78% C+ 81% B- 85% 68% D+ 69% D+ 80% B- 70% C-
Laptops / Notebooks 77% C+ 79% C+ 77% C+ 68% D+ 71% C- 88% B+ 73%
Mobile Devices 65% D 66% D 59% F 79% C+ 57% F 68% D+ 65%
Network Perimeter / DMZ 72% C- 77% C+ 73% 67% D+ 65% D 76% C 65%
Web Applications 80% B- 78% C+ 73% 68% D+ 59% 60% D- 63%
NetworkInfrastructure 73% C 86% B 82% B- 71% C- 67% D+ 64% D 71% C-

AVERAGE 73% (o ‘ 77% C+ ‘ 73% C 70% 69% 69% 69% D+

E 1 SEMEITGIESES

FINANCIAL  tgLecom RETAIL HEALTH  \IANUFACTING EDUCATION GOVERNMENT

SVS. CARE

% Grade % Grade % Grade % Grade % Grade % Grade % Grade
Cloud Apps (Saas) 72% C- 68% D+ 71% C- 64% D 63% D 52% F 57% F
Cloud Infrastructure (laaS) 67% D+ 72% C- 71% C- 64& D 63% D 38% F 46% F
Datacenter / Physical Servers 84% B 83% B 75% C 79% C+ 73% C 79% C+ 67% D+
Datacenter / Virtual Servers 79% C+ 78% C+ 83% 71% C- 78% C+ 68% D+ 67% D+
Desktops (PCs) 86% B 83% B 75% C 75% C 85% B 75% C 63% D
Laptops / Notebooks 84% B 80% B- 71% C- 79% C+ 81% B- 61% D- 67% D+
Mobile Devices 70% C- 72% C- 63% D 50% F 65% D 57% F 50% F
Network Perimeter / DMZ 77% C+ 77% C+ 67% 81% B- 68% D+ 67% D+ 77% C+
Web Applications 81% B- 75% C 79% C+ 73% C 70% C- 63% D 59% F
NetworkInfrastructure 93% A 81% B- 92% A- 81% B- 77% C+ 86% B 72% C-

AVERAGE 79%

Bl 2: F7/ kX Fie a8
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SINGAPORE GERMANY AUSTRALIA

% Grade % Grade % Grade % Grade % Grade % Grade % Grade
Measuring Effectiveness 81% B- 79% C+ 86% B 79% C+ 78% C+ 74% C 72% C-
Detecting Transient Devices 75% C 86% B 79% C+ 63% D 70% C- 72% C- 60% D-
Detecting Internal Threats 83% B 90% A- 87% B+ 76% C 72% C- 77% C+ 76% C
Board-level Understanding 77% C+ 82% B- 80% B- 70% C- 76% C 70% C- 68% D+
Conveying Risks to Board 83% B 89% B+ 86% B 82% B- 76% C 80% B- 72% C-
Board-level Commitment 76% C 79% C+ 77% C+ 77% C+ 76% C 70% C- 68% D+
AVERAGE 79% C

Bl 3: x2RRRE (&5E )

HEALTH FINANCIAL

TELECOM MANUFACT'ING EDUCATION CARE RETAIL SVS.

% Grade % Grade % Grade % Grade % Grade % Grade % Grade
Measuring Effectiveness 85% B 84% B 83% B 80% B- 81% B- 80% B- 67% D+
Detecting Transient Devices 84% B 86% B 77% C+ 76& C 61% D- 59% F 53% F
Detecting Internal Threats 83% B 84% B 84% B 80% B- 86% B 83% B 77% C+
Board-level Understanding 84% B 84% B 78% C+ 80% B- 71% C- 60% D- 55% F
Conveying Risks to Board 86% B 86% B 81% B- 76% C 79% C+ 83% B 76% C
Board-level Commitment 85% B 79% C+ 75% C 80% B- 71% C- 57% F 57% F

AVERAGE

4 ZR{RIGIRE (1T )
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o

CANADA SINGAPORE GERMANY AUSTRALIA
Risk Assessment 73% 77% 70% 73% 69% 69% 69%
Security Assurance 79% 83% 84% 74% 75% 74% 69%
Overall Score 76% 80% 77% 74% 72% 72% 69%
Overall Grade C B- C+ C C- C- D+

5: MBREFEERS (SEH)

i Q ke =F

FINANCIAL TELECOM & RETAIL MANUFACT’ING HEALTH CARE GOVERNMENT EDUCATION
SVS. TECHNOLOGY
Risk Assessment 79% 77% 75% 72% 72% 63% 65%
Security Assurance 84% 85% 79% 80% 75% 70% 64%
Overall Score 81% 81% 77% 76% 73% 66% 64%
Overall Grade B- B- C+ C C D D
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UNITED STATES

RISK ASSESSMENT
77% (#1 of 6)

SECURITY ASSURANCE
83% (#2 of 6)

2RED B-, BHRHAFKIER , KEXERIZIHEREXNEEWIFEXESE

]

1 PEESRRNESERSKKB)
2 TERARMESRESTHEXE®B)

3 R ReRENEHIEB)

AVERAGE SCORE 8B
80% (#1 of 6) 1 FXEHEIBIngERTEE (D)
AVERAGE GRADE 2 FXEMXI=ERIZE(aaS, PaaS)#H TiE (D+)
B- BUKBE RS =/ FBRE R (SaaS) s iRl (C-)
INEXZHENEPWERXCARENRIME TS0 |, AT , INEXNZH
" ENHERMEL S RBAIS O HBE=E.
CANADA i

RISK ASSESSMENT
70% (#3 of 6)

SECURITY ASSURANCE
84% (#1 of 6)

AVERAGE SCORE
77% (#2 of 6)

AVERAGE GRADE
C+ (B+in Canada)

1 el BRI R RN A-)

2 EEESARTISEREXEEB)

3 RUFIHGIGR ek (B)

85
NS ZEAHIRE(laaS, PaaS)HTiF(H4(F)
FUKEAERS R FEFE R (SaaS) B TITE(D +)
HXEBT DMZ [ (D+)

UNITED KINGDOM

RISK ASSESSMENT
73% (#3 of 6)

SECURITY ASSURANCE
74% (Tied #4 of 6)

AVERAGE SCORE
74% (#3 of 6)

AVERAGE GRADE
C (Third Class in UK)

XL ITHEMZ RIS |, RERZIHEREDELTHFKFE.

s

1 FRESEHHBTIHE (B)

2 FRXBRFHIT DMZ ¥4k (B-)

3 MHEESARIISERSXEEB-)

88

1 sRKEMERIREEE & TR

2 RNFIHEIGRR 89 aNiRE (D)

3 BRKEMX=EMIRE(aaS, PaaS)E{TiTH(D)
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SINGAPORE

RISK ASSESSMENT
69% (Tied #4 of 6)

SECURITY ASSURANCE
75% (#3 of 6)

AVERAGE SCORE
72% (Tied #4 of 6)

AVERAGE GRADE
C- (A2 in Singapore)
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7]
1 FBEEEPOIMIRIRSS STEXER(CH)

2 PR ORIREIRSS B TEXIBR(CH)
3 GERSRENERE (CH)

EEI

TR MRS =E AR E(1aaS, PaaS)#{TiF(H(D)

FUXBE RS = FERE F(SaaS) it TiFih(D)
BUXIBEERS =S FRFEF7(SaaS) it T (D)

RENZHEGHIIEEERRK. 829N BEFHE,

GERMANY

RISK ASSESSMENT
69% (Tied #4 of 6)

SECURITY ASSURANCE
74% (Tied #4 of 6)

AVERAGE SCORE
72% (Tied #4 of 6)

AVERAGE GRADE
C- (3 in Germany)

]

1 FEEPORIEIRSS sTEXB(B)
2 PR ORMIERIRSS RRTAIXIBL(B-)
3 MEESARTSERSEXEEB-)

55
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FUXIBE MRS Z = P Ny PR Rt A TR (F)
HXEH1T DMZ 145 (D)

N =

RAMTHZHETAERENEOZE THE | BRI ZHEXS X

/i
AUSTRALIA

RISK ASSESSMENT
69% (Tied #4 of 6)

SECURITY ASSURANCE
69% (#6 of 6)

AVERAGE SCORE
69% (#6 of 6)

AVERAGE GRADE
D+ (Band 3 in Australia)

THE IR 2 RGAYE OERNRIR.

s

1  HRRERPEXIEICAFBRFHITIFE (B+)
2 FiReXEYETHEH TIFEB-)

3 elSkERERIIMEERD (O

855

1 FXEMT=EMIZE(laaS, PaaS)HTiF&(F)
XU RS 2 2 Rt i RS R i (D-)

3 EUFEEHIER IR ENEED-)
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FINANCIAL SERVICES

RISK ASSESSMENT
79% (#1 of 7)

SECURITY ASSURANCE
84% (#2 of 7)

OVERALLSCORE
81% (Tied #1 of 7)

OVERALL GRADE
B-

®

TELECOM & TECH

RISK ASSESSMENT
77% (#2 of 7)

SECURITY ASSURANCE
85% (#1 of 7)

OVERALL SCORE
81% (Tied #1 of 7)

OVERALL GRADE

OVERALLSCORE
77% (#3 of 7)

OVERALL GRADE
C+

SRIIRSWAEIEBEN , #FERITHS—=.

SRR E L, (ERRERUEDHE | BRI T SRR L

2]

1 ETRSIFARSEMIRIEEG (A)

2 EEARERSRRTENG (B)

3 MRERENETAHTITEB)

55

1 BN = ERtiRE(aaS, PaaS)# T4 (D+)

2 FKSHXS=RFETE R (SaaS) B TIFE(C-)
B XSRENIRE B TS (C-)

nE

1 EEARNESSHRTHEXEEB)

2 EERARMESFSREN IT Z2%E (B)

3 WRERENERMBHTITE (B)

§8=

FUKEAEXS Z FEFEF(SaaS) BHTITFE(D +)
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B XSFEEIGE R TIFE(C-)
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TS | XA
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B-
RETAIL i
RISK ASSESSMENT 1
75% (#3 of 7) 2
SECURITY ASSURANCE 3
79% (#4 of 7) .

ETXPSIFAEMEEMIRIEAN (A-)
XSEFREPORIEIUIRSS S5 TS (B)

SISk B RERAIRILS RS (C)

PGSR EIEE I TIFE(D)
FXEFHTT DMZ k(D)
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MANUFACTURING

RISK ASSESSMENT
72% (Tied #4 of 7)

SECURITY ASSURANCE
80% (#3 of 7)

OVERALLSCORE
76% (#4 of 7)

OVERALL GRADE

REETRS SCADA ( BUERESIWIERS ) #1 ICS ( EEAMIEZEEL= ) A9
EFRMEEREREIEERTEN |, B2 |, #IEWAIZHERIS TRIRSIAEI T F

8.

7]
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55
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2 FRBEMXN=EMIRE(aaS, PaaS)#{TiEE(D)

FUXBE RS =R FERE F(SaaS) it/ TiFih(D)

HEALTH CARE

RISK ASSESSMENT
72% (Tied #4 of 7)

SECURITY ASSURANCE
75% (#5 of 7)

OVERALLSCORE
73% (#5 of 7)

OVERALL GRADE

GOVERNMENT

RISK ASSESSMENT
63% (#7 of 7)

SECURITY ASSURANCE
70% (#6 of 7)

OVERALLSCORE
66% (#6 of 7)

OVERALL GRADE
D

10
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85
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MRS ZEAHRE(laas, PaaS)#fTiF(H(D)

BEElE——"" DMZ X

MNEEAFEERRDAENREESEBINEEXZETXE. REMNRARMS
SLRRBIFRSHFIEFRIP A RAVEEE  BR | MERIRERR , BT 1T &£

LI AR ETHEIEEL S XBLRISEIFRZE 0.

s

1 BEEARMEESMEIREXEG(B)

2 EBEARMERSMERA T RXE(B)

3 NREREMNEMIEHTIEMHB-)

88

1 XSS R & TIFE(F)
MRS =B IRE(laaS, PaaS)#H{TIF(H(F)
XGRS = FERE 7 (SaaS) i Tk (F)

2016 Global Cybersecurity Assurance Report Card



@tenable@

network security

AxEES A M TINFES RER T EHE T . ErHh=RIKEF]
@ toNliEE R ahiRE P HEIGAIP R R RN EER A,
EDUCATION s
R ey p—
RISK ASSESSMENT 1 EJLMMJ‘W%EE&&B@ B TG (B)
65% (#6 of 7) 2 FREXIEUE ORI ERIRSS SSH TR (C+)
SECURITY ASSURANCE 3 MEEARMESESEERENGCH)
64% (#7 of 7)
OVERALL SCORE TR
64% (#70f 7) 1 SRS = 5Ll it (1aas, PaaS)#ET Al (F)
OVERALL GRADE 2 RGPS 2 R (SaaS) AT VR AR (F)
D 3 KA R (F)

S NNSNN Y e

| & & & & =
| & & & & =
b i A oW
b oW A A &
BN NN
b & @ @ W =
b & & @ 4 W 2
s B & 2w d d'dda m A a'sa &2 & &' & & m = Lo IT0T L. L. M s+ -+ 4+ 4 2 a4 m o om OEm o Em B B = &

b & & & & 4 4 4 8 & 8 8 4 s a8 &8 s & = o = 2 & a m 8 a2 a2 =& & @ 844 %4 & 88
N E E R E K R E I I T T T T R S T N I N e e N NN T EREEE L
B & 8 558585 844 s 8 B B & B s & =2 B & & & & F = & & & & & & a2 a4 s s ES: 2 2 4 2 2 a4 & & a4 & W m E & B B & = = &= I N NN RN RENN

) & B & A S 88 S S d 4 & 8 & & & & 8 8 a2 8 E N & & & & & & & & & 4 & & & & 4 & & & & & & 4 & & & &8 H N N & B & 4 & = % & &6 dddSsssESES



() tenable
NS

2/ network security

FROIRK

ATWZHEROSETH—LEER |, Tenable 88T ZIHERMNSIZIRELX
AR, SE—NEARE : "SEFAIXEHRELL | (RADIRITER L BHE S ISR
BENRIRF TIRRIRGFREIRASE ? " ZIERIEEUE 7 Fis.

Significantly more optimistic, 24%
Somewhat more optimistic, 38%
Significantly more pessimistic, 2%

Somewhat more pessimistic, 8%

About the same, 29%

7. S—LFEIELERT A BT HIEETHIEE,

LT LBk 72%d RIZIHEERIRF bR 7B EERRE , Bt , XEERELR
BRRIRR,

XS NERRRYEE — NP E R AT REELE T IT RETWATRSR
RIS RANEIRIIRAURTHHIT TERT | R . "pEN 1 5ES D, LAS5TA
i , NESHYIT S ARHEIGRIPLRETITS. " B5ERWNE 8 .

Overwhelming cyber threat environment
Low security awareness among employees
Shortage of qualified workers

Lack of budget

Lack of effective reporting

Lack of effective security products

3.00 310 320 330 340 350 360 370 3.80 3.90
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FiratbE.

Canada, 6% Australia, 5%

Singapore, 10%

United States, 54%
Germany, 12%

United Kingdom, 13%

9: FEHIERD

IT XL

504 (UZPEBPE=pZ_HNZHEERIHEERE  TEHSE—R. B10E
= F BRI ELE.

CISO / IT security executive, 23%

Other IT security role, 9% IT security director / manager, 44%
) (]

IT security analyst, 10%
IT security administrator / architect, 14%

10: ZLEAIRL
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IENR
504 (ZiHEREI=522— (38% ) kKERTAREY 10,000 ARIEIL,
11 B 7 ZhERERIAIRIEEL.

More than 25,000, 20% 10,000 - 25,000, 18%

5,000 - 9,999, 24%

1,000 - 4,999, 38%
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ZihERTETILEE.

30
27%
25
20
15%
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' 6% 6% 6% 5o 4% 4% 3% o
— .
1% 1% 1% 1% 1% 1% 0%
...““AA oo o
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