
[20161001] 

1、勒索软件 Bitter 服务器关闭，主密钥被删 

2、巴西黑客组织开发勒索软件变种在当地传播 

3、僵尸网络 Tofsee 活跃，借垃圾邮件活动传播 

4、研究人员在 D-Link 移动热点发现漏洞及后门 

5、印度海关部门因黑客入侵造成 5 亿卢比损失 

6、MH17 调查记者收到俄方威胁组织钓鱼邮件 

 

【安天 CERT】搜集整理（来源：softpedia、softpedia、softpedia、securityweek、indiatimes、

securityweek） 

 

 

 

[20161002] 

1、恶意脚本新手段：借用户交互对抗自动分析 

2、美国楼宇自控产品存漏洞，易受远程攻击 

3、思科安全设备内部测试接口引入关键漏洞 

4、美国食品药物管理局系统面临网络攻击风险 

5、Office 365 管理员账户被黑客在暗网出售 

6、苹果向美国执法部门共享 iMessage 元数据 

 

【安天 CERT】搜集整理（来源：softpedia、securityweek、securityweek、securityweek、

softpedia、softpedia） 

 

 

[20161003] 

1、Android 恶意软件 DressCode 可渗透企业内网 

2、海马助手为牟取广告利益增加更多恶意行为 

3、Cobalt Strike team 服务被曝远程代码执行漏洞 

4、研究人员发布利比亚天蝎网络间谍活动报告 

5、安全团队解析美国政府主导“爱因斯坦”计划 

6、莫斯科决定以本国软件替换掉全部微软软件 

 

【安天 CERT】搜集整理（来源： trendmicro、trendmicro、360、freebuf、 freebuf、

malwarebenchmark） 

 

 

[20161004] 

1、僵尸网络 Mirai 程序代码被作者公开 

2、攻击者使用被黑 Steam 帐户传播木马 

3、Rotten Tomato APT 组织仍在行动 

4、韩国军方网络指挥部被植入恶意代码 

5、OpenJPEG 被发现任意代码执行漏洞 

6、利用 DNS 流量数据可以辨识 Tor 用户 

http://news.softpedia.com/news/bitter-ransomware-operator-shuts-down-service-and-deletes-decryption-master-key-508796.shtml
http://news.softpedia.com/news/brazilian-hospitals-infected-with-ransomware-after-rdp-brute-force-attacks-508807.shtml
http://news.softpedia.com/news/tofsee-botnet-comes-back-to-life-with-massive-spam-floods-508802.shtml
http://www.securityweek.com/vulnerabilities-backdoors-found-d-link-mobile-hotspot
http://timesofindia.indiatimes.com/city/delhi/Customs-department-loses-Rs-50-crore-as-hackers-log-in/articleshow/54593025.cms
http://www.securityweek.com/russian-hackers-target-journalists-investigating-mh17-crash
http://news.softpedia.com/news/sneaky-javascript-waits-for-user-interaction-before-infecting-them-with-malware-508827.shtml
http://www.securityweek.com/building-automation-products-vulnerable-remote-attacks
http://www.securityweek.com/cisco-forgets-remove-testing-interface-security-appliance
http://www.securityweek.com/sensitive-fda-systems-risk-cyberattacks-audit
http://news.softpedia.com/news/office-365-administrator-accounts-go-on-sale-on-dark-web-portal-508841.shtml
http://news.softpedia.com/news/apple-shares-some-imessages-metadata-with-law-enforcement-508752.shtml
http://blog.trendmicro.com/trendlabs-security-intelligence/dresscode-potential-impact-enterprises/
http://blog.trendmicro.com/trendlabs-security-intelligence/helper-haima-malicious-behavior/
http://bobao.360.cn/news/detail/3605.html
http://www.freebuf.com/articles/network/115280.html
http://www.freebuf.com/articles/network/115408.html
http://mp.weixin.qq.com/s?__biz=MzI4ODA4MTcxMA==&mid=2649549838&idx=1&sn=3dfc79d9b70f58c4f8e24063af1fbd28
https://krebsonsecurity.com/2016/10/source-code-for-iot-botnet-mirai-released/
http://securityaffairs.co/wordpress/51824/malware/hacked-steam-accounts.html
http://www.freebuf.com/articles/system/115612.html
http://english.yonhapnews.co.kr/national/2016/10/01/82/0301000000AEN20161001001451315F.html
http://securityaffairs.co/wordpress/51860/hacking/jpeg-2000-zero-day.html
http://www.securityweek.com/dns-data-can-help-attackers-deanonymize-tor-users


 

【安天 CERT】搜集整理（来源：krebsonsecurity、securityaffairs、freebuf、yonhapnews、

securityaffairs、securityweek） 

 

[20161005] 

1、安全厂商发布勒索软件 Marsjoke 解密工具 

2、安全厂商发布 Mirai 僵尸网络调查分析报告 

3、研究人员发现针对巴西实时网络钓鱼攻击 

4、EMC 发布 VMAX 命令执行等关键漏洞补丁 

5、黑客论坛 w0rm.ws 被黑，EK 和数据库泄漏 

6、影子经纪人抱怨 NSA 泄露武器库乏人问津 

 

【安天CERT】搜集整理（来源：softpedia、malwaretech、magazine、securityweek、hackread、

sophos） 

 

 

[20161006] 

1、BadKernel 漏洞影响 1/16 安卓设备，涵盖主流品牌 

2、研究者发现胰岛素泵存在远程恶意指令控制漏洞 

3、苹果 iMessage 新版存泄露 IP 地址和设备信息漏洞 

4、研究人员发现三星移动安全方案 KNOX 绕过方法 

5、Dropbox 6800 万账号信息被安全研究人员泄漏 

6、Yahoo 被指允许美国政府暗中扫描用户邮件 

 

【安天 CERT】搜集整理（来源：softpedia、softpedia、softpedia、securityweek、securityaffairs、

securityaffairs） 

 

 

[20161007] 

1、勒索软件 Cerber 变种关闭数据库进程 

2、FastPos 木马借进程通信机制窃取数据 

3、伊朗 OilRig 组织升级工具扩大攻击范围 

4、NSA 承包商雇员涉嫌窃取国家机密被捕 

5、谷歌修复 Android 可被远程利用 DoS 漏洞 

6、电信诈骗新伎俩：伪造二维码交通罚单 

 

【安天 CERT】搜集整理（来源：securityaffairs、softpedia、paloaltonetworks、huanqiu、

securityweek、sina） 

 

 

[20161008] 

1、勒索软件 WildFire 出现变种 Hades Locker 

2、Mac 间谍软件可借助合法视频程序后台监控 

3、安全厂商发布世界僵尸网络分布城市调查表 

http://news.softpedia.com/news/marsjoke-ransomware-decrypted-users-can-recover-files-for-free-508916.shtml
https://www.malwaretech.com/2016/10/mapping-mirai-a-botnet-case-study.html
http://www.infosecurity-magazine.com/news/realtime-phishing-emerges-in-brazil/?
http://www.securityweek.com/emc-patches-critical-flaws-vmax-storage-products
https://www.hackread.com/hacking-forum-w0rm-ws-hacked-data-leaked/
https://nakedsecurity.sophos.com/2016/10/03/shadow-brokers-are-disappointed-about-lack-of-interest-in-nsa-tools-auction/
http://news.softpedia.com/news/badkernel-vulnerability-affects-one-in-16-android-smartphones-508963.shtml
http://news.softpedia.com/news/insulin-pump-security-flaws-could-be-used-to-set-off-hypoglycemic-reactions-508951.shtml
http://news.softpedia.com/news/apple-s-imessage-exposes-user-ip-address-and-device-details-to-spammers-508948.shtml
http://www.securityweek.com/researchers-leverage-rkp-module-bypass-samsung-knox
http://securityaffairs.co/wordpress/51908/data-breach/dropbox-data-breach-2.html
http://securityaffairs.co/wordpress/51923/intelligence/yahoo-surveillance-tool.html
http://securityaffairs.co/wordpress/51956/malware/new-cerber-ransomware.html
http://news.softpedia.com/news/fastpos-malware-abuses-windows-mailslots-to-steal-pos-data-509006.shtml
http://researchcenter.paloaltonetworks.com/2016/10/unit42-oilrig-malware-campaign-updates-toolset-and-expands-targets
http://world.huanqiu.com/hot/2016-10/9516574.html
http://www.securityweek.com/google-patches-dos-vulnerability-android
http://fj.sina.com.cn/news/2016-10-06/detail-ifxwrhpn9221326.shtml
http://www.bleepingcomputer.com/news/security/wildfire-rises-from-the-grave-as-the-rebranded-hades-locker/
http://securityaffairs.co/wordpress/51975/malware/mac-malware-camera.html
http://securityaffairs.co/wordpress/51968/reports/botnets-geography.html


4、X.Org 开发者修复本地远程 DoS 和提权等漏洞 

5、研究者称苹果削弱 Safari 隐私浏览模式安全性 

6、Yahoo 或因数据泄露事件损失收购价 10 亿美元 

 

【安天 CERT】搜集整理（来源：bleepingcomputer、securityaffairs、securityaffairs、

securityweek、softpedia、cnbeta） 

 

[20161009] 

1、安全厂商发布勒索软件 Cerber3 分析报告 

2、WMI 查询被滥用于检测环境和沙箱逃逸 

3、调查表明 RIG 仍为最流行漏洞利用工具包 

4、VMware 修复 Horizon View 目录遍历漏洞 

5、GE 监控系统发现远程非法访问提权漏洞 

6、美国指控俄政府为网络袭击“幕后黑手” 

 

【安天 CERT】搜集整理（来源：freebuf、fireeye、symantec、securityweek、securityweek、

secwk） 

 

[20161010] 

1、勒索软件又添新家族：Mamba 加密硬盘 MBR 

2、安全团队发布物联网恶意代码 mirai 分析报告 

3、DDoS 僵尸网络利用国产摄像头默认密码传播 

4、音乐服务平台 Spotify 向用户投放恶意广告 

5、思科修复 Nexus7000 系列交换机 RCE 关键漏洞 

6、美政府让 Yahoo 安装的扫描程序疑为黑客工具 

 

【安天 CERT】搜集整理（来源：anonhq、qq、secjia、ubergizmo、securityaffairs、techtimes） 

 

 

 

[20161011] 

1、安全厂商曝光针对意大利等国 APT 组织 StrongPity 

2、研究者发现对抗关闭进程行为的新型 JS 恶意软件 

3、攻击者利用 Windows 疑难解答平台安装恶意软件 

4、攻击者利用“飓风马修”主题邮件进行攻击活动 

5、Facebook 大规模垃圾邮件活动瞄准法国用户 

6、蜥蜴小队和 PoodleCorp 成员因涉嫌 DDoS 被逮捕 

 

【安天 CERT】搜集整理（来源：securelist、easyaq、softpedia、securityaffairs、softpedia、

softpedia） 

 

 

[20161012] 

http://www.securityweek.com/xorg-library-flaws-allow-privilege-escalation-dos-attacks
http://news.softpedia.com/news/apple-weakened-safari-s-private-browsing-in-ios-10-509034.shtml
http://www.cnbeta.com/articles/545813.htm
http://www.freebuf.com/articles/system/115754.html
https://www.fireeye.com/blog/threat-research/2016/10/increased_use_ofwmi.html
https://www.symantec.com/security_response/publications/monthlythreatreport.jsp?id=2016-09
http://www.securityweek.com/vmware-patches-directory-traversal-flaw-horizon-view
http://www.securityweek.com/ge-machine-monitoring-system-plagued-serious-flaw
http://news.secwk.com/Article/Newinfo?detail=471415671008227111
http://anonhq.com/mamba-ransomware-attacks-entire-hdd-not-just-files/
http://mp.weixin.qq.com/s?__biz=MzI4ODA4MTcxMA==&mid=2649549863&idx=1&sn=f8ccfb1f0c197cf8d357a3db6261f8fb
http://toutiao.secjia.com/xiongmai-technologies-dvr-root-password
http://www.ubergizmo.com/2016/10/spotify-free-tier-malicious-ads-to-users/?utm_source=mainrss
http://securityaffairs.co/wordpress/52045/hacking/cisco-nexus-flaws.html
http://www.techtimes.com/articles/181477/20161008/the-email-scanner-that-us-told-yahoo-to-install-was-not-a-simple-program-it-was-malware-that-resembled-a-hacking-tool.htm
https://securelist.com/blog/research/76147/on-the-strongpity-waterhole-attacks-targeting-italian-and-belgian-encryption-users/
http://www.easyaq.org/info/infoLink/1730538864.shtml
http://news.softpedia.com/news/crooks-abuse-windows-troubleshooting-platform-to-infect-users-with-malware-509099.shtml
http://securityaffairs.co/wordpress/52062/breaking-news/hurricane-matthew-attacks.html
http://news.softpedia.com/news/facebook-dm-spam-campaign-targets-french-users-with-eko-malware-509111.shtml
http://news.softpedia.com/news/alleged-lizard-squad-and-poodlecorp-members-arrested-509103.shtml


1、勒索软件 DXXD 以微软法律声明界面显示勒索信息 

2、研究人员发现微软 JEA 技术被攻击者用于提升权限 

3、国际原子能机构确认德国核电站遭破坏性网络攻击 

4、微软故障排除平台被攻击者用于传播后门 LatentBot 

5、英国内阁会议禁止佩戴苹果手表以防被黑客窃听 

6、土耳其屏蔽 Dropbox 等网盘和 GitHub 以防邮件泄露 

 

【安天 CERT】搜集整理（来源：softpedia、securityaffairs、securityaffairs、securityweek、

securityaffairs、softpedia） 

 

 

[20161013] 

1、攻击者仿冒安全厂商网页传播勒索软件 Petya 

2、证据表明银行木马 Odinaff 与 Carbanak 组织有关 

3、OffensiveWare 黑客工具在地下黑客论坛出售 

4、泄漏数据披露网站 Leakedsource 发生数据泄漏 

5、数据存储服务提供商 5800 万用户记录被窃 

6、攻击者利用在线游戏币融资进行网络犯罪活动 

 

【安天 CERT】搜集整理（来源：securelist、softpedia、softpedia、360、softpedia、trendmicro） 

 

[20161014] 

1、安天 AVL 团队发布手机蠕虫 Curiosity 报告 

2、勒索软件 Cerber 再度升级，4.0 版在线销售 

3、第一个用 Go 语言编写的勒索软件已被解密 

4、零售商店 Vera Bradley 遭 PoS 恶意软件感染 

5、微软 0day 漏洞被攻击者用于广告攻击活动 

6、恶意软件 Mirai 几乎感染了全球物联网设备 

 

【安天 CERT】搜集整理（来源：avlsec、softpedia、softpedia、softpedia、securityweek、

easyaq） 

 

 

[20161015] 

1、安全厂商发现 Python 编写的勒索软件 CryPy 

2、新 Linux 木马 NyaDrop 出现，威胁物联网领域 

3、包含富士康固件的安卓设备可能存在秘密后门 

4、广告软件 Youndoo 使用隐藏任务计划卷土重来 

5、BIND 存在漏洞可被攻击者利用发起 DoS 攻击 

6、Evony 游戏公司被黑，3300 万玩家记录泄露 

 

【安天 CERT】搜集整理（来源：securelist、softpedia、softpedia、softpedia、trendmicro、

securityaffairs） 

 

http://news.softpedia.com/news/dxxd-ransomware-shows-ransom-note-using-windows-legal-notice-screen-509149.shtml
http://securityaffairs.co/wordpress/52084/hacking/jea-profiles-abuses.html
http://securityaffairs.co/wordpress/52116/security/nuclear-plant-attack.html
http://www.securityweek.com/malware-abuses-windows-troubleshooting-platform-distribution
http://securityaffairs.co/wordpress/52107/breaking-news/apple-watches-ban.html
http://news.softpedia.com/news/turkey-blocks-dropbox-onedrive-google-drive-to-hide-recent-redhack-data-dump-509144.shtml
https://securelist.com/blog/incidents/76357/trust-me-i-have-a-pen/
http://news.softpedia.com/news/new-odinaff-trojan-targeting-banking-sector-linked-to-carbanak-gang-509192.shtml
http://news.softpedia.com/news/offensiveware-sold-on-hacking-forums-as-exploit-builder-and-next-gen-keylogger-509199.shtml
http://bobao.360.cn/news/detail/3636.html
http://news.softpedia.com/news/hacker-steals-58-million-user-records-from-data-storage-provider-509190.shtml
http://blog.trendmicro.com/trendlabs-security-intelligence/funding-cybercrime-the-hidden-side-of-online-gaming-currency-selling/
http://blog.avlsec.com/2016/10/3849/worm/
http://news.softpedia.com/news/new-cerber-ransomware-v4-0-sold-online-and-deployed-via-malvertising-campaigns-509234.shtml
http://news.softpedia.com/news/first-ever-ransomware-written-in-golang-is-a-dud-509236.shtml
http://news.softpedia.com/news/vera-bradley-retail-stores-expose-payment-card-data-after-pos-malware-infection-509237.shtml
http://www.securityweek.com/attackers-use-internet-explorer-zero-day-avoid-researchers
https://www.easyaq.com/newsdetail/id/1162661789.shtml
https://securelist.com/blog/research/76318/crypy-ransomware-behind-israeli-lines/
http://news.softpedia.com/news/a-new-linux-trojan-called-nyadrop-threatens-the-iot-landscape-509278.shtml
http://news.softpedia.com/news/backdoor-discovered-in-some-foxconn-made-android-smartphones-509271.shtml
http://news.softpedia.com/news/youndoo-adware-keeps-resurfacing-over-and-over-again-via-google-chrome-profile-509274.shtml
http://blog.trendmicro.com/trendlabs-security-intelligence/look-bind-vulnerability-cve-2016-2776/
http://securityaffairs.co/wordpress/52260/data-breach/evony-data-breach.html


 

[20161016] 

 

1、研究人员发布勒索软件 Locky 配置提取工具 

2、Ascesso 木马被用于学生贷款主题诈骗邮件 

3、研究人员发现 Zeus 木马通过 MSG 附件传播 

4、安卓应用泄露微软 Exchange 服务用户凭据 

5、安卓木马要求用户提交手持身份证自拍照 

6、Mirai IoT DDoS 木马已瞄准蜂窝网络设备 

 

【安天 CERT】搜集整理（来源：securityweek、symantec、securityweek、softpedia、softpedia、

softpedia） 

 

 

[20161017] 

 

1、猎豹移动发布 GhostPush 木马家族分析报告 

2、美中情局将对俄发动“前所未有”网络攻击 

3、安全专家称亚太地区在线金融威胁增加 

4、思科会议服务器漏洞允许假冒合法用户 

5、澳大利亚活动策划公司 Pont3 遭数据泄露 

6、黑客仿冒 Gmail 安全更新入侵 DNC 邮件系统 

 

【安天】搜集整理（来源：cmcm、hackernews、bizhub、securityaffairs、softpedia、buzzfeed） 

 

 

[20161018] 

1、勒索软件 Exotic 对桌面文件二次加密 

2、银行木马 TrickBot 与旧版本 Dyre 有关 

3、安全厂商发布第三季度威胁态势报告 

4、百度网盘遭到撞库攻击影响 50 万账户 

5、国外黑客发现国产摄像机存在 XXE 漏洞 

6、影子经济人放弃 NSA 武器库拍卖模式 

 

【安天】搜集整理（来源：bleepingcomputer、softpedia、proofpoint、sina、freebuf、softpedia） 

 

[20161019] 

1、安全厂商发布勒索软件 Cerber4 分析报告 

2、恶意代码利用隐写方式盗取信用卡信息 

3、日本氢同位素实验室人员遭到钓鱼攻击 

4、安全团队发布技术支持诈骗分析报告 

5、研究人员发现 VeraCrypt 多处关键漏洞 

6、安全团队揭露仿冒公检法手机诈骗过程 

http://www.securityweek.com/researchers-build-configuration-extractor-locky-ransomware
https://www.symantec.com/connect/blogs/beware-student-loan-forgiveness-scam-spam
http://www.securityweek.com/zeus-banking-trojan-distributed-msg-attachments
http://news.softpedia.com/news/android-app-leaks-microsoft-exchange-server-user-credentials-509307.shtml
http://news.softpedia.com/news/android-trojan-asks-victims-to-submit-a-selfie-holding-their-id-card-509303.shtml
http://news.softpedia.com/news/mirai-iot-ddos-trojan-now-targets-cellular-network-equipment-509310.shtml
http://www.cmcm.com/blog/en/security/2016-10-14/1031.html
http://hackernews.cc/archives/1174
http://bizhub.vn/tech/18667/online-financial-threats-increase-in-asia-pacific.html?
http://securityaffairs.co/wordpress/52241/hacking/cve-2016-6445-cisco.html
http://news.softpedia.com/news/event-organizer-suffers-data-breach-after-hacker-steals-event-mailing-lists-509281.shtml
https://www.buzzfeed.com/sheerafrenkel/russian-hackers-faked-gmail-password-form-to-invade-dnc-emai
http://www.bleepingcomputer.com/news/security/eviltwins-exotic-ransomware-targets-executable-files/
http://news.softpedia.com/news/trickbot-shows-strong-connection-to-old-dyre-banking-trojan-509344.shtml
https://www.proofpoint.com/us/quarterly-threat-summary
http://tech.sina.com.cn/i/2016-10-17/doc-ifxwviax9912324.shtml
http://www.freebuf.com/vuls/116613.html
http://news.softpedia.com/news/shadow-brokers-cancel-auction-of-supposed-nsa-hacking-tools-509346.shtml
http://www.freebuf.com/articles/system/116761.html
https://blog.sucuri.net/2016/10/magento-credit-card-swiper-exports-image.html
http://news.softpedia.com/news/hackers-steal-research-and-user-data-from-japanese-nuclear-research-lab-509380.shtml
https://www.malwarebytes.com/pdf/white-papers/AnatomyTechSupportScams.pdf
http://www.theregister.co.uk/2016/10/18/veracrypt_audit/
http://www.freebuf.com/articles/terminal/116908.html


 

【安天】搜集整理（来源：freebuf、sucuri、softpedia、malwarebytes、theregister、freebuf） 

 

 

[20161020] 

1、利用 Mirai 发动 DDoS 攻击在源码公开增加 

2、物联网新威胁：Hajime 蠕虫比 Mirai 更复杂 

3、APT 组织开发漏洞利用平台 DealersChoice 

4、央视揭露针对苹果手机远程锁定勒索手段 

5、研究者利用 WhatsApp 和 Gmail 解锁 iPhone6s 

6、研究人员发现利用硬件漏洞绕过 ASLR 方法 

 

【安天】搜集整理（来源：securityweek、easyaq、softpedia、qq、securityaffairs、securityweek） 

 

[20161021] 

1、安全厂商溯源 PHP 勒索软件 JapanLocker 作者 

2、安卓恶意应用采用“双实例”盗取 Twitter 密码 

3、僵尸网络程序利用黑名单机制提高传播效率 

4、开源 CMS Joomla 组件被发现 SQL 注入漏洞 

5、Ollydbg 插件 StrongOD 存在中间人攻击漏洞 

6、研究人员发现 Skype 通话期间击键可被窃听 

 

【安天】搜集整理（来源：fortinet、avast、paloaltonetworks、securityaffairs、theregister、

securityweek） 

 

 

 

[20161022] 

1、研究人员发现 VoIP 服务器被用于传播木马 

2、APT 组织 FruityArmor 用微软 0day 发动攻击 

3、研究人员称 TheMoon 僵尸网络仍然存活 

4、针对中国苹果用户的钓鱼行动再次启动 

5、Linux 内核被发现本地提权漏洞 Dirty Cow 

6、网站托管服务 Weebly 4300 万用户数据泄露 

 

【安天】搜集整理（来源：symantec、securelist、softpedia、fireeye、softpedia、thehackernews） 

 

 

 

[20161023] 

1、DNS 服务提供商遭 DDoS 攻击影响美国大量站点 

2、安全厂商发现无需 root 权限 Linux 木马后门 FakeFile 

3、研究人员称巴基斯坦政府成为网络间谍活动目标 

4、研究人员披露 Slack 漏洞，攻击者可接管用户账户 

http://www.securityweek.com/mirai-increasingly-used-ddos-attacks-after-source-leak
https://www.easyaq.com/newsdetail/id/364671781.shtml
http://news.softpedia.com/news/sofacy-apt-develops-new-flash-player-exploit-platform-called-dealerschoice-509413.shtml
http://mp.weixin.qq.com/s?__biz=MjM5OTk4MDE2MA==&mid=2655113086&idx=1&sn=e02bffa3afe150307e940cb4a7e35829
http://securityaffairs.co/wordpress/52432/hacking/unlocked-stolen-iphone-6s.html
http://www.securityweek.com/researchers-bypass-aslr-hardware-vulnerability
https://blog.fortinet.com/2016/10/19/japanlocker-an-excavation-to-its-indonesian-roots
https://blog.avast.com/malware-posing-as-dual-instance-app-steals-users-twitter-credentials
http://researchcenter.paloaltonetworks.com/2016/10/unit42-can-i-spam-from-here-an-unusually-clever-spambot-tests-blacklists/
http://securityaffairs.co/wordpress/52468/hacking/jja-k2-filter-search-joomla.html
http://www.theregister.co.uk/2016/10/20/ollydgb_vulnerability/
http://www.securityweek.com/skype-calls-expose-user-keystrokes-researchers
https://www.symantec.com/connect/blogs/attackers-use-discord-voip-chat-servers-host-nanocore-njrat-spyrat
https://securelist.com/blog/research/76396/windows-zero-day-exploit-used-in-targeted-attacks-by-fruityarmor-apt/
http://news.softpedia.com/news/themoon-botnet-still-alive-and-well-after-two-years-509500.shtml
https://www.fireeye.com/blog/threat-research/2016/10/rotten_apples_resur.html
http://news.softpedia.com/news/linux-kernel-zero-day-cve-2016-5195-patched-after-being-deployed-in-live-attacks-509494.shtml
http://thehackernews.com/2016/10/weebly-foursquare-data-breach.html
http://www.freebuf.com/news/117403.html
https://www.easyaq.com/newsdetail/id/670523674.shtml
http://news.softpedia.com/news/pakistan-government-officials-targeted-with-rats-in-cyber-espionage-campaign-509529.shtml
http://www.securityweek.com/slack-flaw-allowed-hackers-hijack-any-account


5、土耳其政府多名高级官员遭针对性恶意代码攻击 

6、Lexmark 修复其打印机管理产品的 RCE 关键漏洞 

 

【安天】搜集整理（来源：freebuf、easyaq、softpedia、securityweek、securityaffairs、

securityweek） 

 

 

 

 

[20161024] 

1、安天发布美国 DDoS 攻击事件分析报告 

2、黑客组织承认发动美国大规模 DDoS 攻击 

3、美国黑客为报复入侵俄罗斯外交部网站 

4、犯罪组织以默认密码攻击巴西家用路由 

5、NSA 前承包商被指控窃取政府 50TB 文件 

6、研究人员称 SHA3-256 算法可防量子攻击 

 

【安天】搜集整理（来源：antiy、360、securityaffairs、welivesecurity、zdnet、aqniu） 

 

 

[20161025] 

1、勒索软件首次进入最危险恶意软件 TOP3 

2、研究人员破解银行木马 Sphinx DGA 算法 

3、恶意软件 Hicurdismos 假冒微软蓝屏诈骗 

4、网上购物系统 Prestashop 被植入恶意代码 

5、已修补 BIND DNS 远程 DoS 漏洞仍有影响 

6、统计表明 iOS 应用比安卓应用更易泄露隐私 

 

【安天】搜集整理（来源：softpedia、softpedia、com[应为 itnews]、softpedia、securityweek、

softpedia） 

 

 

[20161026] 

1、研究人员发现利用安卓硬件漏洞的 Drammer 攻击 

2、勒索软件 Locky 新变种使用新的加密文件扩展名 

3、移动恶意软件 GM Bot 变种可绕过系统安全机制 

4、研究人员发现 OpenSSL 存在“红色警戒”DoS漏洞 

5、研究人员发现绕过 PayPal 双因子验证的简单方法 

6、研究人员发现利用语音邮件漏洞窃取激活码方法 

 

【安天】搜集整理（来源：softpedia、softpedia、scmagazine、360、softpedia、securityweek） 

 

 

 

http://securityaffairs.co/wordpress/52455/hacking/political-cyberattacks.html
http://www.securityweek.com/lexmark-patches-critical-flaw-printer-management-tool
http://www.antiy.com/response/Mirai/Mirai.html
http://bobao.360.cn/news/detail/3679.html
http://securityaffairs.co/wordpress/52591/hacktivism/the-jester-against-russia.html
http://www.welivesecurity.com/2016/10/21/cybercriminals-target-brazilian-routers-default-credentials/
http://www.zdnet.com/article/contractor-allegedly-steals-50-terabytes-of-nsa-data/
http://www.aqniu.com/news-views/20442.html
http://news.softpedia.com/news/ransomware-reaches-the-malware-top-3-for-the-first-time-509552.shtml
http://news.softpedia.com/news/cracking-of-sphinx-trojan-dga-opens-the-door-for-botnet-takedown-509545.shtml
http://www.itnews.com.au/news/microsoft-warns-of-malware-dressed-up-as-security-essentials-439928
http://news.softpedia.com/news/prestashop-malware-found-logging-admin-credentials-509548.shtml
http://www.securityweek.com/bind-flaw-patched-2013-affects-linux-distros
http://news.softpedia.com/news/ios-apps-leak-more-user-data-than-android-apps-509543.shtml
http://news.softpedia.com/news/rowhammer-attack-can-now-root-android-devices-509585.shtml
http://news.softpedia.com/news/locky-adds-support-for-a-new-s-t-extension-509588.shtml
http://www.scmagazine.com/revamped-gm-bot-mobile-banking-malware-spotted-in-wild/article/567843/
http://security.360.cn/News/news/id/100.html
http://news.softpedia.com/news/uk-researcher-finds-stupid-simple-method-to-bypass-paypal-2fa-509586.shtml
http://www.securityweek.com/researchers-leverage-voicemail-flaw-compromise-messaging-apps


[20161027] 

1、CNNVD 发布 IoT 漏洞引发网络攻击事件通报 

2、安全厂商发现巴西葡萄牙语提示的勒索软件 

3、Mac 版 VMware 漏洞，可用于绕过安全机制 

4、旧金山博物馆遭钓鱼邮件攻击泄露登录凭据 

5、叙利亚网络军对比利时媒体网站发起 DDoS 

6、新西兰公司 Endace 产品帮助 GCHQ 监视全球 

 

【安天】搜集整理（来源：cnnvd、securelist、securityweek、softpedia、softpedia、solidot） 

 

 

[20161028] 

1、APT 组织 Moonlight 瞄准中东和非洲国家 

2、日本成为 BLACKGEAR 间谍行动新目标 

3、攻击者滥用 LDAP 服务器放大 DDoS 攻击 

4、新加坡也被 IoT 设备僵尸网络 DDoS 攻击 

5、美国互联网瘫痪背后为 10 万物联网设备 

6、以色列手机司法取证公司所用固件泄露 

 

【安天】搜集整理（来源：softpedia、trendmicro、computerworld、softpedia、softpedia、

securityaffairs） 

 

 

[20161029] 

1、安卓勒索软件使用新手段实现开机启动 

2、匈牙利出现勒索软件 Locky 山寨版 Hucky 

3、研究者发现 AtomBombing 代码注入手段 

4、网银木马 CloudFanta 通过云存储应用传播 

5、乌克兰黑客组织泄露普京助手 2337 封邮件 

6、海豚捕杀季引发匿名者新一轮 DDoS 攻击 

 

【安天】搜集整理（来源：softpedia、softpedia、softpedia、securityaffairs、softpedia、softpedia） 

 

 

[20161030] 

1、Mirai 僵尸网络感染设备涉及 164 个国家 

2、实验型僵尸网络 Rex 开始引入 Mirai 组件 

3、安全厂商发布银行木马 Gootkit C2 分析 

4、通过搜索引擎访问恶意链接的数量上升 

5、iOS 漏洞被用于向 911 系统发动 DDoS 攻击 

6、澳大利亚红十字会 120 万捐血记录泄露 

 

【安天】搜集整理（来源：securityweek、softpedia、securelist、softpedia、softpedia、easyaq） 

 

http://www.cnnvd.org.cn/notice/show/id/7802
https://securelist.com/blog/research/76416/the-notification-ransomware-lands-in-brazil/
http://www.securityweek.com/vmware-flaws-allow-security-bypass-mac-os-x
http://news.softpedia.com/news/spear-phishing-incident-causes-havoc-at-san-francisco-exploratorium-museum-509625.shtml
http://news.softpedia.com/news/syrian-cyber-army-claim-ddos-attacks-on-belgian-media-509623.shtml
http://www.solidot.org/story?sid=50100
http://news.softpedia.com/news/moonlight-apt-uses-h-worm-backdoor-to-spy-on-middle-eastern-targets-509667.shtml
http://blog.trendmicro.com/trendlabs-security-intelligence/blackgear-espionage-campaign-evolves-adds-japan-target-list/
http://www.computerworld.com/article/3135727/security/attackers-abuse-exposed-ldap-servers-to-amplify-ddos-attacks.html
http://news.softpedia.com/news/singapore-telco-blames-recent-ddos-attacks-on-compromised-iot-devices-509673.shtml
http://news.softpedia.com/news/botnet-of-100-000-iot-devices-behind-dyn-ddos-attack-509687.shtml
http://securityaffairs.co/wordpress/52725/mobile-2/cellebrite-data-leak.html
http://news.softpedia.com/news/android-ransomware-gets-around-auto-start-restrictions-by-hiding-as-launcher-app-509716.shtml
http://news.softpedia.com/news/hungarian-developer-most-likely-behind-hucky-ransomware-509708.shtml
http://news.softpedia.com/news/malware-abuses-windows-atom-tables-for-novel-code-injection-technique-509721.shtml
http://securityaffairs.co/wordpress/52750/malware/cloudfanta-malware.html
http://news.softpedia.com/news/ukrainian-hackers-leak-sensitive-emails-from-kremlin-official-509740.shtml
http://news.softpedia.com/news/dolphin-killing-season-brings-new-waves-of-anonymous-ddos-attacks-509728.shtml
http://www.securityweek.com/mirai-botnet-infects-devices-164-countries
http://news.softpedia.com/news/the-super-dangerous-rex-botnet-has-only-around-150-bots-509768.shtml
https://securelist.com/blog/research/76433/inside-the-gootkit-cc-server/
http://news.softpedia.com/news/number-of-malicious-links-accessible-through-google-twitter-goes-up-509761.shtml
http://news.softpedia.com/news/bug-bounty-hunter-launches-accidental-ddos-on-911-systems-via-ios-bug-509738.shtml
https://www.easyaq.com/newsdetail/id/421507863.shtml


 

[20161031] 

1、意大利开发支持 IPv6 的新型 IoT 僵尸网络 

2、对美国 DNS 服务提供商 Dyn 攻击或为误伤 

3、安全团队发布商业木马盗神分析溯源报告 

4、新型勒索软件强迫用户填写在线调查表 

5、欧盟勒令 Facebook 停止使用 WhatsApp 数据 

6、前员工爆料：NSA 安全防范技术滞后 10 年 

 

【安天】搜集整理（来源：securityaffairs、freebuf、freebuf、vice、36kr、easyaq） 

附录： 

Mirai 未来、物联网、DDOS 相关主题[序号 发布日期 标题 URL]： 

01 20161024 安天发布美国 DDoS 攻击事件分析报告 

http://www.antiy.com/response/Mirai/Mirai.html 

 

 

02 20161027 CNNVD 发布 IoT 漏洞引发网络攻击事件通报 

http://www.cnnvd.org.cn/notice/show/id/7802 

 

 

03 20161004 僵尸网络 Mirai 程序代码被作者公开 

https://krebsonsecurity.com/2016/10/source-code-for-iot-botnet-mirai-released/ 

 

 

04 20161005 安全厂商发布 Mirai 僵尸网络调查分析报告 

https://www.malwaretech.com/2016/10/mapping-mirai-a-botnet-case-study.html 

 

 

05 20161010 安全团队发布物联网恶意代码 mirai 分析报告 

http://mp.weixin.qq.com/s?__biz=MzI4ODA4MTcxMA==&mid=2649549863&idx=1&sn=f8ccfb1f0c197cf8d357a3db6261f8fb 

 

06 20161010 DDoS 僵尸网络利用国产摄像头默认密码传播 

http://toutiao.secjia.com/xiongmai-technologies-dvr-root-password 

 

 

07 20161014 恶意软件 Mirai 几乎感染了全球物联网设备 

https://www.easyaq.com/newsdetail/id/1162661789.shtml 

 

 

08 20161016 Mirai IoT DDoS 木马已瞄准蜂窝网络设备 

http://news.softpedia.com/news/mirai-iot-ddos-trojan-now-targets-cellular-network-equipment-509310.shtml 

 

 

09 20161020 利用 Mirai 发动 DDoS 攻击在源码公开增加 

http://securityaffairs.co/wordpress/52845/malware/linuxirctelnet-malware.html
http://www.freebuf.com/news/117830.html
http://www.freebuf.com/news/117354.html
http://motherboard.vice.com/en_uk/read/new-annoying-ransomware-forces-victims-to-take-online-surveys?
https://36kr.com/p/5055391.html
https://www.easyaq.com/newsdetail/id/1730923708.shtml
http://www.antiy.com/response/Mirai/Mirai.html
http://www.cnnvd.org.cn/notice/show/id/7802
https://krebsonsecurity.com/2016/10/source-code-for-iot-botnet-mirai-released/
https://www.malwaretech.com/2016/10/mapping-mirai-a-botnet-case-study.html
http://toutiao.secjia.com/xiongmai-technologies-dvr-root-password
https://www.easyaq.com/newsdetail/id/1162661789.shtml
http://news.softpedia.com/news/mirai-iot-ddos-trojan-now-targets-cellular-network-equipment-509310.shtml


http://www.securityweek.com/mirai-increasingly-used-ddos-attacks-after-source-leak 

 

 

10 20161020 物联网新威胁：Hajime 蠕虫比 Mirai 更复杂 

https://www.easyaq.com/newsdetail/id/364671781.shtml 

 

 

11 20161023 DNS 服务提供商遭 DDoS 攻击影响美国大量站点 

http://www.freebuf.com/news/117403.html 

 

 

12 20161024 黑客组织承认发动美国大规模 DDoS 攻击 

http://bobao.360.cn/news/detail/3679.html 

 

 

13 20161028 新加坡也被 IoT 设备僵尸网络 DDoS 攻击 

http://news.softpedia.com/news/singapore-telco-blames-recent-ddos-attacks-on-compromised-iot-devices-509673.shtml 

 

 

14 20161028 美国互联网瘫痪背后为 10 万物联网设备 

http://news.softpedia.com/news/botnet-of-100-000-iot-devices-behind-dyn-ddos-attack-509687.shtml 

 

 

15 20161030 Mirai 僵尸网络感染设备涉及 164 个国家 

http://www.securityweek.com/mirai-botnet-infects-devices-164-countries 

 

 

16 20161030 实验型僵尸网络 Rex 开始引入 Mirai 组件 

http://news.softpedia.com/news/the-super-dangerous-rex-botnet-has-only-around-150-bots-509768.shtml 

 

 

17 20161031 意大利开发支持 IPv6 的新型 IoT 僵尸网络 

http://securityaffairs.co/wordpress/52845/malware/linuxirctelnet-malware.html 

 

 

18 20161031 对美国 DNS 服务提供商 Dyn 攻击或为误伤 

http://www.freebuf.com/news/117830.html 

 

 

19 20161015 新 Linux 木马 NyaDrop 出现，威胁物联网领域 

http://news.softpedia.com/news/a-new-linux-trojan-called-nyadrop-threatens-the-iot-landscape-509278.shtml 

 

 

20 20161018 国外黑客发现国产摄像机存在 XXE 漏洞 

http://www.securityweek.com/mirai-increasingly-used-ddos-attacks-after-source-leak
https://www.easyaq.com/newsdetail/id/364671781.shtml
http://www.freebuf.com/news/117403.html
http://bobao.360.cn/news/detail/3679.html
http://news.softpedia.com/news/singapore-telco-blames-recent-ddos-attacks-on-compromised-iot-devices-509673.shtml
http://news.softpedia.com/news/botnet-of-100-000-iot-devices-behind-dyn-ddos-attack-509687.shtml
http://www.securityweek.com/mirai-botnet-infects-devices-164-countries
http://news.softpedia.com/news/the-super-dangerous-rex-botnet-has-only-around-150-bots-509768.shtml
http://securityaffairs.co/wordpress/52845/malware/linuxirctelnet-malware.html
http://www.freebuf.com/news/117830.html
http://news.softpedia.com/news/a-new-linux-trojan-called-nyadrop-threatens-the-iot-landscape-509278.shtml


http://www.freebuf.com/vuls/116613.html 

 

 

21 20161024 犯罪组织以默认密码攻击巴西家用路由 

http://www.welivesecurity.com/2016/10/21/cybercriminals-target-brazilian-routers-default-credentials/ 

 

=================================== 
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