%23 BadKernel 521 13T 400 Ff Android AL MRS OS A L K Wi g5 R — Wik
2016-10-6 >Kii: http://www.trustlook.com/threat/badkernel/

BRAND MODEL ANDROID BROWSER

Acer Liquid Z330 5.1.1 Android Browser
Alcatel One Touch Fierce XL 511 Chrome
Alcatel One Touch Idol 3 (5.5) 6.0.1 Chrome
Alcatel Pop 3 (5) 5.1.1 Chromium WebView
Alcatel One Touch Pixi 3 (5) 51.1 Chrome
Alcatel One Touch Idol 3 (4.7) 5.0.2 Chrome
Alcatel One Touch Pop 2 (4.5) 4.4.4 Chrome
Alcatel One Touch Idol 3 (5.5) 51.1 Chrome
Alcatel One Touch Idol 3 (5.5) 5.0.2 Chromium WebView
Alcatel One Touch Pixi Eclipse 444 Chrome
Alcatel 4060A 51.1 Chrome
Alcatel 6055U 6.0.1 Chrome
Amazon Fire Phone None Silk

Asus ZenFone Selfie (ZD551KL) 5.0.2 Chromium WebView

Asus ZenFone 4 (A400CG) 442 Chrome

Asus ZenFone 2 Laser (ZE500KL) 5.0.2 Chromium WebView

Asus Nexus 7 5.1.1 Chromium WebView



BRAND

Asus

Asus

Asus

Blackview

BLU

BLU

BLU

BLU

BLU

BMobile

BQ

CASPER

Celkon

Cherry Mobile

Cherry Mobile

Cherry Mobile

Condor

Cubot

MODEL

Fonepad 7 (FE170CG)

ZenFone 2E

ZenFone 2 (ZE551ML)

BV5000

Studio 7.0 11

Studio C 5+5

Studio 6.0 HD

Studio X Plus

Studio XL

AX1050

Aquaris X5

VIAEL

Millennia Hero

Flare J1

Flare S4 lite

H120

PGN-508

P11

ANDROID

5.0

50.1

5.0

51

5.0

5.0

5.0.2

5.0.2

5.0

51

511

51

51

51

51

5.1

442

5.1

BROWSER

Chromium WebView

Chromium WebView

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chrome

Chromium WebView




BRAND

Cubot

DEXP

DIGICEL

DIGICEL

DOOGEE

E-Boda

Elephone

Elephone

Elephone

Gionee

Gionee

HTC

HTC

HTC

HTC

HTC

HTC

HTC

MODEL

X15

Ixion EL150

DL755

DL755

MT6735

Storm V520

P8000

P7000

MT6753

Elife S7

P2M

One (M8)

One

One (M9)

One (M9)

Desire 826

Desire 826

Desire 526

ANDROID

51

5.0

5.0

5.0

5.1

51

5.1

5.0

5.1

5.0

51

5.0.1

5.0.2

51

51

5.0.2

5.0.2

5.1

BROWSER

Chromium WebView

Chromium WebView

Chromium WebView

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chrome

Chromium WebView

Chrome

Chromium WebView

Chrome

Chromium WebView




BRAND

HTC

HTC

HTC

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

MODEL

Desire 526

Desire 526G+

EVO 3D

P8

Ascend P7

Ascend G8

Honor 4A

Honor Play 4C

Honor 6

P8 Lite

Honor 5X

Honor 7

Ascend Y560

P8 Lite

Ascend Mate 7

P8 Lite

GR3

P8

ANDROID

51

442

4.0.3

5.0.2

511

51

511

511

511

5.0.1

511

5.0.2

511

5.0.2

511

5.0

5.1

5.0.1

BROWSER

Chrome

Chrome

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chrome

Chromium WebView




BRAND

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

Huawei

i-Mobile

iBall

Infinix

Infinix

MODEL

Honor 4X

P8

Ascend G620S

Enjoy 5

Ascend Y560

Enjoy 5

Y6

Y538

Ascend G7

Ascend G7

Ascend Y560

GEM-701L

Ascend Y541

MediaPad M2

i-Style 810

Andi 5.5H Weber 4G

Zero 3 X552

Note 2 X600

ANDROID

511

5.0

4.4.4

51

442

51

511

511

511

51

511

5.0.1

442

511

5.0

5.1

5.1

5.1

BROWSER

Chromium WebView

Chromium WebView

Chrome

Android Browser

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Android Browser

Android Browser

Chromium WebView

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView




BRAND

Infinix

Infinix

Infinix

Infinix

Infinix

InnJoo

Intex

Intex

Intex

Intex

Intex

Intex

Intex

Intex

Intex

Intex

Intex

Itel

MODEL

Hot Note X551

Hot X507

Hot X507

Hot 2 X510

NOTE 2 LTE

Fire2 LTE

Aqua Trend

Agqua 4G+

Agua GenX

Aqua Power+

Aqua Turbo 4G

Cloud 4G Star

Aqua Power HD

Aqua Ace Mini

Cloud Swift

Cloud Power+

Aqua Wing

1t1508

ANDROID

51

5.0.2

5.0

51

5.1

51

5.1

5.0

5.1

5.0

51

5.0

51

51

51

5.0

5.1

5.1

BROWSER

Chromium WebView

Chromium WebView

Android Browser

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView




BRAND MODEL ANDROID BROWSER

Kyocera Event 4.04 Chrome
Lanix Ilium LT500 5.1 Chromium WebView
Lava Iris X1 Selfie 5.1 Chromium WebView
Lava Iris fuel50 5.0 Chromium WebView
Lava Iris Fuel F1 5.1 Chromium WebView
Lava Iris X8 L 5.1 Chromium WebView
Lava Pixel V2+ 5.1 Chromium WebView
Lava Iris Alfa L 5.0 Chromium WebView
Lava Iris Fuel F1 5.1 Chrome
Lava Iris X1 Grand 5.0 Chromium WebView
Lava Iris Alfa 5.0 Chromium WebView
Leagoo Elite 5 51 Chromium WebView
Leagoo Elite 5 51 Chrome
Lenovo K3 Note 5.0 Chromium WebView
Lenovo AB000 6.0.1 Chrome
Lenovo A7000 5.0 Chromium WebView
Lenovo ZUK 71 511 Chrome

Lenovo ldeaTab A2107 4.0.3 Chrome



BRAND MODEL ANDROID BROWSER

Lenovo A6000 444 Chrome
Lenovo S60 5.0.2 Chromium WebView
Lenovo AT7000 5.0 Chrome
Lenovo Vibe X2 5.0 Chromium WebView
Lenovo Tab 2 A7 442 Chrome
LeTV Le 1 Pro 5.0.2 Chromium WebView

Letv Le X507 5.0.2 Chromium WebView

LG Premier 511 LG Browser

LG Optimus 4X HD 4.0.3 Chrome

LG G3 6.0 LG Browser

LG G4 6.0 LG Browser

LG G Stylo 5.0.2 LG Browser

LG G Stylo 6.0 LG Browser

LG Volt 4.4.2 Chrome

LG G4s 511 LG Browser

LG Leon 511 LG Browser

LG Leon 6.0 LG Browser

LG G3 5.0 Chromium WebView



BRAND MODEL ANDROID BROWSER

LG G3 Stylus 5.0.2 Chromium WebView
LG G3 5.0.1 Chromium WebView
LG L90 6.0.1 Chrome

LG Treasure 511 LG Browser

LG G Flex 2 6.0.1 LG Browser

LG Rebel 511 LG Browser

LG Spirit 6.0 LG Browser

LG G Pad F 8.0 6.0 LG Browser

LG G4 51 LG Browser

LG GPadF 7.0 5.0.1 LG Browser

LG Leon 511 Chromium WebView
LG Leon 5.0.1 Chromium WebView
LG G3 5.0.2 Chromium WebView
LG Leon 5.0.1 LG Browser

LG Sunset 5.0.1 LG Browser

LG L90 5.0.2 Chromium WebView
LG G2 5.0.2 Chromium WebView

LG US550 5.0.2 Chrome



BRAND

LG

LG

LG

LG

LG

LG

LG

Lyf

Lyf

Lyf

Mediacom

Meizu

Meizu

Meizu

Micromax

Micromax

Micromax

Micromax

MODEL

Nexus 4

Power

G2

G3S

L20

Risio

Magna

LS-4001

LS-5007

LS-5502

M-MP1S2B3G

MX4

M1

M2 Note

E353 Canvas Mega

AQ5001 Canvas Juice 2

A067 Bolt

AQ4501 Canvas Al

ANDROID

4.4

50.1

6.0.1

5.0.2

442

511

5.0.1

51

511

511

442

5.0.1

5.0

51

51

5.0

442

5.1

BROWSER

Android Browser

LG Browser

Chrome

Chromium WebView

Chrome

Chromium WebView

Chrome

Chromium WebView

Chrome

Chrome

Chrome

Chrome

Chromium WebView

Chrome

Chromium WebView

Chromium WebView

Chrome

Chromium WebView



BRAND

Micromax

Micromax

Micromax

Micromax

Micromax

Micromax

Micromax

Micromax

Micromax

Micromax

Micromax

Micromax

Micromax

Micromax

Motorola

Motorola

Motorola

Motorola

MODEL

Q450 Sliver 5

Q450 Sliver 5

E481 Canvas 5

A106 Unite 2

A107 Canvas Fire 4

A99 Canvas Xpress

Q355 Canvas Play

Q340 Canvas Selfie 2

Q372 Unite 3

Q391 Canvas Doodle 4

E352 Canvas Nitro 3

Q491 Canvas Doodle 4

Q345 Canvas Selfie Lens

A120 Canvas 2 Colors

Moto E

Moto G

Moto G (2015)

Moto G (2015)

ANDROID

5.0.2

5.0.2

51

5.0

5.0

5.0

5.0

5.0

5.0

5.0

51

511

5.0

442

51

5.1

5.1.1

5.1.1

BROWSER

Chromium WebView

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chrome

Chromium WebView

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chrome




BRAND

Motorola

Motorola

Motorola

Motorola

Motorola

Motorola

Motorola

Motorola

Motorola

Movistar

MyPhone

MyPhone

MyPhone

Newman

Nextbook Ares

Nextbook Ares

NOA

OnePlus

MODEL

Moto E

Moto E (2015)

Moto E (2015)

Droid Mini

Moto X (2014)

Moto X

Droid Turbo

Moto E (2015)

Moto E

Go Mobile 984

Rio 2 Fun

MY 32

MY32L

N1

NXA8QC116

NXA116QC164

VIVO

One

ANDROID

5.0.2

511

6.0.1

4.4.4

5.1

51

5.1

51

5.1

51

5.0

51

51

51

5.0

5.0

5.1

6.0.1

BROWSER

Chromium WebView

Chromium WebView

Chrome

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chrome




BRAND MODEL ANDROID BROWSER

OnePlus One 511 Chrome

Oppo Joy Plus R1011 442 Chrome
Phicomm E653 511 Chromium WebView
Q-Mobile Titan X700 5.1 Chromium WebView
Q-Mobile Noir i6i 51 Chromium WebView
Q-Mobile Ling L15 5.0 Chromium WebView
Q-Mobile Noir i8 5.0 Chromium WebView

Rivo RHYTHM RX100 5.0 Chromium WebView
Samsung Galaxy Grand Prime VE 5.1.1 Samsung Internet
Samsung Galaxy J1 Ace 444 Chrome
Samsung Galaxy Grand Prime 5.0.2 Samsung Internet
Samsung Galaxy Core Prime 51.1 Samsung Internet
Samsung Galaxy Grand Prime 51.1 Samsung Internet
Samsung Galaxy Tab S 10.5 5.0.2 Samsung Internet
Samsung Galaxy A5 5.0.2 Samsung Internet
Samsung Galaxy E7 51.1 Samsung Internet
Samsung Galaxy J5 511 Samsung Internet

Samsung Galaxy Tab 4 10.0 5.0.2 Samsung Internet



BRAND

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

MODEL

Galaxy J2

Galaxy S5

Galaxy S4 Active

Galaxy Tab 4 8.0

Galaxy Tab 4 10.1

Galaxy A3

Galaxy Ace Il x

Galaxy Note 3

Galaxy Note 3

Galaxy Note 3 Neo

Galaxy A8

Galaxy J1 Ace

Galaxy J3

Galaxy A3 (2016)

Galaxy J7

Galaxy A3

Galaxy S5 Mini

Galaxy A5

ANDROID

511

6.0.1

511

511

5.0.2

5.0.2

4.0.4

5.0

5.0

511

511

511

511

511

511

5.0.2

5.1.1

5.0.2

BROWSER

Samsung Internet

Chrome

Chromium WebView

Samsung Internet

Samsung Internet

Chromium WebView

Chrome

Chromium WebView

Chrome

Samsung Internet

Samsung Internet

Samsung Internet

Samsung Internet

Samsung Internet

Samsung Internet

Samsung Internet

Samsung Internet

Samsung Internet




BRAND

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

MODEL

Galaxy S3 Neo

Galaxy Tab A 7.0

Galaxy Core 2

Galaxy Core Prime

Galaxy On7

Galaxy Win 2 Duos TV

Galaxy J1 Mini

Galaxy Grand 2

Galaxy Tab 4 Nook 10.1

Galaxy S Duos 2

Galaxy A5 (2016)

Galaxy Tab 4 7.0

Galaxy Ace 4

Galaxy J1

Galaxy Core Prime VE

Galaxy Tab 4 7.0

Galaxy S Duos 3-VE

Galaxy E5

ANDROID

511

511

442

4.4.4

511

5.0.2

511

442

5.0.2

511

511

442

4.4.4

4.4.4

511

5.11

444

5.0.2

BROWSER

Chromium WebView

Samsung Internet

Chrome

Chrome

Samsung Internet

Samsung Internet

Samsung Internet

Chrome

Samsung Internet

Chromium WebView

Samsung Internet

Chrome

Chrome

Chrome

Samsung Internet

Samsung Internet

Chrome

Samsung Internet



BRAND

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

MODEL

Galaxy A7

Galaxy Note 10.1 (2014)

Galaxy Express

Galaxy A5

Galaxy Young 2 Duos

Galaxy S5

Galaxy Note Pro

Galaxy E5

Galaxy A3

Galaxy S6

Galaxy Note Pro

Galaxy Mega 2

Galaxy Grand Prime

Galaxy S3 Neo

Galaxy J1 (2016)

Galaxy Tab Pro 12.2

Galaxy Note 5

Galaxy Tab A 8.0

ANDROID

4.4.4

511

404

4.4.4

442

5.0

511

511

511

5.0.2

5.0.2

511

4.4.4

5.0.2

511

5.11

6.0.1

5.0.2

BROWSER

Chrome

Samsung Internet

Chrome

Chrome

Chrome

Chromium WebView

Samsung Internet

Samsung Internet

Chromium WebView

Chromium WebView

Samsung Internet

Samsung Internet

Chrome

Chromium WebView

Samsung Internet

Samsung Internet

Chrome

Samsung Internet



BRAND

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

Samsung

MODEL

Galaxy S4 Mini

Galaxy Note 3

Galaxy Tab S 8.4

Galaxy Core Prime

Galaxy Note Edge

Galaxy S4 Advance

Galaxy S6 Edge

Galaxy Tab E 9.6

Galaxy Ace 4

Galaxy Xcover 3

Galaxy Tab A Plus 9.7

Galaxy Tab 3V 7.0

Galaxy S6 Edge

Galaxy Grand 2

Galaxy S 111

Galaxy S 11l

Galaxy S4

Galaxy Grand Prime

ANDROID

511

6.0.1

5.0.2

5.0.2

6.0.1

5.0.1

511

4.4.4

442

511

5.0.2

4.4.4

511

511

6.0.1

4.04

6.0.1

5.0.2

BROWSER

Chromium WebView

Chrome

Samsung Internet

Samsung Internet

Chrome

Chromium WebView

Opera Mobile

Chrome

Chrome

Samsung Internet

Samsung Internet

Chrome

Samsung Internet

Chromium WebView

Chrome

Chrome

Chrome

Chromium WebView



BRAND

Samsung

Samsung

Samsung

Samsung

Samsung

Smartfren

Sony

Sony

Sony

Sony

Sony

Sony

Sony

Sony

Sony

Sony

Sony

Sony

MODEL

Galaxy Ace 4 Neo

Galaxy S5

Galaxy S Duos

Galaxy Tab E 9.6

Galaxy Ace 3

Andromax Ec

Xperia Z1 Compact

Xperia T2 Ultra dual

Xperia M4 Aqua dual

Xperia M4 Aqua

Xperia L

Xperia C3 dual

Xperia lon

Xperia T

Xperia Z3

Xperia E1 dual

Xperia L

Xperia Z4 SO-03G

ANDROID

4.4.4

5.0

404

511

511

5.0.2

511

511

5.0

5.0

422

511

4.0.4

511

511

442

5.1.1

5.0.2

BROWSER

Chrome

Chrome

Chrome

Samsung Internet

Chromium WebView

Chrome

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chrome

Chromium WebView

Chrome

Chromium WebView

Chromium WebView

Chrome

Chromium WebView

Chromium WebView




BRAND MODEL ANDROID BROWSER

Sony Xperia Tablet Z2 SO-05F 5.0.2 Chrome
Sony Xperia Z3 5.0.2 Chromium WebView

Sony Xperia Z3 SO-01G 5.0.2 Chrome
Sony Xperia M4 Aqua 5.0 Chromium WebView
Spice Xlife M5+ 51 Chromium WebView
Starmobile Up Max 5.0 Chromium WebView
Symphony ZV PRO 51 Chromium WebView
Tecno C8 5.0.2 Chromium WebView
Tecno L5 51 Chromium WebView
Tecno J8 5.1 Chromium WebView
Tecno L3 5.0 Chromium WebView
Tecno J5 5.1 Chromium WebView
Tecno C5 5.0.2 Chromium WebView
TECNO DP7CPRO 5.1 Chromium WebView
THL T6S 5.0 Chromium WebView
THL T6C 5.1 Chromium WebView
Turbo-X o 5.1 Chromium WebView

Ulefone Be Touch 2 5.0 Chromium WebView



BRAND

Vivo

Vivo

Vivo

Vivo

Vivo

Vivo

Vodafone

Vodafone

Vodafone

Vodafone

Walton

Wiko

Wiko

Xiaomi

Xiaomi

Xiaomi

Xiaomi

Xiaomi

MODEL

Y31

Y51L

Y31L

V3

Y15

V3 Max

Smart 4 Turbo

Smart Ultra 6

Smart Prime 6

Smart First 6

Primo H4

Ridge

Ridge Fab

Mi 4

Redmi Note 2

Mi 3

Redmi Note 3

Redmi Note 3

ANDROID

51

5.0.2

511

511

442

511

4.4.4

511

511

442

51

5.0.2

5.0.2

511

5.0.2

444

5.0.2

6.0.1

BROWSER

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chrome

Chromium WebView

Chrome

Chromium WebView

Chromium WebView

Chrome

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

Chromium WebView

MIUI Browser

MIUI Browser

Chrome




BRAND MODEL ANDROID BROWSER

Xiaomi Redmi 1S 444 Chrome
Xiaomi Mi 4 6.0.1 Chrome
Xiaomi Redmi 2 444 Chrome
XOLO Black 5.0.2 Opera Mobile
Yu Yuphoria 511 Chrome
Yu Yuphoria 6.0.1 Chrome
ZTE Blade A460 511 Chrome
ZTE Blade L4 Pro 511 Chrome
ZTE Engage LT 4.0.4 Chrome
ZTE 7812 5.1 Chromium WebView
ZTE Maven 5.1 Chromium WebView
ZTE Kis 2 Max Plus 511 Chromium WebView
ZTE Citrine 511 Chromium WebView
ZTE Max Duo 511 Chromium WebView
ZTE N9518 5.1 Chromium WebView
ZTE N9518 5.1 Chrome
ZTE Allstar 5.1 Chromium WebView

ZTE N9132 5.1.1 Chrome



BRAND MODEL ANDROID

ZTE 7828 51.1
ZTE Zmax 2 51
ZTE V816W 4.4.2
ZTE Zmax 2 51
ZTE Blade V6 5.1
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BROWSER

Chromium WebView

Chromium WebView

Chrome

Chrome

Chrome
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