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SECURITY PERSPECTIVE OF PAKISTAN
Introgduction
1. The war on femor changed the security paradigm of Pakistan mors |
than any other country. Pakistan iz on the forefront of War on Terror in
which just across the berder, in Afghanistan, a coaliion of around 50
couniries is doing what Pakistan is doing alone.
2. Since last two decades, terronsm/ extrernism have emenged as new
feem of threat in the region especially for Pakistan, Despite acule resource
constraints particulardy availability of specialized egquipment’ technologies
wir ane fulfiling ow national commetment of undenaking secunty and law
enfercament oparations in our cwn land/ country.

3. Neverheless, Pakistan remains fully and whole heanedly commitied
o the campaign against termorism. The resiience of our pecple and their
will to succeed has been amply demonstrated in the successiul operations

Pakistan has paid tremendous cost in terms of human sacnfices and loss 1o
= economy.

4. For a comprehensive understanding of Pakistan's counber terrorism
afforts, it is important fo comprehend Pakistan's secunty paradigm.
Pakistan's gec-sirategic locaton, in a turbulent region which is driven with
conflicts and where interests of many global and regional powers coincide,
compounds s securty dilemmas 8% a state. As & consequanca. not only
wa face external threat, but alse complex internal challenges and threat
frem non-state actors.

5 Sequence is as flashed
Pakistan's geography and Jeo stralegic relevanca,
Pakistan's strategic paradigm.

Diynamics of FATA region,

Pakigtan's contributions in War on Terror WWOT),

o oo oo
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PEC Bill as on 17,09.2015
A Bill to make provisions for prevention of electronic crimes and matters related thereto.

1. Shost e, extent applcason and scommencanet. - (1) This Act may be called the Rrvention of Electroons Crames Act, 2003
(2 B exinds to the whade of Pakastan
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ncamanen e

(£) “attens 1o mlcomation vy ster sneurn pasang condel or shikly 1o wse sery pat oo whele of an nftemuben vy em whetlber or net Grough
nAmEng MY WOETY MesREe;

() " Austhonsty”™ soears the Palostan Tel Authorey blded under Palcastan Tl ® Act 1998
OV of 1596 ),

(#) “mahetuaton mews sehearsson by law of B pence expowened 1o make sach sathecisaton andee the law

Provided that whare o mfonmanon vy wem of da23 u 3vadable for open access by the general publc. access 1o o1 tresnmaan of asch
mfoemation rysiess ot data shall be Seamed to be suthoeced fix the purpones ofths Act

(f) “mhoreed cfcer” meas a0 ¢ Scer mhoised by Gw snemgatcn ageecy o perfiom sy Amcsca om bebud! o fthe mvmtigason agmcy
wvder th Aot

(0 “Code™ meses the Code of Crmeanal Frocodeze, 1598 (V o 1898)

(R) “conterst A" mesen fy trpresentabion of fact mvfocmution o cenonpt fee
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{\object\objemb{\*\objclass None} {\*\oleclsid \’ 7bAOSAO33D-1A75-
4AB6-A166-EAD02F547959\’ 7d}

FEFMFEEMI olecsid, KILAE Office B otkload. d11 ZHA:, ZAHAFAK
#i msver7l. d11 B, 0] WL RTF SCRYHT HF I 2 %k msver71. d11, T
msver7l. d11 SCHEASSCRE ASRL, Pt CLAI TR AN #00% 28 2 L A4 43 ROP k&eidt
ASRL&DEP . ¥l F FAH AR i °F

eax, dWord ptr [esi] ds:0023:7c:

MSVCR71!inittermt0x7 (7c:.

eax {kernel32!VirtualPro

MSVCR71!initterm+0x7 (7c341

Tc341dfa be pop esi
7c341dfb c3 ret
7c341cca 8b06 mov

t (76c62341)}
7c341cce 85c0 test eax, eax
Tc341lcce 74f1 je

0]
7c341cd0 ££dO call
7c341cd2 ebed jmp
7c341cel 83c604 add esi, 4
7c341ccd 3b74240c¢ cmp

esi, dWord ptr [esp+tOCh] ss:0023:01




7c341cec8 730a

7c341cca 8b06

7c341cce 85c0

7c34lcce 7411
0]

7c341cd0 ££d0

jae

mov

te

je

st

call

MSVCR71!inittermtOxla (7c34

eax, dWord ptr [esi] ds:002:

eax, eax

MSVCR71!initterm+0x7 (7c.

eax {09c908bc}

R 1 IRIRF AR B

THEHKZERM VirtualProtect pRiEseid DEP, #2235 k3L EHIACHD .

Shellcode #B43 HARTL AN T

09c908bc 49

09¢908bd 49

09c¢908be 49

09c908bf 49

09c908c0 49

09c908c1 49

09c908c2 49

09c908c3 49

09c908c4 49

09c908c5 49

09c908c6 49

dec

dec

dec

dec

dec

dec

dec

dec

dec

dec

dec

ecx

ecx

ecx

ecx

ecx

ecx

ecx

ecx

ecx

ecx

ecx




09c908c7 49 dec ecx

09c908c8 49 dec ecx
09c908c9 49 dec ecx
09c908ca 49 dec ecx
09c¢908ch 49 dec ecx
09c¢908cc 49 dec ecx
09¢908cd 49 dec ecx
09c¢908ce 49 dec ecx
09c908ct 49 dec ecx
09c908d0 49 dec ecx
09c908d1 49 dec ecx
09c908d2 49 dec ecx
09¢908d3 49 dec ecx
09c¢908d4 49 dec ecx
09c¢908d5 49 dec ecx
09¢908d6 49 dec ecx
09c908d7 49 dec ecx
09¢908d8 eblc jmp 09c908f6

09c908f6 e8e2ffffff call 09c¢908dd




09¢908dd 58 pop eax

09c908de €9cB8000000 jmp 09c909ab

09c909ab e833ffffff call 09c908e3

% 2 ShellCode fRFS K B

IR K —EB “dec ecx” ENTHRS, H o 8 2 MR IE S s TR A
&N BE ST . 1% shellcode [ EINFENFE $Norm™ 1. dat F1 Normal. domx
AN, “$Norm” 1. dat 2= AR, Normal. domx & —> VBE (44,
FriB B SUFE MR R E L NRA Office FIZEIETH, H HIRBRAAN Office
10. 0 & O0ffice 16.0,

Normal. domx $AT J& & BEMOHEE Y, BERIFFIEIT MicroS 1. exe.
jli.dlls msver71.dll, X =ANSCAFIE & B F G Fe 4 iR 7 O Bim AL A\ FE
¥

3.2.2 ZK LB H KRR

AR i P S B0 25 A B IR ER B A, RBIBGT & fe s 7 — B4
LIRS REE T 6. %7 63X RJE BT Ry 2016 4 4 H, (ARACEHER
WHEARE TR, SCHIWnZ BT 6 AT IR

SESER I EIRIAA S 6 TE. FireFox %221, A %% SWF. PDF
WA BeEAE, © CVE TR 3 s,

I B & b A

CVE-2010-0806 Internet Explorer
CVE-2010-3962 Internet Explorer
CVE-2006-0003 mdac 4 1

CVE-2009-2496 Microsoft Office




CVE-2010-3653 Adobe Shockwave Player
CVE-2010-0188 Adobe Reader
CVE-2008-2992 Adobe Reader
CVE-2009-0927 Adobe Reader
CVE-2009-4324 Adobe Reader
CVE-2007-5659 Adobe Reader

#£ 3 B4 CVE IR

HAN, B EEHRIREEE ST AOL 9. 5 FRIIRR A A H pR %y 4 58 Xl
“IE ODay” , 15 BHZZH 23%] 3 B 15 28 i FH P Bt A o I

7o, AOL 9.5 - ActiveX Exploit (Heap Spray)

o AOL 9.5 Phobos. Playlist ‘Import()’ B#EHFEAEKRZFXEYH, FHIE
Script HFEHATEE R,

/A bt [ W TLE AT A AT, exploit-db  AFFEFIE] 2010-01-20

BE https://www. exploit—db. com/exploits/11204/

% 4 IE_ODay JRiH

JRIAFH AT Shellcode &t FEFE) PEB Z5H kR & EH B ZE 1)
D11, ZKIMEERSLE D11 P &4 H O BRI KA.

seg000:00000000 Xor eax, eax

seg000:00000002 mov eax, fs:[eax+30h] ; PEB




seg000:00000006

seg000:00000008

seg000:0000000B

seg000:0000000E

seg000:0000000F

seg000:00000012

seg000:00000014 ;

js

mov

mov

lodsd

mov

Jjmp

short loc 14

eax, [eax+0Ch]

esi, [eax+1Ch]

ebx, [eax+8]

short loc 1D

: Dl1List

: D11List[7]

: D11List[2] kernel32.dl11

% 5 ShellCode fURD B Bt

i A B R B 2 O BT IA RN, Mo BEAT 5 SRR EAT N

3.3 a1

3.3.1 ThRe T

MRS BOY EZH R, Hrp

\4

LERIRHAT . FEEEEEIRE

\4

\4

“FiATE)” MBGEEMEH T = Ea s T, =8 T Y

Yy HAR T g L B4

LIz fE C&C kS5 aiB S sl an &, H& SR, SO B T8

WEEHSNERG )RS, WM. RS SEARARER, JHneE
EAE;

SR RIS (LB
txt” ), IFEIEEER 51 30 JE e A%

“pdf. doc. docx. ppt. pptxs



v REREXT U S ROAE I EAT M A, X U A B SR SO BEAT G

HALL “MicroS 1. exe. jli.dll. msver7l.d11” =0 Nm0mE N
BFRETTCRAE RNk s [ AN HE, RAIOTAFRER.

MCHTTP 3845 PSRRI B, 53— o FE 4z i TR M2 1% e
TR BURA,  HXS SRR BRI AL REAEAT 2047 i R L I L 4 A I Eh R ) 5L
PHEERIRE -

3311 RWFERNFAR

FEARDHTIS RIL, FEAAA T QueryPerformanceFrequency Fil
QueryPerformanceCounter i RGBT R KRG iz/T K, PAUHRX 40K
SERGHEM RS, M SCIGEL LA, wT WIS A T SR VbR
T+ A .

¥
W v B3
push offset Frequency ; lpFrequency
call ds :QueryPerformanceFrequency
mov byte 408078, al
nov byte_ 408079, 1
P
[
loc_40330A:
cmp byte 408078, 0
jnz short loc_403319
v v
e [ R
r eax, eax
r edx, edx | (loc_483319:
ave lea eax, [ebp+PerformanceCount]
tn push eax ; lpPerformanceCount
call ds:QueryPerformanceCounter
nov eax, dword ptr [ebp+PerformanceCount]
mnn edy  dunvd nty lFehn+Porformancelonnt+il

B 15 Sad il

3.3.1.2 FRIRZNR Ky F R BoR

TEXT R AL A AT QIR , B H BRI . 2 A A @S
SetWindowsHook & BTG #HFEH, A5 inline Hook W HJZE
ntdl1!ZWQueryDiectoryFile BREL, 1ZREUE R Gt H T & J SCAF H IR
. K164 jmp BEFEEIM) Hook pREL, Jo-FirHask, SRR


http://aptno1.com/admin/write_log.php#_ftn8
http://www.aptno1.com/content/uploadfile/201608/23ce1470657331.jpg

ZWQueryDiectoryFile pREORIRINAR G SR [ Kcdfs, e PR AT 3R 1] (1 45 R A
PEREAT AH LR AL 2

2056795E 55 ebp

2056795F 8BEC bp,esp

20567961 83C4 F8 sp,

20567964 FF75 38 dword ptr ss:[ebp+8x38]
20567967 FF75 2C dword ptr ss:[ebp+0x2C]
2056796A FF75 28 duword ptr :[ebp+8x28]
2056796D FF75 24 dword ptr ss:[ebp+8x24]
20567978 FF75 28 dword ptr ss:[ebp+8x28]
208567973 FF75 1C dword ptr ss:[ebp+8x1C]
20567976 FF75 18 dword ptr :[ebp+Bx18]
20567979 FF75 14 dword ptr ss:[ebp+Bx14]
2856797C FF75 18 dword ptr ss:[ebp+8x10]
2056797F FF75 8C dword ptr ss:[ebp+8xC]
20567982 FF75 08 dword ptr ss:[ebp+0x8]
20567985 FF15 7C965620 |call

20567988 8945 FC mov duword ptr ss:[ebp-8x4],eax
2056798E 60 pushad

2056798F 0BCoH or eax,eax

20567991|, OF85 BAGHOOOO 20567A51

20567997 833D 94975620 |cmp

2056799E 6F84 ADBOOBOOO m 20567A51

205679A4 837D 1C @9 cmp dword ptr ss:[ebp+Bx1C],|
205679A8 OF84 A3000000 20567A51

285679AE 8B7D 1C mov edi,dword

& 16 Hook Bh¥% f5 HIATAUG

JE BRI AL B, Hook bR ALz 3o J bR K )ik [Pl 45 R 3t AT i g, A
BEHARE MSCAFARR, A0 RAFAE W MG [ 45 SR B A iz AR5 R

XFEY “IRATEM” XM explorer. exe IEFEAET M H F (FlanIris
SERLUABNID B, BICIEEE BRSO, I8 BIA IR S BE X ST AT
Reomir B B, 38 50 by (AR A5 XS i 30X — = fE AT N AR B 1

3.3.2 2T PowerShell FEERE

Wb & 8 F PowerShell JIAHS & FEF SE8 Agent ACE SR, FIIF Web R 55
G2 Agent TEARFPHINA BN EREIE . R B R4 Agent
R B2 Rou(E BAE . BFFR. B, BuERE2ETheE, W ARIAH
A4 -


http://www.aptno1.com/content/uploadfile/201608/3a741470657366.jpg

PR 1

connection % #45 & URL
copy_NOT_for use AHI X EE
Get—Keystrokes KB AT TR
Get-TimedScreenshot JE| 21 18] % & B 2 1
info REE 2 R
screenshort TS R B e
screenshot B PR A7 2 A
service SRIUIT A BRI IR ST
start WA
systeminfo KA GME R

#£6 HEULH
I 3.4 C&C 4#t

MBATEZR B REA RS, “F0T3” =4 C&C AR5 45— HLnl Xy
it 8 ANttt BN R RS, B INE B MNGEMHEA1E R
BEAT A BT

M BRI B IR, T35 A7 Bk HLAt 13 AR 5525 R TBCEL i i £
f . DAYIFESRTRA AR B B R A R 86 AR EL AT 2T



4 TTPs 73 #fy

TTPs (Tactics, Techniques and Procedures) , s&3830d73 FH 215k
Ay FEARFZIRL O T, AT “FUATEN” W L B0—LAH A5 BIL AW R

R L& & Ll AL
FTEREFEHF MR, FERK. SARER

ERAEES DlEESEyE, FEH., £EH., £EH., BHfF

REE R R NN

ROV BRRMAR, Bt RAA, FEERRHAK. BFER. #EE/
Wi F % 1 XK H B ->VBS B A>3 5> 18 B 4 Bl

W& H 5B 5 AR

IR R R A L A # s Office £ 7|87 CVE-2015-1641 JEiF & £

% | CVE-2012-0507. CVE-2013-0640 23| % % J& F

AT A Y EF B E R FZNRIFFEAIE: AVAST. NIS 4. Mcafee. AVG. Bi
EREE KM ELEE, HERAGERAMAENEHREER LA

R BZRE ] FHACEE, EH S ERRREER GCREE, LEXHEH IS
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TR C&C E=H AR FE L BREATEN, RAWE. XFEZER. EH#

&y M FBAR TP I B SR L F & R AT, KEEREELXEW

®7  CFWTH” BR

APATEN KB TTPs, AAT B REIEIL A 17 RHEAT ) ZE i ] -
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1. e Bbr, HHEENANGEE. “FUWATIN” £0H0 E AR £ 252 E A
H, PEEEZROEWIG . EHEBER IS E RN, BahEmd iz g
B%. Facebook S5 W45, SRS H W H FHBF UL AN ANA5 B, 7EJ5 2K
Fasz N, b W23 NI SOR B 4 T ISFE AN A B

2. ¥ C&C Mds#s. Wi BBt 17 =4 C&C k5548, %I FEnT RE
500 1 RSP T, BREERBL, ZALUH C&C RS 25 2 M A A B OCEE, thin
T 1 C&C ARS8 M FE 2 i) T2 MBEVS B C&C MRS 2% R E . R, X
b C&C R4S AR M BEACR H T AR AR B E, 3T T RGN SCFRFE %
R BRI, IREAREEE S, WX O & R A
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3. REGA. Fx HRERNRFEMATR]ME, BEPEHITRD 0R
TAE. FEARRIRESIFEFR AT, BHHEFIAH T Powershel 1+VMware ##F
HAML A a R mAeE, R R IEHF. BRERNEEE BR, Hp—
WHISTAERTE 2016 45 H 2 HA 3 HibATI0. b4, BhEEsiiE 7243
WAHESIRIE (SRR , SEESEEA 2016 454 H 18 H, #iC
=i TR .

4. BORORIE. Bl O G A SR A R R () RTF SCReh,
Do2Berl Word SCHS, ST ORI /7 SR IRA T HN, VEABSE filr. A
At — A FUSEHG Vord SCRY, RARFEH . Jesh, MR A RIA
PN B TR, KBk

5. INEBLEEE. 2HEHFIRIRARL 5, RS RBURIE T3
P SR RAIRESS, JRINEATEA. enc UK [FIF] C&C MRS 85 InfEE T A
FEIEA zip FEA LH, M2MEE B WS NAA LA,

6. KM AUATEh P U S KRIWER 2 FE AL, R
FI DTS BRI B AR BRSO, (R AR 7 EER AT O . R
FEAEA TR, HASSCHE R, SRR R ks, s, U
MR RER, LG OCH v . BhAh, Bl SoiRE W32 & E 3R AR 1
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M Hridhe, 25 7 EAT—FIZHHRITE S WAL . DR R4
C&C Ms5 s, FEI S —MREAR, 25— C&C RS54, BRERIIIE—K, A
MR 1) T RO 28, BAEME I E AR R . A TR CeC IR 55 4%
ey BHTE, &aaPEEG RIBGEE R RAR TP, 5@ A 2 A B I [
e KAVE . X REA RNV, RERSUETH “ANS N7 1R
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