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An inspector panel houses our per-

sample sequence view

Filter panels on the left allow for
filtering based on high-level
behaviors present in the corpus

A projection of our similarity
matrix onto a 2-dimensional gnd.
Color provides additional

similarity information.
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Example Semantic Subsequence Extraction from Sample of Variant Type “menti-gtmr”

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

C/WINDOWS, WinSxS/x86_Microsoft. Windows. GdiPlus

C:/WINDOWS/WinSx5/x86_Microsoft.Windows.GdiPlus_6595b64 144ccfldf_1.0.2600.5512_x-ww_dfb54e0c/GdiPlus.dil
C:/WINDOWS/WinSx5/x86_Microsoft.Windows.GdiPlus_6595b64144ccf1df_1.0.2600.5512_x-ww_dfb54e0c/GdiPlus.dll
6595064 144 cf df
C:/WINDOWS/WinSx5/x86_Microsoft.Windows.GdiPlus_6595b64144ccf1df_1.0.2600.5512_x-ww_dfb54e0c/GdiPlus.dll
C:/WINDOWS/WinSx5/x86_Microsoft.Windows.GdiPlus_6595b64144ccf1df_1.0.2600.5512_x-ww_dfb54e0c/GdiPlus.dil
C:/WINDOWS/WinSx5/x86_Microsoft. Windows.GdiPlus_6595b64144ccf1df 1.0.2600.5512_x-ww_dfb54e0c/GdiPlus.dil

1.0.2600.5512_x-ww_dfbS54e0c/GdiPlus.di

RegQuerykey HKLM/SOFTWARE,Microsoft/Windows-NT/CurrentVersion/Faonts

RegCreateKey HKU/S-1-5-21-436374069-813497703-1177238915- 1004/ Software/Microsoft/GDIP lus

RegQueryWalue HKU/S-1-5-21-436374069-813497703-1177238915-1004/Software/Microsoft/GDIPlus/FontCachePath

QueryOpen  C:/RUNME/ShFolder.DLL

QueryOpen  C:/'WINDOWS,system32/shfolder.dll
CreateFile  C:/WINDOWS/system3 2/shfolder.dll
CreateFileMap C:/WINDOWS/system32,/shfolder.dll
CreateFileMap C:/WINDOWS/system32,/shfolder.dll
Load Image  C:/WINDOWS/system32 shfolder.dll
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Scalakility of laccard similarity and PCA analysis

Mumber of seconds to run similarity analysis
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First the user mouses over a system call sequence in
the inspector, and identical instances of the sequence
m other samples highlight.

Next a sequence detail text box 1s rendered describing
what the sequence does and any available analyst
notes about it.

Samples that executed the sequence highlight,
revealing a cluster of samples that executed the

sequence, along with some outliers.
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Rainbow colored but equal length A cluster
bands depict variation in sample

behavior.

of  malware samples. Surprisingly, these  jorikiraud
samples appear quite different
from the others.

Surprisingly, menti and jorik.fraud
lamilies appear similar.
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