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1 The range results from the fact that hfind’s binary
search algorithm terminates early when it finds a hash
that is in the database. As a result, looking up a hash that
is in the data set is roughly 5 times faster than looking up
a hash that is not. Surprisingly, MySQL exhibits similar
per- formance for both kinds of hashes.

2 Once again, the range is the result of the difference in
time between looking up a hash that is not in the database
and one that is. Unlike binary searches on sorted data,
BFs terminate faster when searching for data that is not
present.
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FEATTLAREEZARER BF X4, 8— 1\ HEEH
BIRHSHE.

Time to access  # hash lookups

Memory System Size  Cycle time Latency 10,000 random bits per second
L1 Data Cache 32K Jeycles  1.25ns 12.5 ps 40,000,000
L2 Cache AMBE 14 cvcles 5.83ns 38.3 ps 8,500,000
667 Mhz DDR2 SDRAM 4GB 5-5-5-15 70 ns 700 pes 710,000
Disk 1000GB n/a 8.5 ms 85 s 6

= 1 : ML iMac i8N ( 2.4GHz RIZHAS/RERSE 2 MIZALIREE E6600 ) MARREFRAPEFIERIMIERNISHRPIGED(AIHERS
EE. RFERNERIESA6,12]. MRIFENEIXLSE 85ms. —iR "IGHER" FEIHME 20 MEHAL.

3.2 fEEFNAGIE

BANBER2CIZEE%/\ RDS (SEHIES )
BF ( fRfEI3IEaS ), EEAEEFT CD FOIBHES/E /)
PDA igBHERFH. FKiIFETREIFEG 32 MB, 64
MB. 128 MB. 256 MB #[]512 MB {9 BF, X9 BF
L@ 2% Bl 22 N—(TRelE (M =28...32 ), BF
NMTEREFERZDNEHRE ? BN , kK IR
MERTA? REBVEEERERMNE?

BAMBEFA2EREIEEERYT |, thX0E RDS 2.19
BE 13,147,812 MRISRIEHE |, BIMEXEHFZRN
BTEsEST2 , AT 512 MB RO ESE=E 226 N4
FERE, IRBEA 6.89x10%°, B, XFPRRET(E
FATHRAKEE | Gian , BERR/INF BTSSR
HFIRNHIMPER, BHh, 160 MHIRHETIREES
HOKE 226 NIEFE REURHEUE( BP RS NREGRL 32
NIAHEXRATEE ),

LT REENEFREURM 160 UAIBUE , FRLAE
RDS RYIISEEESKF FEASE k F m IEEIEHHIYE.
E79 BF FRUEA MW FHE—RIEHRE B k=1Hm
= 2"/t , MIARESF=4EHTRR ; (BiXHEHY BF thARAIRE
BA. FEER, Hk=5, m=2"0F, BAAIEEARE
FHEEHIUHERRR | XL E T SHA-L {EAY 160
{fZFEF BF T8 5x32= 160 ) ECIRIRER 6.2x107°,
XM/ SRS eI LA I 3, |, 7787 USB
12N 32 AL TEEINTER. k=40, iRIRERD
F (FETINREHR ), B2 k =5 154189 B &2
BARNEZHEE , MALEEEE.

ATEIENNNE |, RS T RIIFDITER |
F3 1 BA4 RDS e%&{EF 1 BA1E RDS IEFHENIH
4 BF. 1RiE BF 9IS , EHTBER T2 RDS FAY
EEASHITE BF ., BRHSE kF m BENE
INEENIEE (F2) i, ESBEIBRATRIR.

3.3 e

EARTSP , BAIBAE D SEIASIAA] MySQL £
EE (XM ARFHE S SHIBUET B Z AT 7% RDS
157543 ) FPEIS BF FRISHERIMERE. BRI TE
BSH K m 3T BF HERERIRIN.

3.3.1 BF vs hfind #1 MySQL

£ BF i, SN LEEIIHT f 8(F , &N T
BCEANIHAT 1...f #B4F, ERBTE Ao 2ERAEE
IR T ZIHHIEZ AR E log. ( n ) #{E. MysQL
WECE/I(ER InnoDB 3 , IXHEFAILASEIS HRERYIR(F
Sh3E | MBEEBITRISRAF AizH]. SUEwTE
£ B . [13]

BAIERLINE FCoBRSSES ( P/ NPU#%Z Xeon RbIEES |
2MB L2 £&7F , 3.2GHz 11 8GB RAM ) iz, F3 gec
4.1.2 FRIFCREFIEAIBIEI T T 2.6.22.9-61 W%,

RDS {EAMA™ 1SO G 7h . Fefi S IX LMK AIRT
BRHBEESE—UYP. X RDS 2.19 MH#S
ANEFEEBF (m = 2%, k = 5 SleuthKit[4] ( hfind
A%< hfind -i nsrl-shal flatfile.txt ), AR TN
RIS MySQL #iEEEH |, LUEIRRMILEIEIR SadXd
M LSRN,



m (BF size, in bits (MB))
2'."2 .2'_?!'1 E:! 1 .2-_='.1 -2'_?‘.' -225‘ -22!3 .2:'1.] -2!'1 | -2!'12

(S12KRD [1ME) (IME) (AMIED [ EME] (1aME) (HIME) e ME (1ZEMEA) (2560 (512ME)
k Predicted number of false positives for 1 million random values:
1 956486  T9L401 | 543274 324184 177920 93314 47799 24192 12,170 6,081 3,045
2 906,217 914866 | 626,315 295146 105096 31,656 8707 2,285 585 148 37
3 990,753 973016 | 740,548 330423 87,780 16,510 2552 353 47 B 1
4 000086 D02 A4R | B36,980 392271 B7.111 11,045 1,002 76 3 0 0
5 900,990  0QOR027 | 94503 4p7.768 95013 B, 708 484 20 1 0 0
6 || LOODOM 999506 | 946,760 548411 109,179 n'a n'a n'a n'a n'a nfa
7 1,000,000 na n'a na n'a n'a n'a n'a n'a
k Actual rate of false positives for 1 million random values:
1 956,483 TULS11 | 543165 323971 178416 93558 48042 24448 12373 6213 3156
2 906,126 914938 | 625765 295401 105465 31,921 8735 2282 582 144 48
3 909,758 972,802 | 740271 330,808 BR.O79 16518 2556 378 46 3 0
4 000980 002,175 | 836,379 392427 87606 10956 1,049 6l 4 0 0
5 000990 007916 | 904260 46T2BE 95662 B, 735 479 15 ] 0 0
6 || LODODOOD 999463 | O4p 587 548083 100982 n'a n'a n'a n'a n'a n'a
7 1,000,000 n'a n'a na n'a n'a n'a n'a n'a

/2 fEMNZKT 1310 J5 RDS 2.19 IR #{ERY BF P& 1 BR/MAREHUISHEE BIMAFUFSIRRREE . {AMAY 1,000,000
RRENSTHEMRIRE ; REMEY 0 RFREIRR, n/a FEEETE (EH 160 (49 SHA-1 i85 TISHRIEL ). O
R/EB m=2%, k=5 (FE1FhE SHA-1 (ERIFIETBERIRIEE.

BIINE T RATHFREENRE., F—EHEMN
RDS 2.19 F3RENAY 1 BA1 SHAL IGH{E  IXLISHE
—EEHIEES. T—F  RITUENT 1 BANIES
B (XLIEHENEEIRET ) AT EIRRTEEN
BEl, IBTNENRE , FAIRTLMSAMESH TS
HEE (E1)

IEANFRHEARY | BF FYEIEIERE R T SleuthKit 52X
AN #H4IESIER] MySQL InnoDB FKEif, tBIFANRT
¥, BT BF P HEESERTESE BF 19
IBHE  XEEASERGENEE F PEREIE—
KRIREN 'R, BiaEIHER,

3.3.2 m WEEAIRZIR

229 FAURE BT L1710 L2 BEAIMRE
/B! BF FEARE Y EESTEFIMeE. AT RIBEX—
=BTSNS HP k = 5, mAESEER
2° B 2%, RE , BAVERFETEN 1 BA ML
BEFHEERE—MOEE. °

3 Searching for known values is the slowest operation
for our BF implementation; searching values not to be
present with a BF of k = 5 has the same performance as
searching values not to be present in a filter of k = 1,but
with the same constant overhead. Since we were
interested in measuring the performance of the BF and

XANE L1 F0 L2 RIS AN EARE |,
E XL RIS T Linux FIIERZ FBFHES AT
B, MEXERSEMWHEBEAESRSER. 5—HH,
XMECERUT RS EMNIEFERRIES | BIEET
SMESHEMBERG. REWLL , BAMHLAIME
SIEERAIA/MENNRT BF B RER BETF( B 2 )
& 2 RR T BERAINARIEERSR L2 BRI
= MEFEL7.

3.3.3 k ¥hEERIRZW

E31THH , BB | IR EREEEDH BF (R
k BRI\ ) BEREIMRE | XER NS MERHREF
MNREFHRERENESTETTE R, T HEXM
S, BAWIET S NIiRRE , Hhm=2" , kK §5ERE
2135, A5, 5 1 B MBETEBNERETSH
S EE. IEANFRERRYARE: | = k SEA0RT BF
FOMERESTERR. (UHE , SUEREASUS ALIELL (&
3)

not the overhead of our implementation, we used k = 5.



Query times of hash loockup

== Bloom Filters
B Text Files
M| = mysaL

(=]
(=]

Crueries per second
(=]
[=]
i

=
(=]
-

10

In Sat Not in Set
Method In Set  Not in Set
Bloom Filters 424 808 1,314,060
SleuthKit 16,942 17,595
MySQL InnoDB 4415 4369

1:M=32, k=5 ERT , BEEDiEEE. SleuthKit hfind F
MySQL SELECT i&4J (% InnoDB 3 ) % 160 {IISFERIST)
Bifl, “In Set” ISAUEISFE{ETE RDS 2.19 1, g “Not in Set”
FERIRIRFHEARTE RDS 2.19 /A,

3.4 FB fiwalk it {THtEBUIE

HAIELEFRAI8Y BF TN T FHEHEREEEN
WESHTFERS fiwalk, fiwalk {3 Carrier B9 SleuthKit S,
ITICEDHT , FANES TR IMEIRRE 5 X2
W ECANMIBRAISI, fiwalk FH— walk 324, %
HEIERTESHIIFIZR. SHRITTEER | A B ETRE
FEMHRY MD5 B SHAL JIEIEF{E.

Fiwalk RUZBINRARIFEE X HZET REXE
BN, FAUEK T fiwalk , SEEAILAERE BF tBAJLA
&R BF, FAITH—HIEK fiwalk , LUETSRESE T,
RIMR ERIMAISIFRAERY BF.,

3.5 RDS &&s Windows R&E

FAI6IE T B Windows 2000 Service Pack 4.
Windows XP Service Pack 2 &0 Windows Vista Business,

fiwalk SEIRRIGSAERAER “walk” 4 ( BEHER
GHRBIRTESIAFISIARY SHAL IRFE ). Zf5 18 walk

NSEE RDS v2.19 fRfgidiEssi TRdte, BTk,

A1 1A Microsoft Update RYERFT#MN T IEERTE EINF
EFTNIEREUAL. EEIPRISHILT RDS 2.19 BY
BOEIE 3.

XFE T —EEBIEIER. B85, BERRET

BTN T RIEARRERSE . RE 60-70%HYS 4 HILT
RDS FR, AHARBIXAZ ? XERANEEXHER
FIRERY , PINEEHER. WEREMERLUNBFE.
B2 ZERY Swap HBREBFFAR. XBFRET
B RDS 2.19 F 2007 £F 12 B &AM LAKGAE R RIEHT
HU%E.

Lockup speed as a function of M (k=5)

1200

W |
=] " |
S 1000} A I
] |
3 AN |
5 800 |
a . |
. .
2 600 ™. :
=] T |
T 400 S
c
& I \
3 I —
(=]
£ 200 !

|
D 1 1 1 1 1 1
5 10 15 20 25 30 35

M

2 HAFEFE BESEIROK MBS EEERIFEE,

BERRT 2 MB (8 Mbit ) BIEERSE L2 BF (iF : XLEE

ERNERNEE  MERRFETSIERASHENEREXLY
=HI12{8)

Lockup speed as a function of k (M=32)

(=] -
(= (=
(=] (=2

W

(=]

(=]
T

Lt
(=]
(=]

T
I

thousand lookups per second
=
[=]
T

[
(=
(=]
T
|
)
|
|
)
|
|

ln?l.lil L5 20 2.5 3.0 3.5 4.0 4.5 5.0

3 : T EHEEN TROMEIRINE S SEEERIPEE |
HEABN TREFTEESHIIE.

X 3D TEETEZA Microsoft Windows XP {BA
FET RDS HHIXH, HPASHERFLESHN
X4, SRR TRAERAIBE .



PNF files in the WINDOW 5/inf directory 707

Windows PC Health Offline Cache files 321
VMWare Tools installation files? 130
Start Menu links 035
Other Windows System files T
Miscellaneous system log files 69
Windows wbem autorecover files 33
Other PC Health files 40
Windows System Restore Files 38
Other Documents and Settings files 41
Windows Prefetch files 31
Miscellaneous system text files 15
File system metadata files )
Other system shortcuts 7

“Anifact of VMWare; not part of the Windows XP base release.

7= 3 : Windows XP BEF&IEARY 1635 PHAFFEETF NSRL
RDS A

RDS 2.19 coverage of various Windows installs

100
anr
BOF
TOF
GO

S0F

Percent Coverage

aonr
201
10F

W2K SPdf

W2K SP4 Hotfixes|
XP SPZE

¥PSP2 Hotfixesp
Vista

Vista Hotfixes

4 : RDS 2.19 & Windows &%

RUATS | AMFAET RSD HHIXHHIEES AR
h : BAMREAFEERSHHMRT | (BERXENY
HPAFE. R RDS NEEBRIRHRENIRY
NHERTEHITNE |, BlaX—BRIFIRELIL

3.6 SEFRENERYE S

AT A RDS WIISCHAHUENESRR , i)
£ 891 /MEAE ( 1998 £FZ 2006 T [BIE —FiiZaMIse )
ERITTSUE RS walk, SRR | 45 MEEAEUE
BEFILE 80%LA L , H 33 NMIEIEESHIU L.
XIF 280 NETF 100 NIHFHIEE ,RDS HIHIBER
2 36.64%., X3TF 186 N2 TF 5000 NS4HAIRERE , RDS
I BEERRE 36.62%. FXIKEE , RDS BEIFE
FERBEE , BERMEHAZRIT.

3.7 BUtmiER

BIN% RDS TERTHR "ERRIRF XM
EESRT o7, BFAIAJ RDS RIBERZRIRF] 17X
MR, B—MAEX—RIFGEZEER RDS JTidE
koHTRRAIRTREER.

HAIEBE T — N ERER. BIE RDS BUEET
BRI NAR SHAL, ILECIRAEFRICZERFTE RDS 3¢
SAYFIER | LIRIGZR NIST HEERmEBRIFIR | 1Z12
FFiES R, SRS RHIT RDS | &
KRB TFAEN~GE. MRIAE—N " mE 0T ,
Nz R B AR IIRIF IR,

LUXM75ZUER RDS {8 JRETSTVE 1 ifres
LRI T A | BMESH RSB T REFR A B TTEK

£.

4. SIS BRI

Kie®EES1FN BF KHNEZ R | WEERe
BREZHIES BF AIHENIAFHE , XIS
1EEREY (80 SHA-L ) THERIRHESZ1EEL. BARE
ZRIE | EE AR XN G2 RESEBGE T
B ({7 BF kil "SRRG ) HEIREE.

Rig SHA-1 2— MRS ERE ARG HTiHE
HNME—T AR B IBRERE | EAIN/LERE 1400 Ak
LA 2'% ({Ri% RDS FR{FFE 1400 FMHISHIEFE ). BB
4, (PR FBIHERSES AR = 2 ERI—1
YRR | ARAEXIEUERHGNSE) , BEEIAIINE B
12, EScEH | USRI R DR A KR TTiA R
filfitE.,

PAM , 405K 160 [#%IRK 5 4H , BH 32 4, F=F
fE7E m = 2% § k = 5 (TR IEReh , NIEKANHE S
B21E%E. 1400 B MaHBARFERSZ 14 x 5=7000 5
ANAERY 32 (RS , XWRIBEEEFETE—MNIIE
28R, Ek=5/BRT , KILEREK 51 32 (UfEE
AT HEE— N RFEREETDESET. 81
32 MABAANIRIRIEERE 7000 FFFRLEA 2% 85 P = 0.016,
A 5 MEEBHILRIRAERE p= (0016 ) ° , 5EIN
2% | XfEEHREIRHENIMEE XSS THRAE— 30 89
ISR,



Bomb suuau'kmen
§ W

". - o -~

"\,
W

] 5 : gliEmIETIEES IR R
BAER—MERK IPEG BIISSIEIEZIBIR B 5),

BAN— T HIHELES | THE SHA-L FeERR. R
REIRE , FA IR HBENFHHESIZIRE,
AT , % 110,223,107 RiEAIEAN+7SHEIFT 03
df 9106 f5 , IAFHES M =32 , k=4 HETERALE
TS, REBIBNETERIEIARLZ 55 CPU /N,
FMERIBRENE 4.

XML ERIME— B AR ERINE e miE
SigRs , Blan , FB—1™ 160 AZAYBENZAXIEA 160 {1
SHA-1 #H7I1%. RTNFAREEN Tt

BB, FERR  ERLISRE | B BF FEEEL
EIHAER MMER,
fEsLi | XEIRE | B2 BF REHARRNEDH

IEHREGHE ﬁHIE- ERBEATTATCIZAER
AHBIER ( EANFIRESEE CRIRIREIEREETE »

BRI AEERUERILER BF S "BRIAUA
X" REHEDTT  XMIH R R HERRIIEE
o, EHRR  BETESGERASTAIMN S
BMEXHRIERE. Bt , SESRREIEMRL , &
A BF & "B ARSSINESHIIFRE
{(BFSCRFRZRENNRE,

5. B0

RERT THRIETANER BF FFARAIZFHE
UER P

5.1 KiFFIR

BR fREZILiSes AT LA HTRERIEH{E.
15512 | eI Et BEUERENAMHE
ANEZR{E[10].

BANEEFA— ML EIRENAERER |, EREBRE
$HIE. (ERANEERITER HVMAC (IeRIEEESIAIES
HIZESH ) , FHGLERIFMETE BF P, XMERAILAN AT
FEFHRAbIIAIER. (SRFSHE  BEEMFPERIfIR
BMER  LIBIEXITY RIS Ess. XEITEsanI LA
(EFRIZHTRI SERYRER | ERTISITIERR P AEHIEE R
IAHIX B P EI AR,

5.2 SRR S

mRIZERLAEIENAE BF B, X158 BF BJLA
RTE#HES R, ZIERER, 55, AEEET
B HELEESREUFIISAER BF. REITIES
FELZENRAHENENSRE (BEN n/3, Hf n
REEETREEHE ). &5  REBHSER
BF MEAK/NETTE BF BINEL. B4 BF ZBHHIH
BEE—MIi , AEFPIENESESBE, 55—
BERAT | AEFPIAEAT RENESERIRENE.
RIRHVREEEAEXOVREHF AT IR, BEHEF
+Fi+ F, AILAREA (1)) MEXIRIREREF .

5.3 99°Z RDS

XAHIEF ABUERAEA RRH T —FERRUs S
AR BERN RSB . AT, deF?m:.
AILMRAEZHNERER | NIEMRERE).

BAIARHBER—1) BF B FFBRI RDS |, ME5E
EEEPEINE/NMNIES — N ESEE Windows T4
X —MEEEERAENBAERNXG  —MEEW
SR FRRERPRIS | &%

16 RDS D ARMFEHEB—FFHEESEN BF F
XEALURRERNS  NTBEMEERRE, B2
FATFi$% BF RORTEIENN ( BAE BF SERINFE
=x), BRZSAtE S  BF Al BFRIESUS , miE
BB 9 ERIFIARA], 1IX5{EF Bloomier I iE28HYZY
FRt8EI[5].



dfTce3dd

cbeb989b

Original SHA1:
SHAT of modified file:

SHAT of “Index.htm” from “WIN" CO76275E
SHAT of “MEMLABEL.PCT” from “Mac™ BSE£1495D
SHAT of “ITXT047. gif” from “WIN2000" EAAOEF G

SHALI of “H8499.GIF” from “Gen”

4284059

f723aela 675cd0ef 22024060 bdB82bdSb
87a2d04fb eazalef99 4bB8ad05% f£2d51dc
694CC871 COs24246 CBAESBYE| BFFEALSF
3CDCC1CE 97ap04Fe | ACFZCFFE 1BDA3025
BE62ZCD1BS 3AUDDELIA 1FF458C3  7T347&7DF
19B1E394 B5BT7B439 EZROBY940 AD&5BESF

& 4 : WWEELIBER (M =32, k=4) HRDEBENSER. F—TRRTRE IPEG (B 5) B SHAL ; BZITRRTHMIIN7S
HHIZFTI 03 df 91 06 RSZHHAY SHAL ; ERBITRERT RDS 2.19 NERSEIRRAMFEX MR SHAL , HAIBAHIEIRL.

5.4 BmESEEHITFULIE

& RDS 5EIRZA BF NB—M7EERER BF SiR
EIE{tEENRIENERRSESER. BHMER , &~
38 RDS BF #1945 RDS F{& T MySQL UREAIER TS
% T2 BF BMEUREERIINESS | AJLAESREE
HHNEHRERSHET BF  MIREHEFET RDS,
TBTLAM MySQL EiREEIRENE M TTEURE.

AL, FAIBY MySQL ZRHE B NMERFE TES
S5 (FAIFE T RDS DHHIFABER  BEXHE.
XN BAERS ID. B ID. 1B, LAK RDS &7,
XLAEEFFEES YT 1 F1ZX9E SQL R, AJLABEE
MySQL ZEiEEEaETF Web B XMLRPC fRZEEEES
[AXLAER.

6. &g

BIIUELARIIATS | FA1&T . BF ( fRf&ELIERS )
ERTERIEFLENEGHRIA. B2, RiJtLW ,
BF HAKEESH "BHNREFXH" HNIRHEES |
XEEANFEEE GRS IS SE S , MmEseiEx
AR MENEINBLASEURE. PBHEXMIEEE
D7 ISR INEZ AR R IR IEas.

BIAEMAREN BF 240l RDS |, F1&I ,
B 224N 1Tk (AN 512 MB ) #1 5 NS RELHY
SIS ESRIFAIMEE. BRAEATHIS IR 7R ZERY
BF LI T ; HIABT AR F R BRI ER
HIEK. BfE , FiEH BF IELeXEhERHF
AT DT,

6.1 Rf T4

AXHITICHATBEREFELURRIE AR 2
B R GNU fmi¥ T 28I, #1242 A Mac0S10.5, Linux
1 FreeBSD #1777 MU, 1ZXIERTLAMNERAIOMILERRSS
8% : http://www.afflib.org/,

6.2 RRHF
RANEEFEE BF TS AR XA

EHEEa.

BAIEEESET Web FIISFEIDRS LMEHKX
PR RBe% BatiR 2 maNne % | RIIFEIM—MEE
RERESE , LIGLEEUEE S, BiIosesH—
SERRS (FEFRFBE "SShY” T BF LUEETF RDS
PUECHSERY SQL E5if) ( f5IgN , BF ILECR4SERN FfER
H—EB%D )

BAEEAR BF RIBRIFTIRA  X—iRAGEEBE
B4R ZIP 5% GZIP BiAE4EM BF, BT Java B
M B AR B RS RRS <=/ Java {LABEL
C RIBRIMERELF , FAEESRS BF {LABFREHY Java 2
.

6.3 35

(17 E[ Brian Carrier, Jesse D. Kornblum, Beth
Rosenberg LAKZ Vassil Rouss ZFRIXIEEHIRGET | i IxT4AS
XAARRH TIFEB SRR EEN. BiIAE RS
EHASER S ZRIRAPEIR | FENEIIRRRR
W REHRIERZ R A

AARIKE TEEBERRERNHARB T
5. AXFPMRAAMABTIEEERA | FrBE
EERER. EEEFNESRARRAT , SEEBRAFN
BEA BRI,



253k

[1] Fabrice Bellard. Qemu: Open source processor
emulator, 2008. http://bellard.org/gemu.

[2] Burton H. Bloom. Space/time trade-offs in hash coding
with allowable errors. Commun. ACM, 13(7):422-426,
1970. ISSN 0001-0782.

[3] Andrei Broder and Michael Mitzenmacher. Network
appli- cations of bloom filters: A survey. Internet
Mathematics, 1 (4):485-509, May 2004.

[4] Brian Carrier. The Sleuth Kit & Autopsy: Forensics
tools for Linux and other Unixes, 2005. http://Awww.
sleuthkit.org/.

[5] Bernard Chazelle, Joe Kilian, and Ronitt Rubinfeld.
The blomier filter: an efficient data structure for static
sup- port lookup tables. In Proceedings of the Fifteenth
Annual ACM-SIAM Symposium on Discrete Algorithms,
pages 30— 39, 2004.

[6] Franck Delattre and Marc Prieur. Intel core 2 duo — test.
July 4 2006. http://www.behardware.com/
articles/623-6/intel-core-2-duo-test. html.

[7] Peter J. Denning and Stuart C. Schwartz. Properties of
the working-set model. Commun. ACM, 15(3):191-198,
1972.1SSN 0001-0782.

[8] Peter C. Dillinger and Panagiotis Manolios. Bloom
filters in probabilistic verification. In Formal Methods in
Computer- Aided Design. Springer-Verlag, 2004.
http://www.cc. gatech.edu/fac/Pete.Manolios/research/
bloom-filters-verification.html.

[9] Li Fan, Pei Cao, J. Almeida, and A. Z. Broder.
Summary cache: a scalable wide-area web cache sharing
protocol. IEEE/ACM Transactions on Networking,
8:281-293, June 2000.

[10] Simson Garfinkel. Forensic feature extraction and
cross- drive analysis. In Proceedings of the 6th Annual
Digi- tal Forensic Research Workshop (DFRWS). Lafayette,
Indi- ana, August 2006. http://www.dfrws.org/2006/
proceedings/10-Garfinkel.pdf.

[11] Guidance Software, Inc. EnCase Forensic, 2007.
http://www.guidancesoftware.com/ products/ef_index.asp.

[12] William Henning. Intel core 2 duo e6600 review.
Neoseeker, September 19 2006.
http://www.neoseeker.com/Articles/Hardware/
Reviews/core2duo_e6600/6.html.

[13] Ken Jacobs and Keikki Tuuri. Innodb:
Acrchitecture, features, and latest enhancements. In
MySQL Users Conference 2006,
2006.http://www.innodb.
com/wp/wp-content/uploads/2007/04/
innodb-overview-mysql-uc-2006-pdf.pdf.

[14] Panagiotis Manolios. Bloom filter calculator, 2004.
http://www.cc.gatech.edu/"manolios/
bloom-filters/calculator.html.

[15] Michael Mitzenmacher. Compressed bloom filters.

pages 144-150, 2001.

[16] James K. Mullin. A second look at bloom filters.
Commun. ACM, 26(8):570-571, 1983. ISSN 0001-0782.

[17] Vassil Roussev, Yixin Chen, Timothy Bourg, and
Golden G. Richard I1l. md5bloom: Forensic filesystem
hashing re- visited. Digital Investigation,
3(Supplement-1):82-90, 2006.

[18] Vassil Roussev, Golden G. Richard 111, and Lodovico
Marziale. Multi-resolution similarity hashing. Digital In-
vestigation, 4(Supplement-1):105-113, 2007.

[19] Douglas White. NIST national software reference
library (NSRL), September 2005. http://www.nsrl.nist.
gov/documents/htcia050928.pdf.

[20] Douglas White, August 17 2006. http://www.nsrl.
nist.gov/RDS/rds_2.13/bloom/.



