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! The Department established an Integrated Task Force (ITF) to lead DHS implementation and coordinate
mteragency, and public and private sector efforts; see, http://www.dhs.gov/publicationlintegrated-task-force.

% 78 Fed. Reg. 13024 (February 26, 2013).
® See, 78 Fed. Reg. 18954 (March 28, 2013).

4 Appendix | contains a list of the Working Group members.

> See, 48 C.FR. § 1.102 (2013).
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” The terms "Federal acquisition(s)," or "acquisition(s)," are used throughout this report to mean all activities of
Departments and Agencies to acquire new or modified goods or services, including strategic planning, capabilities
needs assessment, systems acquisition, and program and budget development. See, e.g., "Big "A" Concept and
Map," available at https://dap.dau.mil/aphomelPagesIDefault.aspx.

® The Committee on National Security Systems (CNSS) has been in existence since 1953. The CNSS (formerly
named the National Security Telecommunications and Information Systems Security Committee (NSTISSC)) was
established by National Security Directive (NSD)-42, "National Policy for the Security of National Security
Telecommunications and Information Systems. This was reaffirmed by Executive Order (E.O.) 13284, dated
January 23,2003, "Executive Order Amendment of Executive Orders and Other Actions in Connection with the
Transfer of Certain Functions to the Secretary of Homeland Security" and E.O. 13231, "Critical Infrastructure
Protection in the Information Age" dated October 16,2001. Under E.O. 13231, the President re-designated the
NSTISSC as CNSS. The Department of Defense continues to chair the Committee under the authorities established
by NSD-42.

° omB policies (including OMB Reporting Instructions for FISMA and Agency Privacy Management) state that for
other than national security programs and systems, federal agencies must follow certain specific NIST Special
Publications. See, e.g., Guide for Applying the Risk Management Framework to Federal Information System: A
Security Life Cycle Approach, NIST Special Publication 800-37, Revision 1 (Feb. 2010), and Security and Privacy
Controls for Federal Information Systems and Organizations, NIST Special Publication 800-53, Revision 4, (Apr.
2013).
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0 An overlay is a fully specified set of security requirements and supplemental guidance that provide the ability
to appropriately tailor security requirements for specific technologies or product groups, circumstances and
conditions, and/or operational environments.
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™ This includes, but is not limited to, established SDOs like ISO/IEC JTC1 and related standards (27001/2,15408,
etc.) as well as work from other international SDOs.

1240 USC § 11302(d) (2013).
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¥ 44 U.S.C. § 3541 et seq.
% 1440 U.S.C. §11101 etseq.
> 15p L. 109-295,120 Stat. 552.

16 See, e.g., Section 806, lke Skelton National Defense Authorization Act for Fiscal Year 2011, Pub. L. 1-11 -3 83
(Jan. 7, 2011).

v Input received in response to the Working Group's published Request for Information asserts that the Federal
government's buying power in the global ICT marketplace, while significant, is insufficient to create a universal
change in commercial practices, and reliance on this procurement power alone to shift the market will result in a
number of suppliers choosing not to sell to the Federal government. See, General Services Administration (GSA)
Notice:. Joint Working Group on Improving Cybersecurity and Resilience through Acquisition;
Notice-OERR-201301, available at http://www.regulations;gov/#!documentDetail:D=GSA-GSA-2013-0002-0030.

'8 Exec. Order No. 13, 636, 78 Fed. Reg. 11,739 (Feb. 19, 2013).
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20 https://www.cia.g6év/libfarv/publications/tlie-world-factbook/geos/xx.html
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2 Pedigree is concerned with the original creation and subsequent treatment of ICT hardware or software,
including computational objects such as programs and data, and changes from one medium to another. It
emphasizes integrity, chain of custody and aggregation rather than content. It is a tool for establishing trust and
accountability in information or an end item. See, e.g., Wohlleben, Paul, Information Pedigree, (July 29,2010);
available at: http://www.fedtechmagazine.com/article/2010/Q7/inrormation-pediaree.
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2 Joint Working Group on Improving Cybersecurity and Resilience Through Acquisition, Request for

Information, 78 Fed. Reg. 27966 (May 13, 2013) (hereinafter, "GSA RFI").

= See, e.g., "IP Commission Report: The Report of the Commission on the Theft of American Intellectual

Property" 2, The National Bureau of Asian Research (May 2013).

i See, e.g.," White Paper: Managing Cyber Supply Chain Risks," 5, Advisen Inc., (May 2013); available at:
http://vmw.onebeaconpro.corn/sites/OneBeaconPro/blind/Advisen%20Supply0/020Chain%20Risks%20Report.pd
f.

» See, e.g., Section 818 "Detection and Avoidance of Counterfeit Electronic Parts," FY 2012 NDAA (PL 112 -81);
and Defense Federal Acquisition Regulation Supplement: Detection and Avoidance of Counterfeit Electronic Parts
(DFARS Case 2012-D055), Proposed Rule, 78 Fed. Reg. 28780 (May 16,2013)
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% |n some circumstances, this will reduce costs by reducing the level of effort required by the contractor to figure
out which specific controls in a standard apply to the acquisition; see e.g., Microsoft response to GSA RFI,
available athttp://www.regulations.gov/#!documentDetail;D=GSA-GSA-2013-0002-0005.

7 This list is intended to be illustrative only.
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28 See, Comment on FR Doc # 2013-11239, GSA-GSA-2013-000-000S, Nicholas, J. Paul, Microsoft: Corporation
(Jun. 12,2013), available at http://www.regulations.gov/#!docketBrowser;rpp=
100;s0=DESC;sb=docld;po=0;dct=PS; D=GSA-GSA-2013-0002.

2 77 Fed. Reg. 51496 (Aug. 24,2012), Proposed rule, FAR Case 2011 -020.

** DFARS Case 2011-D039, Interim Rule, under review by Office of Information and Regulatory Affairs (last
accessed, June 10, 2013. http://www.acq.osd.mil/dpap/dars/opencases/dfarscasenum/dfars.pdf).
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8 TESNERNERZEERPRIMEX ST AT ZCTIER AL , EAIRBIRE

3 E.g., GSA provides training about its Multiple Award Schedules (MAS) program through the "Pathway to
Success" training. This is a mandatory training module that provides an overview of GSA MAS contracts. Potential
offerors must take the "Pathway To Success" test prior to submitting a proposal for a Schedule contract. See,
https://vsc.gsa.gov/RA/research.cfin. Additionally, contractors might, in certain circumstances, be required to
complete ongoing training throughout contract performance. Specific training about an acquisition might also be
included in requirements to become a qualified bidder, and become a source selection criterion.

32 78 Fed. Reg. 28780 (May 16,2013), Proposed Rule; DFARS Case 2012-D055.
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3 Available at http://www.whitehouse.gov/orab/e-gov/fea/.
** See, NIST Special Publication 800-37, Revision 1 (Feb. 2010).

* See, e.g., The Federal Risk and Authorization Management Program (FedRAMP) is a government-wide program
that provides a standardized approach to security assessment, authorization, and continuous monitoring for
cloud products and services. Available at: http://www.gsa.gov/portal/category/102375. See also, the Information
Systems Security Line of Business (ISSLoB) is a comprehensive and consistently implemented set of risk-based,
cost- effective controls and measures that adequately protects information contained in federal government
information systems. Available at: http://www.dhs.gov/information-systems-security-line-business.

* see e.g., FedRAMP, ISSLoB, and Federal Strategic Sourcing Initiative (FSSI) (available at:

http://www.gsa.gov/fssi.), among others. These programs have defined categories of similar types of products
and services.

37Directly incorporating standards could freeze the status quo and hamper or prevent the evolution of
countermeasures required to address the dynamic threat and technology landscapes. It might also create a risk
that other nations will adopt similar mandates which could further increase supply chain costs. Incorporating
government-specific standards that would duplicate existing security-related standards or creating
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country-specific requirements that could restrict the use of long-standing and highly credible global suppliers of
technology could have significant negative effects on the government's ability to acquire the products and
services it needs.

*® See e.g., Solutions for enterprise Wide Procurement (SEWP) V, is a multi-award Government-Wide Acquisition
Contract (GWAC) that provides IT Products and Product Solutions. SEWP is administered by NASA, and the
recently released draft RFP includes this limitation of sources by requiring offerors for certain types of items to be
an authorized reseller of the OEM; available at: https://www.sewp.nasa.gov/sewpv/.

¥ 8 C.FR.§9.203 (2013).
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“* GIDEP is a cooperative activity between government and industry participants seeking to reduce or eliminate
expenditures of resources by sharing technical information. Since 1959, over $2.1 billion in prevention of
unplanned expenditures has been reported. See, http://www.gidep.org.
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