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ISIUFH4I(SU or NETUSE) [S]/N:
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"NET USE" ) HOMRESEE | SRENIIERBIIRRIVTI S (TAHIAIAR (SU” 2
R ) B

e ENENRIRHRINEREAIETHITIY | BEHEABIMIE LAUE. B
HITHBIAIBE : \Ytarget’0\ADMINS\SYSTEM32\SVCSTAT.EXE, —BIH , BiEEE
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17, ZIRSIZRAE) , PUTREELEFHER.

IZESERRAN 2 EE | ITfEAMETT SVCSTAT.EXE B WHIIBREEE. —
PMEBEMNFMFERBREERZEAN  S— M UNEREERNER HENEGE. BEER
RC4 HiENNE | FEVIIRE AR ERIERITRINE T LR,

\\%target%\pipe\{66fbe87a-4372-1f51-101d-1aaf0043127a}

\\%target%\pipe\{44fdg23a-1522-6f9e-d05d-1aaf0176138a}
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~  + 1780 test.exe 2014/12/16 16:50:84 (1552)>
[USER-D1125D59A6:vuln] E:\# srvinfo
sruinfo host
[USER-D1125D59A6:vuln] E:\# packages
Hotfix for Windows XP (KB?42288-u3)
Microsoft .NET Framework 4 Client Profile
Microsoft .NET Framework 4 Extended
Mozilla Firefox 18.8.2 (x86 en—-US>
Oracle UM UVirtualBox Guest Additions 4.6.14
TrueCrypt
Windows Imaging Component
WinRAR 4.11 (32-bhit)
Microsoft .NET Framework 4 Extended
llebFldrs XP
Microsoft .NET Framework 4 Client Profile
-NET Reflect01 Desktop
Rdohe Reader ¥ (18.1. B) — Nederlands
Microsoft .NET Framework 2.8 Service Pack 2

[USER-D1125D592A6:vuln] E:\# kpinst
kpinst addiseti? [host]
[USER-D1125D592A6:vuln] E:\# exit

E:\>legspin.exe

2083-03-A <(2082-09-A>

~  Default:C:\WINDOWS\system32\cmd.exe — legspin.exe
[USER-D1125D59A6 :vulnl E:\#
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[USER-D1125D592A6 :vuln] c:\windouws# tree
SNtUninstallKB942288-v3$
spuninst
SNtUninstallWICS
spuninst
addins
AppPatch
assembly
GAC_32
CustomMarshalers
L— 2.0.0.0__h0A3f5f7f11d50a3a
ISymirapper
L— 2.0.0.0__hB3f5f7f11d50a3a
mscorlib
L— 2.8.0.0__h77a5c561934e089
System.Data
L— 2.8.8.8__h77a5c561934e089
System.Data.OracleClient
L— 2.8.8.6__h77a5c561934e089
System.EnterpriseServices
L— 2.8.0.6__hB3f5f?f11d508a3a
System.Transactions
L— 2.8.8.6__h77a5c561934e089
System.lWeb
L— 2.8.0.6__hA3f5f?f11d508a3a
GAC_MSIL
Accessibhilit
L— 2.0.0.0__hA3f5f?f11d50a3a
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advapi32.dll
kernel32.dll
msvcrt.dll
ntdll.dll
ntoskrnl.exe
win32k.sys
cmd.exe
ping.exe
ipconfig.exe
tracert.exe
netstat.exe
net.exe
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shell32.dll
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users BB FFIKFRSE

admins FHEEEESSRIAFIKFIIER

groups FIHBEXAPENER

trusts FIHBXREESERFIKFRIER

packages  ggiHREROERIHEIIRTR

sharepw PITRNERBGEE | HEREITEE =R,
sharelist EEEITERE
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netuse TR B aIHMEHE

netshare FELANER L e bR M=

nbstat It NetBIOS LAN 1EFESER

run BIE— R | BHAHEENEREE
system {8 A8 WinExec API i&{TE=GHS

exit B

set IGERTEM shell SSHIZTANLEE
su EARERPESR

kill 1RIE PID £R1EHHE

kpinst IEBUERZME -
[HKLM\SOFTWARE\Microsoft\Windows NT\Current\ersion\Winlogon] System
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