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SFATEXRIFTKT Stuxnet RS LR BT M EAIR fRiEZEHIRs( PLC BT,
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STUXNET OS5 ATTACK STRATEGY

Takes over control of valves attached to gas
centrifuges used for enrichment of uranium.

DISRUPTING URANIUM PROCESSING

. Stuxnet 0.5 infects 417 PLC
devices to interfere with
operation of centrifuge

valves.

Opening/closing centrifuge valves
disrupts normal uranium processing,
causing damage to machinery-.

HIDING ITS ACTIVITIES
Stuxnet 0.5 plays back instrument readings

collected during normal operations to hide its
activities from operators.

STARTUS: NORNMAL STARATUS:

( - .

STUXNET OS5 TRARGET: NATANZ, IRAN

33.7235 5).72b: Uranium enrichment facility

o —
MWL

Num. centrifuges:
Start operations:
Activity: UFb
Process:
Location:
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Stuxnet0.5 TERGEBREMAZA , BEESORAIFMT B R SRS EIERIE.
PHRAITER | ZRERIENRBRARERIET Step7 B4, AFTBEIRRESH
SR, XREFSRESEFRRPTE—MERBRNRBIRE | g0 , 8—NE0). JHRA
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TREET Stuxnet B LIAFFSRTPMEFIARIRESRIRNRAIRBIRE.

IREEEE P&ID ThaEiRBIRF EHIRETEE
BN {HS,HV,PV,EP},{ZLO,ZO}{ZLC,ZC} | 2-25
O] {NVS,RVS,VS},{MV,RV,SV,YV} 163-164
PERESMEREE | PT,PCV,PIA#,PIT,PIC,PIPS 3-30
BIOWUESMERRES | PT,PCV,PIA#,PIT,PIC,PIPS 0-164
PR {FIA},{FIT},{FITC},{FIC,FT,MFC,MFM} | 0-30
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<Function Identifier> <Cascade Module>Cascade Number<Device Number>

flgn , —#@iJ/8 “module A21, in cascade eight, associated with centrifuge 160,
the label would be PV-A21-8-160",

T REmX L R ERRUIBAE DR R T MEBAVEER. 10  RERMELRITE A21
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