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Yulong Zhang, Hui Xue, Tao Wei, Zhaofeng Chen
20153 H17H
BORHMFERGE  RIKER FREAK ITE[1JB—X5IL T AT TLS ( Z&fEHE
i ) SERAREMRIXIER], AT, BOTFEFIRTENER] freakattack.com ReER
FMiNISEEE, FEXRREES R B(iIRH5T i0S # Android B FFERFTE FREAK INTE PR IR,

FREAK R "WEEI=REEFPiRSIRS R ZE HTTPS &EE | IBEE(ER
S5IN%E | INTEE P AR INEE FHEs ENE IR AEURETRE. " [1] ot FREAK IRTESX1ERLTD | BR
SSRETREIES RSA_EXPORT ZRIEM T Finms et d1FH O EREMH IFIRETHY RSA
ZiH. Bt , WEEIRSRERRIIEERE | TR,

&= 3 B 4 B , Android 7] i0S SFERIEFTRAE BT ZZE] FREAK I [3]. B9 i0S
# Android NFBFZFFRTRERL S OpenSSL EERUIRIREIRAS ATLA FREAK BER iR EN A
TEFFimiE. BMEE RIEE T Android 7 i0S REtRYIRIR , BT ERZEIZES RSA_EXPORT
EREHIIRS ST SES FREAK T, FRATT 3B 9 HIEE 1 i0S 8. 2AY FREAK

min , B i0S NAERNAEZZE FREAK Kt , [RERETIL4].

AT 10,985 N THI. TEERET 100 5HY Google Play Android RIFEFERF . &
IEAFR 1228 1 (11.2% ) BHZE FREAK T , RAE(HERERRN OpenSSL FEiE
ERRERE HTTPS iRS588. 1X 1228 MR THEREEL T 63 12, EiX 1228 4™ Andr
oid NZ R , 664 A3 Android BYHESB OpenSSL 2 |, 564 /MEEFEE 24wiEAY OpenSSL

E ; FrEIXLE OpenSSL IRAE B Z=E! FREAK IE.

iOS 73T , 14,079 Nt T iI0S FBRERFHAY 771 1 (5.5% ) IEEEIEIREA HTTPS iR
588 T i0S 82 AL, XENAREFREZXE FREAK Wi, 771 MNEER
PRIEF 7 NEBBECH OpenSSL A , 7£10S 8.2 L{BAB SR EILE.

Rt

WEEABEAAPREA (MITM) RANKS) FREAK it | SREEGHESREEIN RIER
MERIRSS SR ZERINERE. WEETLERLQRNANRA | HIi0 ARP BXREL DNS £§F,
LA WSERIRAEINE A(IERICRBINENNESRE SEEEHNRRESRER.
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R 1ENT7EREN. BT=2MEFABURSERIRY Android F1i0S NBRFHIEE. &
REURAIZER |, ABTOE , WAEEER. RPABIPRARNAEFFRARIES
9 FREAK i, XJF Android RIFEFER= , Bl —B4AHI T AREEBIRTIRIRR FERERFRY T
HE , WF 2 Fr. BEERAEEL 3 B 10 BiRANEEFNTHE.
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2015-03-10 13:23:12 POST https://QENEe/ V2 /cauth/access_token?client_id=46 [
c42e3b0b7c6c301ladcdddde 7B sclient version_id=SNED
+ 200 application/json 481B 116.39kB/s

Request

Content-Length: 84

Content-Type: application/x-www-form-urlencoded

Host:

Connection: Keep-Alive

User-Agent: “ (Android 4.4.2 / Play 6776038; Samsung K3g /
Samsung SM-G900H;
) [preload=false;locale=en_US;clientidbase=android-samsung]

Cookie: s=c625e78f-b505-4e46-96bc-ENNINNNNEGGN
b=b5e510ff-be61-322a-92af—- (NN

Cookie2: S$Version=1

Accept-Encoding: gzip,deflate

URLEncoded form

username: S ¢ o2 il . com

password: MyPassword

grant_type: password

B 1: BENERTRE

2015-03-10 13:37:23 POST https://( ./ v2/users/b8ale930-c75f-11e4-9¢c0
4-00259 0 SN ling records?client_id=46c42e3b0b7c6c
30ladcdddde76usmmsclient version id={G—_
<400 application/json 133B 85.15kB/s

Request

Content-Length: 163

Content-Type: application/x-www-form-urlencoded

Host:

Connection: Keep-Alive

User-Agent: G (Android 4.4.2 / Play 6776038; Samsung K3g /

Samsung SM-G900H;
) [preload=false;locale=en_US;clientidbase=android-samsung]

Cookie: s=c625e78f-b505-4e4 6-96bc—alNNEE—_ ;

b=b5e510ff-be61-322a-92af-NEGIGNGGN ;
1=b8a7e930-c75£f-11e4-9c04-SuuNNNu—_—

Cookie2: $Version=1

Accept-Encoding: gzip,deflate
Authorization: OAuth a2cfc87blbe2decl46£610813£e486e779128399b00d0ael3980£7£fb
S

URLEncoded form

first name: Frank

last name: Underwood

card number: 41472021200 PuaS
month: 7

year: 2020

cvv: 123

addressl: 1440 McCarthy Blvd
city: Milpitas

state: CA

zip: 95035

country: us

B2 : BENERFER
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[1] https://freakattack.com/

[2] http://heartbleed.com/

[3] http://mww.engadget.com/2015/03/04/freak-flaw-ios-android-ssl-bug/

[4] https://support.apple.com/en-us/HT204423
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