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Emmanuel Tacheau of Cisco Talos discovered this vulnerability. 
 
 

Antenna House Rainbow PDF O�ce Server Document Converter contains a heap over�ow
vulnerability that could allow an attacker to remotely execute code on the victim machine.
Rainbow PDF is a software solution that converts Microsoft O�ce documents into a PDF. This
speci�c �aw lies in the way the software converts PowerPoint �les into PDFs. 
 
In accordance with our coordinated disclosure policy, Cisco Talos worked with Antenna House to
ensure that these issues are resolved and that an update is available for affected customers. 
 

Antenna House Rainbow PDF O�ce Server Document Converter getSummaryInformationAntenna House Rainbow PDF O�ce Server Document Converter getSummaryInformation
NumProperties code execution vulnerability (TALOS-2018-0780/CVE-2019-5019)NumProperties code execution vulnerability (TALOS-2018-0780/CVE-2019-5019) 
 
A heap over�ow vulnerability exists in the PowerPoint document conversion function of Rainbow
PDF O�ce Server Document Converter V7.0 Pro R1 (7,0,2018,1113). While parsing Document
Summary Property Set stream the getSummaryInformation function is incorrectly checking the
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S H A R E  T H I S  P O S T

Summary Property Set stream, the getSummaryInformation function is incorrectly checking the
correlation between size and the number of properties in PropertySet packets, causing an out-of-
bounds write that leads to heap corruption and consequent code execution. 
 
Read the complete vulnerability advisory here for additional information. 
 

Talos tested and con�rmed that Antenna House Rainbow PDF, version 7.0 Pro R1 for Linux64
(7,0,2018,1113) is impacted by this vulnerability. 

 
 
 

 

The following SNORTⓇ rules will detect exploitation attempts. Note that additional rules may be
released at a future date and current rules are subject to change pending additional vulnerability
information. For the most current rule information, please refer to your Firepower Management
Center or Snort.org. 
 
Snort Rules: 49209, 49210 
 
 

P O S T E D  B Y  J O N AT H A N  M U N S H A W  AT  1 0 : 2 2  A M  
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