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Notifying our Developer Ecosystem about a Photo API

Bug

Our internal team discovered a photo APl bug that may have affected people who
used Facebook Login and granted permission to third-party apps to access their
photos. We have fixed the issue but, because of this bug, some third-party apps may
have had access to a broader set of photos than usual for 12 days between
September 13 to September 25, 2018.

When someone gives permission for an app to access their photos on Facebook, we
usually only grant the app access to photos people share on their timeline. In this
case, the bug potentially gave developers access to other photos, such as those
shared on Marketplace or Facebook Stories. The bug also impacted photos that
people uploaded to Facebook but chose not to post. For example, if someone
uploads a photo to Facebook but doesn't finish posting it - maybe because they've
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Currently, we believe this may have affected up to 6.8 million users and up to 1,500
apps built by 876 developers. The only apps affected by this bug were ones that
Facebook approved to access the photos APl and that individuals had authorized to
access their photos.

We're sorry this happened. Early next week we will be rolling out tools for app
developers that will allow them to determine which people using their app might be
impacted by this bug. We will be working with those developers to delete the
photos from impacted users.

We will also notify the people potentially impacted by this bug via an alert on
Facebook. The notification will direct them to a Help Center link where they'll be
able to see if they've used any apps that were affected by the bug. (See example of
user notification below)

We are also recommending people log into any apps with which they have shared
their Facebook photos to check which photos they have access to.

Help Center

Which apps may have had access to my
other photos?

Important information about your The ps you used may have had access
photos on Facebook 10¥

We recently found and fixed an issue that may | App 1
have affected some of the apps you've connected
to Facebook. You previously gave these apps
permission to access your photos on Facebook.
Normally, Facebook shares photos that you have
posted on your timeline to these apps, but a bug App 3
occurred between September 13 and 25, 2018,

App 2

which gave developers access to other photos,
such as those you may have posted to your
Facebook Stories or initially uploaded but didn't
post.

The issue we fixed is related to how apps use our
APl to access your timeline photos after you've
given them permission to do so and isn't related
to your post privacy settings. We're sorry this
happened and we're instructing developers to
delete the photos. Developers will then be able to
obtain access to the set of photos which would
normallv have been shared.

We recommend logging into any apps where
you've shared your Facebook photos to check
which photos they have access to. Learn more
about managing your apps on Facebook,
including what you can do if you want to contact
an app developer.

Our Data Policy provides more information about
how your information is accessed, used and
shared, and you can learn how to contact us with
questions.

~ Share Article

Was this information helpful?

Edited on 12/14/2018 at 10:30am PST to reflect that we only store photos from
incomplete posts for three days.
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