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https://securelist.com/blackoasis-apt-and-new-targeted-attacks-leveraging-zero-day-exploit/82732/
https://securelist.com/blackenergy-apt-attacks-in-ukraine-employ-spearphishing-with-word-documents/73440/
https://securelist.com/from-blackenergy-to-expetr/78937/
https://securelist.com/bad-rabbit-ransomware/82851/

+EHEREAE :
2017 £E[E]FR

MBI

£ 2017 &  FATRM
SERIAEUE (Bt
ELEENEE ) B9
M ERERR.

VTSI T SIEERIGE | 2017 FRIIIRES T RERIX N
¢ : Shamoon 2.0 #{] StoneDrill, HFRARIAA , Shamoon 2.0 2
2012 FREIR T IVSITRMBET 3 A EITEN SRS EREHIES
R, IZERREMGTE 2016 5 11 BF0 2017 FHIEHITH , Bin2d
RS ASFOCBANE B JRELR, SRR M 7 TR
A, EhEiEERRSSIHEAR N ERIE N EE SIERER.
IZIBREF— B EAENEF  iaEE X RIBEE S5
R ENTTEER, Shamoon 2.0 MELS—NEHZIRH4EME
NI B RIZ A AEREFER.,

fEJEIE Shamoon WESMHANSIES Tl IR T —NARIRA]
HIEEBRTERS , FRATIFRZ T StoneDrill , IZFE AT ET IS 45T
{BRYLEZ. StoneDrill 5 Shamoon BHEMIEIXIAE , EE GBI
IThEE. FEHREZEMERIEIERT , HHP— StoneDrill 2F
HUTEM (BTEBEITL ) | XRANEEJREREEERT
s REITHERLAGE. WEZEREENXBIETEIRTE.
Shamoon {FFIRERIKEIEFERELIOME | T StoneDrill MR
BFEEIANZEENEIENESS. Stonedril BBZ—1EIT
Rk —E BRI TR .

Shamoon #[] StoneDrill BEHHELEER— , EEH X
REHEREMER ? RIUVEEEETEE.

B —T | ExPetr BETERIRER , RIACHRTRINE
12, REMNEER T EIZRME. Shamoon 2.0 AR{EFRHIENZIRIGE
EEWHIEEAREFERRE , XNAREEEEE.

KAJPERIK Y2


https://securelist.com/blog/incidents/58194/destructive-malware-five-wipers-in-the-spotlight/
https://securelist.com/from-shamoon-to-stonedrill/77725/

+EHEREAE :
2017 £E[E]FR

N A RN A=Y

2017 &, BATRIE,
B RREER FEE AT
WEEIRIETN |
BHEERFESE,

BRINRYSETIMEIREAR—ESER. 2016 F1 8, BAFIES
BT RBHEA | BHEY T —RINEIMEBEIAZR. RITR.
HFSFHUEN IR RAIM BT EvePyramid IEEHERITER
BHHAER  PFEDFRIEERE (OPSEC) HEiEthRE, RE
GNLE , FEEEZ AT, BIEEREMRINIRESR T 21X 1600 BZE
& (KB ERAF ) itEN. REELIRETIREEA LS
HRAER , BREE7T c&CiRFSes. BRI THE
BEEUER 1P HEUFAIFMRER.

FHATEUE T — YARA MINSRIERFAINR S , BeeRXIUE
AICERAIREA., BAIIERAAY YARA HINEREI TR MEA |, B JHRLE
BT — P EERE YARA BN | RAEEUEREFEET 42 MR,
Hlt , FAWSLALTRRRT EyePyramid IESEE., XETHE
KR THRTEFR MiRZEEF TG T8 R FHpAE
. HANNEBERENRE 2014 = 2015 F4HIFRT,
It RERAEHRER  WEEERMIMIE T THFILE , FN
SEEIEF T M TIF AR,

KAJPERIK Y2


https://securelist.com/blog/incidents/77098/the-eyepyramid-attacks/
https://en.wikipedia.org/wiki/YARA

2017 SR o

FOBERS N ; m

F—MIFRE Microcin I , IBAMERIBTED FUMIERE
HRTEFH/IVOIEE BRI E. BEEF AR
Office IRRHUTKITNE |, BER—MHEHBITESARNERE
BREREEZAMEMEBRYEE. REEEREERITEN LeIE—
DEPUT AR TRESRIER WY R T S RIZIRE.
B ER Powershell AR hSLAREFHEZ EEITTENLL
RYSZAFNEERD. JBSED FERRISIERASREASR (BRMA
B, ITEERTLTERRIEE. 8%  WEEIEENRAR
Kix , MARKHENREF ARENRBRBERKGEEI TR,
HR , IR RERNRE LEEBNERRNERIZH.

10 KAJPERIK Y2


https://securelist.com/a-simple-example-of-a-complex-cyberattack/82636/
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https://sas.kaspersky.com/
https://blog.kaspersky.com/sas-2017-atm-malware/14509/
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https://securelist.com/the-silence/83009/
https://securelist.com/the-silence/83009/
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https://threatpost.com/maersk-shipping-reports-300m-loss-stemming-from-notpetya-attack/127477/
http://www.zdnet.com/article/notpetya-cyber-attack-on-tnt-express-cost-fedex-300m/
https://securelist.com/shadowpad-in-corporate-networks/81432/
http://blog.talosintelligence.com/2017/09/avast-distributes-malware.html
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https://threatpost.com/mirai-fueled-iot-botnet-behind-ddos-attacks-on-dns-providers/121475/
https://securelist.com/hajime-the-mysterious-evolving-botnet/78160/
https://blog.kaspersky.com/my-friend-cayla-risks/14087/
https://blog.kaspersky.com/my-friend-cayla-risks/14087/
https://www.kaspersky.co.uk/blog/drone-gone-in-11-ms/8654/
https://www.kaspersky.co.uk/blog/drone-gone-in-11-ms/8654/
https://www.usatoday.com/story/tech/news/2016/12/14/amazon-delivered-its-first-customer-package-drone/95401366/

2017 £E[E]R &

FEGEES AL m

XMIEHABRTEEEERNE Em. LBIAFEEEE
ME L2 NBLNIE L EIGMEKRENE, Rh—MIFHEET
17k, LRI RN ET SR IMERT LAEEERERE. PR
IEFETIREDHE. BRAIR  MEREETHNHEMESEE
BHIERE | MBESSESHEIERNIEN—SEmARIEIR
winfrEAZ. SFEREMR , RS T ETrTWaRSEEXEE |
FHRATHEREWN,

16 KAJPERIK Y2


https://securelist.com/connected-medicine-and-its-diagnosis/81857/
https://securelist.com/connected-medicine-and-its-diagnosis/81857/
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https://www.wired.com/story/yahoo-breach-three-billion-accounts/
https://threatpost.com/micro-market-vendor-warns-of-bankcard-and-biometric-data-breach/126742/
https://threatpost.com/vendor-exposes-backup-of-chicago-voter-roll-via-aws-bucket/127538/
https://threatpost.com/vendor-exposes-backup-of-chicago-voter-roll-via-aws-bucket/127538/
https://www.scmagazine.com/millions-of-dow-jones-customer-records-exposed-due-an-internal-error/article/675843/
https://www.scmagazine.com/breach-of-dol-jobs-database-a-threat-to-10-states-so-far/article/646023/
https://www.kaspersky.com/blog/equifax-breach/18467/
https://www.reuters.com/article/us-uber-cyberattack/ubers-messy-data-breach-collides-with-launch-of-softbank-deal-idUSKBN1DM2F9

+EHEREAE :
2017 £E[E]FR

LHie

18

SFEEE KR FE
BB — R ERE

R LLTFED
BRI 2017 SFRBENEL

ipRYES.

2017 F | REFBAMEEREEEFRI | BZRGIR L
RERER e RAVRAR R — MR | SREENRF R B
TH MERHRENKREENIRETEEEFITE, X—K
RN E RIRAR SRS EIERSEIRRI k.

XAMYREWRIAR, EEHNMNEREARIES (HT—RA
SEAIRER AR EE AEESMIT RENR B R ERMHA 5
RS, HERFE 100%609%E , (BREFMNATLKREEZR
R RIERE.

EHEIEE MG SEREA SRR ERRERIR
HERASHTEE, ENNEEN, AR BRBMEIME
RIBREENSERE—RBRIPRA— N FERIEE | F#RIR
MEWRTRF LA, IRIETRBAIRT APT [BIRIRS | RS
NRAFENMARER | BREEERNRAYE. BAETICES
ABRRE e TEFRIBARMNBREEN— KBNS  Fr
DHBMER TIHERIFEEER.

HIRFE N ARV AREE R EEIRIFIX LR, 2RI
ESHNANERRE  NENZREREF |, LRI REUE
FESRI M B ERTIRE.

RfE  KEAETICRKNERNLZ LB  ENES. B0
AR, BATERITIRERE]., XLFETERS TRIFEARIRE ( 75
ICRRETEMNIEREZENERIRE ) BESRZIRAIIER.

2017 5, NMiMERITRSZ , a2k, 2018 &, FAi)
BENERAREREFE 7IXEHI,

KAJPERIK Y2


https://www.kaspersky.co.uk/enterprise-security/apt-intelligence-reporting
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https://securelist.com/ztorg-money-for-infecting-your-smartphone/78325/
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https://securelist.com/ztorg-from-rooting-to-sms/78775/
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https://securelist.com/sms-trojan-bypasses-captcha/69169/
https://securelist.com/wap-billing-trojan-clickers-on-rise/81576/
https://securelist.com/ztorg-money-for-infecting-your-smartphone/78325/
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https://securelist.com/do-web-injections-exist-for-android/77118/
https://securelist.com/booking-a-taxi-for-faketoken/81457/
https://securelist.com/the-banker-that-encrypted-files/76913/
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https://play.google.com/store/apps/details?id=com.kms.free&hl=en
https://play.google.com/store/apps/details?id=com.kms.free&hl=en
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